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Abstract: This extended abstract aims at giving a comprehensive overview of the state
of the art of information and network security in vehicular systems today and of future
development.

Current research topics, which in particular focus on enabling e-safety services are covered.
In the near future, safety services and applications will be deployed in vehicles as well
as at roadside infrastructure, as for example envisaged by the Car-to-Car Communication
Consortium or ETSI.

Such applications motivate new attacks. Without security, false alerts can be created and
attackers may exploit safety applications for their benefit, thus endangering the safety of
drivers. Examples of successful attacks are shown to illustrate the need for security.

In order to provide a trusted base for inter-vehicle communication, a secure on-board com-
munication for vehicles is crucial. In the EU project EVITA a trusted in-vehicle environment
is developed based on a trusted platform and means of secure communication. Furthermore,
the research landscape is discussed, in particular relating to industrial research projects, such
as field operational tests, as well an overview about the current state of standardization. An
outlook on future research and industrial activities concludes the extended abstract.
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1 Introduction

Vehicles have traditionally been a mechanical domain. In recent decades, this changed
drastically. Starting with electronic engine management in the 70s, vehicles have evolved
to a multi-connected computerized platform. At the same time, safety systems - not only
mechanical but also electronic systems (electronic stability, anti-lock brakes) have been
introduced with great success. Vehicle-to-vehicle systems will take a first step towards
autonomous driving, despite the fact it is not yet realistic (although recent DARPA chal-
lenges show the feasibility [MBBT08, TMD™'06]). As a first step, vehicles will dispose
of information provided by road side units (RSUs) and will be aware of each other, thus
being able to warn the driver of upcoming dangers early and adequately.

Attacks The current in-vehicle network architecture, which is used to exchange data
between control units (ECU, Electronic Control Unit), has grown historically. There
has not yet been the need to secure buses, as they were not connected from the user
domain or the outside of the vehicle. However, attacks on vehicle bus systems show the
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severe impact an attack may have [KCR™10]. Similar experiments have been conducted
earlier by [HKDO8]. The roadside infrastructure already in place today, namely the TMC
system [TMC] for traffic management and tolling systems, has been target to successful
attack experiments. In 2007, Barisani and Bianco showed how TMC over RDS may be
manipulated with limited effort [BB07]. In 2008, Nate Lawson demonstrated weaknesses
of the California FasTrak tolling system [Law08]. Both attacks were based on reverse
engineering and revealed that no cryptographic security was present in the systems.

2 Vehicle Security

After the first cooperative vehicle-to-vehicle communication systems were successfully
tested [FFHT04], the need for certain security has become evident, as attacks on safety
functions may possibly be fatal. The SeVeCOM project took up this need and conducted
several experiments. It turned out that certificates, that are needed for communication
partners to authenticate remote vehicles, caused the main overhead. Thus, the choice of
cryptography fell to ECC, which features a small key size but offers the same security level
as RSA using longer keys|LBHT06]. There has been some research on the optimization of
radio channel usage, e.g., by intelligently omitting certificate data if possible[Pap09].

In-Vehicle Security Although it is mentioned in many preceding projects that in-
vehicle security systems must eventually establish the necessary trust for cooperative
applications [Kun08, EB06, GFLT07], none of these projects has investigated possible
solutions and the implications of a secure in-vehicle platform. The EU project EVITA
aims at exactly this: provide security and trust already inside the vehicle. Already at
sensor-level it is necessary to add security measures, because in-car data will possibly ac-
tivate vehicle-to-vehicle applications.Thus internal messages, such as “airbag deployed” or
“emergency brake”, can cause warning messages to be broadcasted outside the vehicle. We
have adapted attacker models and combined these with attack probabilities and possible
impact of successful attacks. Using this model, we have been able to identify security re-
quirements for individual components of the car [RWWT09]. We use an approach to secure
in-vehicle communication by providing a trusted platform: a small, integrated hardware
security module. This does not only enable platform integrity but is used to securely store
cryptographic material and to perform accelerated cryptographic operations. The secu-
rity architecture provides the building block for all further communication and interaction
[AEKH"10]. Furthermore, communication protocols used in the vehicle are customized
to hold a security payload. Depending on the security requirements of an application,
strong or weak cryptography is used to enable authenticity, integrity and confidentiality.
As the vehicle is intrinsically an embedded domain and very sensitive to additional cost,
additional overhead caused by security payload must be kept to a minimum.

Field Trials There exist so-called Field Operational Tests (FOTs) to evaluate the fea-
sibility and performance of vehicular communication. In FOTs, a number of vehicles is
equipped with on-board systems and is operated in a specific area with RSUs. In all
current FOTs, foremost the German project simTD, cryptographic security is applied. In
simTD, a public key infrastructure for long-term identity as well as short-term identities,
which provide pseudonymity, are established and operated [BSM*09].
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3 Outlook

In the scope of EVITA, it is envisioned to associate in-vehicle security systems together
with external communication and corresponding safety applications, as well as provide
a base for future projects concerned with in-vehicle security. The EU project OVER-
SEE focuses on secure vehicle runtime environments [GHR'09] and the German project
SEIS is going to implement the Internet Protocol (IP) into automotive on-board network
architectures [GHM™10].

The outcome of FOTs will largely influence standardization and industrial feasibility.
The European Commission has issued a mandate, covering vehicular communication and
applications, to the standardization bodies ETSI and CEN [Com09b]. In the United
States, VII! projects have already resulted in the IEEE WAVE standards [Dep09], which
is used in a modified form for european FOTs and is therefore likely to be acknowledged
by standardization. Apart from vehicle-to-vehicle systems, the emergency eCall system
[Com09a] is going to be mandatory for new vehicles. We are going to see more and more
integration of communication hard- and software into vehicles in the coming years, which
demands for increased security awareness.
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