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Abstract

The objective of the EVITA project is to design, verify, and pototype an architecture for
automotive on-board networks where security-relevant cgmonents are protected against
tampering and sensitive data are protected against comprase. Thus, EVITA will pro-
vide a basis for the secure deployment of electronic safetgl& based on vehicle-to-vehicle
and vehicle-to-infrastructure communication.

Designing a system respecting the criteria of security andust is a complex task.
Security will cover various aspects such as dependabilitytegrity, authenticity, or even
privacy. It is thus possible to have con dence in a system whe evidence is provided to
the user. To do this, taking into account security issues shtd begin early in the product
life cycle. Currently, model driven approaches are used irpplication design. Model
oriented approaches must be adjusted to take into account ¢hsecurity mechanisms.

This document analyzes di erent approaches to security andecture models and spec-
i es a suitable security and trust model for automotive on-lbard networks. Two main
solutions are proposed to adapt model approaches. The rshe concerns directly the
model driven engineering by introducing all needed concepinto a model. The second
solution proposes a formal method for the re nement of sedty properties. High level
properties speci ed within a platform-independent model @& be re ned to properties
required by certain security mechanisms which in turn re ecthe platform-speci ¢ archi-
tecture chosen.
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1 Introduction

1.1 General

For the last twenty years, security has been a main issue ofroputer sciences. Today's cars
have systems more e cient to interact with other vehicles oreven with an infrastructure.
It is therefore important to deal with privacy and security for the car.

Security is not a module that can be added to a system but neettsbe taken into ac-
count earlier in the product life cycle. Security risk managment process is an aggregation
of methodologies and tools helping designers and develapéo take rational decisions.
Model driven approaches have become popular. In these apaches, speci cations and
developments are model centric. A model is an abstraction afphysical or virtual entity
which gives a simple understanding. This document focuses nsing models for security
and trust.

1.2 Scope

The objective of this document is to analyze di erent approehes to security architecture
models and to specify a suitable security and trust model fahe overall architecture. The
purpose of such a security model is the following:

to specify the overall security architecture at a su ciently general and abstract level.
The model is therefore independent of the technology. In pi#ular a cryptographic
technology can change while the security model is the same;

to specify security levels, stakeholders (e.g., vehicledrjvers, infrastructure), roles,
enforcement;

to de ne trust relationships for enabling e-security releant use cases;

to specify instrumentation requirements, points of contrdoand approaches for (1)
policy enforcement, (2) certi cation, (3) empowerment asects. Policy enforcement
is related to a security parameter that can be con gured (e.gthe driver is allowed

to read data item A). Certi cation is related to a security feature that is static and

can be veried (e.g., an independent party can verify that sme elements of the
architecture are compliant. Empowerment allows a businessakeholder or a user
to observe and verify security and trust in the vehicle (e.gan OEM can check a
log of activities).

The purpose of the document is further to introduce a secuyitengineering process
that can be used to derive a concrete EVITA security architeare. This process starts
on a platform-independent model (PIM) by addressing sectyi requirements identi ed
in [30]. These requirements are re ned until nally arriving at one or more possible
platform-speci ¢ models (PSM) that re ect both the possiblities and the constraints of
the EVITA architecture (see Section 2 for more explanationsn the idea of PIM and
PSM). The re nement process is supported by so-calleslecurity Building Blocks(SeBBSs)
that represent either security properties or properties afecurity mechanisms. The SeBBs
are based on and part of the Security Modeling Framework SeMfeveloped by Fraunhofer
SIT. Thus, this document will



introduce the Fraunhofer SIT Security Modeling Framework $eMF) for security
property formalization in the security and trust model;

specify the Security Building Blocks (SeBBs) within SeMF fothe model-based
security engineering process;

and provide an exemplary engineering of an SeBB/SeMF-basedcurity and trust
model based on a use case and example requirement from [17, 30

1.3 Organization of the document

This document is structured as follows: Section BJsing Models for Security" explains
the interest of Model Driven Engineering (MDE) approachesral gives some example of
security models. Section 3Using Models for Security of Automotive On-Board Network"
clari es the aspects of security in the context of EVITA. A méamodel expresses all needed
concepts. Section 4AFraunhofer SIT Security Modeling Framework" explains the use of
a formal approach for security. Section 3Security Engineering Process" proposes an
approach to manage security. Finally, Section 7 contains dusions.



2 Using Models for Security

2.1 Introduction

A model is an abstraction of a physical or a virtual entity wheh is easily understood
and manipulated. From these models, studies could be appliéor verifying concepts and
properties. In software engineering, model driven engirmagg is frequently used. Like in
other domains, tools could be applied on these models.

A security model refers to a template for addressing security concepts. Thafpern
provided by the security model will specify and enforce setty policies.

This section starts to specify all properties involved in te scope of EVITA. Then some
existing security models are presented.

2.2 Scope of Security Properties in EVITA

This section presents security properties that will be adeassed by EVITA. It takes as

input the di erent use cases described in [17]. From this, itlerives security policies that

must be enforced like authentication of the mobile device. Hese security policies are
described in Table 1. This will allow verifying that all the EVITA security elements are

taken into account by security models.

2.3 Some Existing Security Models
2.3.1 Overview

Before applying our metamodel on the EVITA project we think hat it would be interest-
ing to evaluate this metamodel towards some well known sedyrmodel. Therefore, we
have chosen some security models with the objective in mind set up the elements needed
to verify that these models are consistent with the metamodideveloped for EVITA. Then,
these access control models will be integrated in the EVITA etamodel.

One of the key concepts of security in computer systems is \&ess Control". Itis quite
obvious that this concept allows or denies access to the rasmes one wants to protect
following given policies. This concept has been widely ussthce the very beginning of
distributed systems in which multiple users can share or hawaccess to common resources.
When access control is in place, a subject is able to perform aperation on an object
according to a given policy. Three objectives are recognizas being characteristic of any
secure system [34, 4]:

Con dentiality which concerns the fact that only the peoplewho are authorized to
access information are able to do so;

Integrity which is about protecting information from unauthorized modi cation.
Information is not modi ed or destroyed or subverted in any \ay;

Availability which assures that information is available when it is needed.

Access control deals mainly with the rst two objectives butit also has an important
role for the third one. Therefore, an access control model jp&rt of a security model. It
de nes the relationships between entities like:

3



Table 1

Excerpt of security and trust requirements of di erent use ases

| Category

Use case

| Security and Trust Need

Car to My Car

Safety reaction: Activate
brake (Use Case 1)

Authenticity of data, privacy of
broadcast car information

Local Danger Warning from
other cars (Use Case 2)

Authenticity, trustworthy

Trac Information from
other entities (Use Case 3)

Privacy of broadcast car informa-
tion

My Car to Car

Messages lead to safety re
action (Use Case 4)

-Privacy of broadcast car informa-
tion

Local Danger Warning to
other cars (Use Case 5)

Authenticity, trustworthy

Tra ¢ Information to other
entities (Use Case 6)

Trustworthy, integrity, freshness

Carto |l and | to Car

eTolling (Use Case 7)

Privacy and Integrity of data, Au-
thentication of charger

eCall (Use Case 8)

Privacy of position chain

Remote Car Control (Use
Case 9)

Integrity, non-replicability, au-
thentication of mobile, authoriza-
tion of user

Point of Interest (Use Case

Authentication of sender, in-

10) tegrity of information
Nomadic Device Install applications (Use S_ecurity and inte_grity of the ap-
Case 11) plication, authentication of user,
authorization of person
Secure Integration (Use Authentication of mobile, secure
Case 12) internet access, integrity of data,

authorization of person

Nomadic Device

Personalize the car (Use
Case 13)

> Integrity and non-replicability of
connection, authentication of mo-
bile, authorization of person

Installation Car2x Unit | Privacy of broadcast car informa-

(Use Case 15) tion

Remote Diagnosis (Use Authentication of diagnose tool,
Diagnosis Case 16) con dentiality, integrity of data,

anonymity, freshness

Remote Flashing (Use Cast
17)

> Authentication of diagnose tool,
con dentiality, integrity of data,
anonymity, freshness

Flashing per
Case 18)

OBD (Use

Authentication of diagnose tool,
con dentiality, integrity of data,
anonymity, freshness




a subject which is generally a computer process acting on ladhof a user or another
process. Often the user is not considered because he doesapmrate directly on
objects but operates through a subject.

an object which represents the data, the information, the source the subject wants
to operate on. An object may be another subject.

an operation which is what the subject wants to do on the tardeobject.

a permission which is the right that a subject has to carry ouain operation on an
object.

Several Access Control Models exist, three of which are:

The Discretionary Access Control or DAC. This model has beetlearly formalized
by Lampson [20]. This model is probably one of the most usedrtdughout the world
even though few people know this name. It is implemented in Wnbased systems.
In this model, an access policy (or permission) is determithéby the owner (or a
group) of an object. The owner decides who is allowed to acseke object and
what privileges they have. This model has several drawbacksie of which is the
so called \Transitive Read Access". For example if we have tbe users such that
user3 is not allowed to access a userl's le, but user2 hasdesccess on this le, if
user2 copies this le in his environment and user3 is granteatcess to it, user3 has
now read access to the content of userl's le.

The Mandatory Access Control or MAC. It is an access policy dermined by the
system, not the owner. Therefore, normal users (i.e. withb@administrators rights)

cannot modify access policies. MAC is used in multilevel ggsns that process
highly sensitive data, such as classi ed government and méry information. The

Bell-LaPadula model [5] is one of the most famous represetit@ solutions of this
family. We have chosen this model for our test bench so it is si&ibed in more
details in Section 2.3.2.

The Role-Based Access Control or RBAC is an access control debin which access
decisions are based on the roles that individual users hawe @art of an organization.
We also choose this model for our test bench (see Section 2)3.

The three models above are among the best-known models, bubhe&r models exist
like the Clark-Wilson model [9] which we describe a little bifurther, the Biba integrity
model [6] which is a variant of the BLP model, but it focuses omtegrity, and the Chinese
Wall policy [7].

2.3.2 Bell-Lapadula Model

The Bell-LaPadula model [5] is a famous model focused on datan dentiality and access
to classi ed information. An important element of the modelis the security level which
is characterized by a classi cation (unclassi ed, secretetc.) and a category (military,
nuclear, etc.). All security levels are ordered by a hierdng. Objects and subjects are
labeled with security levels: each object is assigned a setevel that re ects its relative

5



sensitivity, con dentiality, and protection value and ead subject is assigned a security
level. When a subject is acting on behalf of a user, it inhesdtthe security level of that
user.

Access permissions are de ned through an access control nratand security levels.
Five types of access attributes have been considered:

The read access is in fact a read-only access. It allows a sdbjto read the content
of an object but not to modify it.

The append access corresponds to a pure write access. Itvaiaa subject to add
information to an object while preventing information extiaction from the object.

The read and write access which is often simply called writeceess allows a subject
to read information from the object and to modify it.

The execute access allows a subject to trigger the executiohan object

The control access allows a subject to extend to another s@ef one or more of the
other four accesses.

The access control matrix mentioned above gives for each pitde subject-object pair-
ing, a list of access attributes associated with that subjeobject pairing. Figure 1 shows
an example where the access attributes write (w) and contr{t) are associated with sub-
ject S7 and object O9. In other words, subject S7 has write armbntrol access permission
to object O9.

objects
subjects 09
57 w,C
Figure 1 The BLP access matrix example

Then a subject can make requests for access to objects, resisg¢o make changes to
the access matrix of the system, requests to create objeots,requests to delete objects.
The responses of the system to requests are called decisioAscertain number of rules
have been de ned to satisfy the condition that security commmise (in the usual sense of

6



military and governmental de nitions of security compromse) are not allowed to occur.
In this overview we do not consider the interaction of severaccesses which can lead to
potential compromise. Having this in mind, some of these seity rules are:

a subject can read from classi cations lower than the one tlyeare granted.
a subject can write to a higher classi cation.
a subject is given read and write access to objects only of tesame classi cation.

a subject cannot give access attributes unless it itself hasntrol access and the
access attribute it is attempting to give.

2.3.3 Clark-Wilson Integrity Model

The Clark-Wilson integrity model is quali ed as a commerciasecurity model. It addresses
the security requirements of commercial application with raphasis on integrity of data.
It classi es data into two categories:

Constrained data item (CDI) which represents data that muste protected.

Unconstrained data item (UDI) which is a conventional data bject the integrity of
which does not need to be assured by the model.

It also de nes two classes of operations:

Transformation procedure or TP which is a trusted program tht transforms CDI
and UDI into valid CDI.

Integrity veri cation procedure or IVP which is a program that veri es that data
are in valid states.

And nally it de nes two kinds of integrity policies or rules [7]:
ve certi cation rules C1 up to C5:
{ C1 or IVP certi cation rule: there exist an IVP for the validation of any CDI

(i.e. any CDI is in a valid state).

{ C2 or validity rule: when applied to a CDI, a TP must maintain its integrity.
All TPs are certi ed to be correct.

{ C3 or separation of duty rule: all TPs implement the principés of separation
of duty and least privileges.

{ C4 or journaling rule: all TP actions are logged for allowinghe operation to
be reconstructed.

{ C5 or induction rule: when applied to an UDI, a TP must be certed to
transform it into a valid CDI if possible and reject it otherwise.

four enforcement rules E1 up to E4:

{ E1 or validity rule: only certi ed TPs are allowed to operateon CDI

7



{ E2 or separation of duty rule: access to CDI is only through Vi@ TPs

{ E3 or subject identity rule: each user that attempts to exedig a TP must be
authenticated

{ E4 or initiation rule: only the administrators can setup theauthorization of a
P

An attempt has been made to apply this model to a DBMS [12].

2.3.4 Chinese Wall security policy

The Chinese Wall security policy has been identi ed by Breweand Nash [7]. Its basic
idea is to keep company information con dential and prevenit from unauthorized access
of consulting services.

All corporate information is stored hierarchically in three levels:

at the lowest level are found individual data items or objest

at the intermediate level, all data items belonging to the sae corporation are
grouped together into what is called a company dataset or CD.

at the highest level, all company datasets whose corporati® are in competition are
grouped together in con ict of interest class or COI.

Each object is labeled with the CD to which it belongs and the ame of the COI to
which that CD belongs.

The Chinese Wall policy is based on the rule that a user is onlgllowed access to
information which is not held to conict with any other infor mation that he already
possesses. For his rst access to information, the user igdrto access any CD. But once
this choice is made, a Chinese Wall is created for that usercamd that CD and forbids
the user to access any dataset that belongs to the same COIl.& hser is free to access any
CD which is in a di erent COIl. But once access is requested tonather CD, the shape
of the Wall is changed in order to include this CD. All this is érmalized with the axioms
below.

Let N (s; 0) be a function that has the value true if subject s has or has kdaaccess to
object 0. Let R(s; 0) be a request by subject s to access some new object 0. OR¢s; 0)
has been grantedN (s;0) is set to true. Let CD(0) be the CD to which the object o
belongs. LetCOI (0) be the COI to which the object o belongs. The following axiom
are part of the model:

Axiom 1. CD(x) = CD(y) => COI (x) = COIl(y) (if two objects belong to the
same CD, they also belong to the same COlI).

Axiom 2: Access to any object r by any subject s is granted if anonly if for all
N (s;c) = true(COI(c) <> COlI (r))or(CD(c) = CD(r)).

Axiom 3: N(s;c) = false, for all (s;c) represents an initially secure state (i.e. a
state where no user has ever accessed any object).



Axiom 4: If N(s;¢) is everywhere false for some s, then any requeR(s;r) is
granted.

See [7] for more axioms. With these rules some properties daa veri ed:

Once a subject has accessed an object, the only other objeatsessible by that
subject lie within the same CD or within a di erent COI.

A subject can at most have access to one company dataset inlkeaon ict of interest
class.

2.3.5 Role-Based Access Control (RBAC) Model

As its name suggests, Role-Based Access Control (RBAC) isntexed on the notion of
roles that have access permissions to resources. Users wheing members of appropriate
roles acquire roles' permissions [31].

Compared to access control based on the notion of groups,ediased access control is
more exible and more powerful. In general access control ofirrent operating systems
are mostly based on the notions of users and groups. In thimse they are closer to DAC
than to RBAC. For example in Unix (or Linux) it not an easy task to know which les
a user can access. Yet some experiments have been done toempht RBAC in some
operating systems (see [23]).

In general a RBAC model is mainly composed of four entities drtwo relations (see
Figure 2). The four entities are:

users (U): in general a user is a human being, but more gendyat can be a software
acting on behalf of a human or an autonomous agent;

roles (R): a role is a job function or job title within an organzation which de nes an
authority level. It can represent competency to do speci cdsks, such as a physician
or a pharmacist, it can embody authority and responsibilitye.g. project supervisor
[31];

permissions (P): a permission re ects the rights that a rol@as to perform an opera-
tion on an object. In the literature terms like authorization, access right or privilege
are often used to denote permission. Objects are data objeds well as resource
objects within the computer system;

session (S): a user can open a session, but one session carpeeead by one single
user and a session can activate one or several roles amongrtiles associated with
the user.

The two central many-to-many relations are:

user assignment (UA): a user can be a member of many roles, andole can have
many users;

permission assignment (PA): a role can have many permissgand a permission
can be assigned to many roles.



User Assignment Permission Assignmen = i
[UA) Roles Permissions
(R) (P)

Sessions

(s)

Figure 2 RBAC model overview

Obviously an advantage of RBAC lies in the fact that users arassigned permissions
indirectly through their role(s) in the organization. That way, management of individual
rights is greatly simpli ed as it is just a matter or assignirg appropriate roles to users.

So far, we have just presented the simplest form of the RBAC rdel. More sophis-
ticated models of RBAC exist. In [31], Sandhu introduces a faily of reference models.
They call the model we have presented the core RBAC model or RB0. They de ned
RBAC1 as RBACO + role hierarchies, RBAC2 as RBACO + constraits and RBAC3 as
RBAC1 + RBAC2.

When big organizations are concerned, role hierarchies anevitable. Therefore, with
RBAC1, a role can inherit part of its permissions from otherales. These hierarchies are
partial orders (i.e. re exive, transitive, and anti-symmeric).

In RBAC2 a set of constraints determine whether or not valuesf various components
of RBACO are acceptable i.e. permitted. These constraint@an be applied to the UA and
PA relations but also on the user and roles function for varigs sessions. A constraint must
be set up when there exist mutually exclusive roles. This cstmaint applies on the UA
relation. For example the same person cannot assume the role\purchasing manager"
and at the same time the role of \accounts payable manager".nlithe literature this is
sometimes called \separation of duties”. Other examples obnstraints that apply on the
UA relation are:

the cardinality constraint: a role can have at most a maximunmumber of members;

the prerequisite constraint: a user can be assigned to a cart role only if he is
already a member of a speci ed role.

For each constraint on the relation UA, there often exist a dal constraint on the
relation PA.
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2.3.6 Privacy Aware Role-Based Access Control (P-RBAC) Mod el

RBAC models described above are not designed to enforce pay policies and barely
meet privacy protection requirements. So for systems whemgivacy is an important
issue, it is necessary to extend RBAC models in order to betteake into account privacy
protection. This model is called privacy-aware role basedeess control model or P-RBAC
[24] (see Figure 3). It adds the notions of purposes (e.g. datollected for one purpose
could not be used for another purpose without user consentjpnditions and obligations.
Conditions de ned the conditions that must be satis ed for he access to be granted. In
the following privacy policy rule \Marketing employee can aly access customers' emalil
address for promotion if customers have given their conséntif customers have given
their consent” is the condition. \For promotion" is the purpose. Obligations represent
actions that have to be either performed after an access hasdn granted or actions that
need to be performed in the future, for example \Business paers of our organization can
read the personal info of a customer for research purpose lwthe obligation of notifying
this customer at each access". More examples of conditionsdeobligations can be found
in [24].

Purposes
r'P
Purpose Binding
STTTTTTTTTTS s
[ ]
1 1
! i
1
Users [ ua] Roles : Data i——>| Obligations

Actions k—| Conditions

Figure 3 P-RBAC model overview

2.4 Conclusion on Access Control Model

At the beginning of work on Access Control, MAC and DAC were awsidered to be the
only models for access control. In other words, if a model wast MAC, it was considered
to be a DAC model, and vice versa. But after the introduction bRBAC and its analysis,
it was demonstrated that it falls in neither category. Yet, BAC is a policy neutral and
exible access control technology su ciently powerful to smulate DAC [32] and MAC
[27]. If some constraints are satis ed, MAC can simulate RB& [19].

An important advantage of RBAC is that the permission mappiig does not directly
map actions to subjects. Mapping actions directly to subjes, results in state explosion.
Often, it is feasible to use a small number of roles for a largeimber of subjects. And
subjects often change while roles are more stable. So usimdes allows minimizing the

11



number of operations to perform when a new subject is addedtte system. A metamodel
for EVITA focused on security is presented in the next sectio We did not use dynamic
views of UML, however, this does not mean that it is not dynansi Nevertheless, one
must keep in mind that actually automotive applications arerather static. For example
Autosar is based on OSEK which is a very static operating syam. It is static in the
sense that everything (tasks, alarms, events and so on) is wed at compile time. No
task, no alarm or whatsoever can be created at runtime. Maylthis will change in the
future and our metamodel is well suited for that.

For EVITA, we suggest to use RBAC or P-RBAC. As said before, RBAC must be
preferred when privacy is a great concern. However, it is natbvious whether EVITA
needs all the privacy functionalities of P-RBAC (e.g. obligtions, conditions, purposes).

2.5 Potential of MDE
2.5.1 Introduction to Model Driven Engineering

In recent years, the complexity of new systems is continudysncreasing because they op-
erate in constrained and dynamic environment. To be develed in a safe way, embedded
and critical applications require precise, complete, andnambiguous speci cations. This
motivates the construction of new techniques for softwareetlelopment that enable engi-
neers to focus on their business regardless of software dgyment. An emergent solution
consists in using models instead of writing code. Hence, tparadigm of Model Driven
Engineering (MDE) looks promising since it o ers tools to dal with the development of
complex systems improving their quality and reducing theidevelopment cycles.

Model Driven Engineering (MDE) is a form of generative engeering [18, 33], in which
all or a part of an application is generated from models. It ais to minimize the cost
and the development time of an application which is proportinal to the complexity of
a system to be built. The development is based on model appobees, meta-modelling,
development process and execution platforms.

Interest in MDE was greatly increased in November 2000 wheihé OMG has made
public its MDA initiative [25] (Model-Driven Architecture ) aimed at de ning a framework
of the MDE. It 0 ers a set of standards for the creation of metenodels to a speci c area or
platform (UML pro les) for modeling (in the UML formalism). The MDA is a guide that
is currently considered as a reference in the MDE communitfzor embedded applications,
there are several projects that o er the implementation of aftware based models with
several approaches and tools (LwCCM, MARTE,....) [26].

The MDA promotes a new way for the development of applicatian based on a
Platform-Independent Model (PIM) to transform into one or ®veral Platform-Specic
Models (PSM), corresponding to each platform on which the g@fication will be deployed.

The MDA provides a development process summarized in the lfmhing steps:

Specify a system separately regardless of the platform thatpports it, and thus
create a PIM;

Enrich the PIM model by successive stages;

Specify platforms;
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Choose a platform for the system;

Transform the system speci cations (PIM) into another speiccations corresponding
to a particular platform (PSM);

Re ne the PSM to get an executable implementation (rei caton).

The three preliminary goals of MDA are: portability, interoperability and reusability
through an architecture that promotes the separation of carerns.

As stated above, models in MDA are generally developed usitige UML language.
But prior to this, the necessary vocabulary and the semanticof the components of the
model and their relationships must have been clearly de nedThis is achieved through
the speci cation of a metamodel. Naturally, metamodels andnodels are organized in a
multi-layer architecture which is described in Section 2.3.

2.5.2 The 4-Layer Architecture

A metamodel is a kind of ontology and a model uses the terms dead in the ontology or
in the metamodel.

The metamodeling is a mechanism that allows constructing rdeling languages, such
as UML. The metamodel of a modeling language is a precise déion of all its constructs
(classes, associations, stereotypes, etc.) and rules rezktbr creating semantic models. In
order to better understand concepts behind metamodels andodels, the OMG (Object
Management Group { International consortium that normalizs for instance UML and
CORBA) proposes a four-layer metamodeling architecture, hich is composed of four
distinct layers or levels of abstraction. A model that is in@ntiated from a metamodel
can in turn be used as a metamodel of another model in a recwesimanner.

Within this framework, a concept is depicted as a node and alegionship between
concepts is depicted as an arc connecting the concepts. Qthnd of information is
depicted as strings attached to the previous symbols. As skio in Figure 4, the OMG
de nes a 4-layer modeling. The four layers de ned by the OMG ra:

1. The M3 level or meta-metamodel. It formalizes the notionfaoncepts and de nes
a language for specifying metamodels. MOF (Meta-Object Fdity) belongs to this
level. This is an abstract language created to de ne modelinlanguages such as
UML;

2. The M2 level or metamodel. It is an instance of the previougvel. It formalizes
paradigm concepts and de nes a language for specifying mé¢gleThe elements of the
M2 level are the modeling languages, for example, UML. In thicase the concepts
of the M2 level could be, \class", \attribute" or \association";

3. The M1 level or model. It is an instance of the M2 level and dees a language
to describe an information domain. The elements of the M1 lelrare the models
of the data, i.e. classes like \person", \car", attributes ke \name", \address", and
relations like \selling";

4. The MO level, also called the user model. It is an instancé ihe previous level. It
models the real system, and their elements are the data of amformation system.
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Figure 4 OMG 4-Layer Model

The typical role of a metamodel is to de ne the semantics fordw model elements in
a model get instantiated.

2.6 Towards MDE for Security

Actually, Model Driven Engineering is frequently used to deeslop applications. However,
for security requirements, it is necessary to integrate sty mechanisms from the begin-
ning of the product life cycle. For this, MDE approaches havéo be adapted. Section 3
will present the EVITA metamodel which provides security cocepts for MDE.

We extracted from the EVITA use cases described in [17] the dient security issues
addressed by the project. Then in order to validate the EVITAsecurity metamodel
developed in Section 3, we presented some well-known segumodel. This will allow to
verify that all terms used in these models are part of our metaodel. The next step will
be to compare the EVITA model to our metamodel. Finally, we gie a short presentation
of the MDE approach which covers all the development cycledim the modelling to the
code of the application in a coherent way.
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3 Using Models for Security of Automotive On-
Board Network

3.1 Introduction

In Section 2, security models and the MDE approach have beearttroduced. To integrate
all security concepts in an MDE process, a standard approadhcludes de ning a meta-
model. As seen in Section 2, a metamodel makes it possible ®ree concepts and their
relationships. The metamodel represents a new language cpeto security elements.
A short de nition is given in this document for all presentedconcepts (refer to [30] for
complete de nitions).

In this section, we apply this solution for security concejst

3.2 EVITA Security Metamodel Speci cation

In this section, the EVITA security metamodel is detailed. The metamodel is based on
the trust metamodel de ned in the TECOM project' and the PRECIOSA project.

The EVITA metamodel describes the concepts underpinning pacy by means of UML
class diagrams. The metamodel presented here is the prewagtep of the construction
of the abstract architecture for EVITA. The metamodel repraents the privacy concepts
and their relationships avoiding ambiguities relative to isnilar concepts. Concepts which
are de ned are in bold in the text.

As shown in Figure 5, the structure of the metamodel is comped of several packages:

System Modelcontains all concepts allowing global system modeling;
SnD Model is dedicated to security and dependability concepts;

Fault Propagation Modelexpresses how a fault may causes errors and failure inside
a system;

Trust Model de nes trust concepts;
Privacy Model is based onTrust Model to express privacy.

The links in Figure 5 indicate that concepts from one packagease, or are related to,
concepts de ned in another package.

The systemis composed of parts oassetsand the software is deployed on a hardware
platform (see Figure 6). The platform description (OS and haware modules) is not
detailed in this security metamodel. Hardware and OS desption are the subject of
many studies like Marte UML [26]. Here the metamodel is platfm-independent and its
scope is focused on aspects related to security.

Asset: An asset is anything of value that should be protected from alicious harm
(intentional or not). With regard to EVITA, an asset requires protection because it

Trusted Embedded COMputing { www.tecom-itea.org
2Privacy Enabled Capability in Co-operative Systems and Saéty Applications { www.preciosa-
project.org
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is the potential target of attack. In security engineeringthe emphasis tends to be
on data assets (e.g., integrity and privacy), but security lao includes software assets
(e.g.,integrity ) and services (e.g., theft and denial of services). Physlccurity also
deals with protecting peopleand other property including hardware and facilities.
Physical security is a very important issue for embedded dgs. Assets are parts
of a system. Assets could beeople, data, softwareetc. Asset types are specic
to platform and couldn't be listed. However, they could be deved from those
prede ned types.

System : A combination of interacting elements organized to achievone or more
stated purposes. A system could contain hardware modulese(i, ECUs, sensors,
actuators), software parts (safety critical and non-safgtcritical application running
on hardware platforms) and communication links.

Subject : In this metamodel, we di erentiate between two kinds of ast: Subject
and Data. As shown in Figure 6, a subject represents an asséat could perform
someactions in the system. Similarly, a phase corresponds to a succession of
actions, performed in a speci c order. A subject is not passs.

As shown in Figure 7, the metamodel uses thfault ! error ! failure paradigm fre-
quently called AVI fault model [35]. This model is extended ith new concepts introduced
below. The fault model has a direct in uence on security. Ifreors exist, they represent
potential security lacks in the system. Security aspects Wvreduce the presence of fault.
Traceability between security requirements and mistakesao be established.

Figure 7 Fault propagation model

Fault : A fault is the adjudged or hypothesized cause of aarror. Faults may
be classi ed according to several criteria. Here we classed them asaccidental
or intentional. Accidental faults can arise during either system developent or
operation. During development accidental faults result &m a bad design. During
operation they may be produced by the violation of an operatg or maintenance
procedure. Intentional faults fall into three classesmalware physical attacksand
intrusions. Typically an attack exploits a vulnerability (fault that ¢ an be exploited)
of an asset to cause an intrusion. Attack may use physical meato cause faults:
power uctuations, radiation, wire-tapping etc. [29].
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Error : Avizienis de nes an error as the part of the system state thamay lead
to a failure [4]. An error is detected if its presence in the system is inghted by
an error message or error signal that originates from withithe system. Detected
errors contribute to improving security and trust in the sysem. Errors that are
present but not detected are latent errors.

Failure : Inability of the system or some of its parts to meet their sp& cations
(functional and non-functional requirements). Failures @nsidered in the metamodel
are: breakdown denial of serviceand malfunction.

Security and dependability are expressed in terms of con dgality, fault tolerance,
integrity, etc. Figure 8 expressed all possible dimensiofi34, 4].

Figure 8 Security and Dependability concepts

Availability : ensures that the system continues to operate in the face dartain
anticipated failures.

Con dentiality : The absence of unauthorized disclosure of information.

Dependability : is the ability to deliver service that can justi ably be trusted /
ability to avoid service failures that are more frequent andnore severe than is
acceptable.

Integrity : Absence of improper intentional or accidental system altations. In-
tegrity here is a more general concept than the integrity caept of security that
considers only intentional faults.

Maintainability : Ability to undergo modi cations and repairs, i.e. the easewith
which an application or component can be maintained betweanajor releases.

Privacy : \is the right of individuals to determine for themselves wien, how, and
to what extent information about them is communicated to otlers.” [2]
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Reliability : Capability of a system to perform consistently and preci$e what it
is expected to do.

Safety : Absence of catastrophic consequences on the user(s) and gmvironment.

Security : Ensures that the system resists intentional faults.

In case of trust relationship between systems, dependabjliand security will be en-
sured. For this, trust will provide mechanisms to reduce ris (and minimize potential
faults). Figure 9 expresses trust concepts.

Figure 9 Trust concepts

Trust : The trust concept has several meanings in the diverse proje dealing with
trust. The ITEA Trust4all project gives a global de nition [ 10] which could be used
in EVITA. Trust is the degree to which a trustor has a justi able belief that the
trustee will provide the expected function or service. Trusmay have a trust level.

Trustee : An entity or service that provides trust for the use of a funtion.

Trustor : An entity or service that uses a function with the expectatn that it is
trusted.

Trust risk : The potential risk of the system failure due to errors. Trusrisk is the
sum (over all relevant errors) of the negative impact of theaflure (i.e., its criticality)
multiplied by the likelihood of the failure occurring.

Trust policy Trust policy is a quality policy that mandates a system-spe« quality
criterion for trust or one of its dimensions. System-spea quality criteria can also
involve the system's environment, the infrastructure in wich it exists, and any
assumptions about the system.
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Stakeholder : A person, group, organization, or system who aects or caneb
a ected by an organization's actions (Wikipedia de nition).

Requirement : A requirement is a speci cation of a required amount of trus(ac-
tually a dimension of trust) in terms of a system-speci ¢ cterion and a minimum
level of an associated quality metric that is necessary to meone or more trust
policies.

Design selection : is a design decision that helps ful | one or more trust reque-
ments and/or reduces one or more system faults. Trust can b@plemented as some
combination of hardware or software components, manual predures and services
provided by either the application or the execution platfoms. Design selection may
be at di erent levels:

{ Protocol level: this includes the design of protocols to beepformed on em-
bedded devices to achieve such goals as con dentiality, idecation, data
integrity, data origin authentication, and non-repudiation.

{ Algorithm level: consisting of the design of cryptographig@rimitives (such as
block ciphers and hash functions) and application-speci algorithms used at
the protocol level.

{ Architecture level: consisting of secure hardware/softwa partitioning, execu-
tion platform features and embedded software tactics to pvent, tolerate or
remove faults.

{ Hardware element level: it deals with the hardware design tfie modules (the
processors and co-processors) required and speci ed at Hrehitecture level.

{ Circuit level: it requires implementing transistor level ad package-level tech-
niques to thwart various physical-layer attacks.

In Figure 10, authenticity refers to two actions and is rela¢d to asubject (an active
asset). For a subject, an actiora is authentic when an actionb has happened and the
action a raises.

Figure 10 Authenticity de nition

Privacy is a speci c trust relationship between two systemsAll elements dedicated
to privacy are derived from trust concepts (see Figure 11).
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Figure 11 Privacy de nition

User: A user is someone who could interact with the system. Someqpée could
be authorized or not.

Privacy Policy : enables stakeholders to express their privacy practicesa stan-
dard format that can be retrieved automatically and interpeted easily by the
trustee.

Privacy Risk : A privacy risk represents all potential attacks which harmthe
privacy.

Rule : A rule de nes access restrictions.

Context : A context de nes properties restricting rule application

3.3 Access Control Models in the EVITA Security Metamodel
3.3.1 Overview

In Section 2, several models of Access Control were presentaVe decide to integrate
them in the EVITA security metamodel. Thanks to them, a user ould specify access
control rules in the model. As shown in Figure 12, all accessrdrol models are derived
from a virtual class. Each access control model is presentedthe next subsections.

3.3.2 BLP Model

The Bell-La Padula model [5, 21] is a famous model focused oata con dentiality and
access to classi ed information. The BLP model is restricteto con dentiality.
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Figure 12 Access Control Model De nition

Figure 13 represents the BLP model. A user accesses to a sgbj@ program) com-
posed of objects. The subject could access to objects by segdrequests. The user (the
subject has the same as the user) and objects have a secur@ydl. Security level is char-
acterized by a classi cation (unclassi ed, secret, etc.) rad a category (military, nuclear,
etc.). All security levels are hierarchically ordered.

Figure 13 Bell-Lapadula Model

OCL (Object Constraint Language) allows specifying constiints in UML model. In
BLP model, the security level of a user and a subject are eqgalent. The OCL constraint
corresponding to this rule is:

context Subject inv
clearance.classification = User.clearance.classificat ion
clearance.category = User.clearance.category

Other rules describing the behavior of BLP model are poss#él For instance, we could
specify that a response to a request is positive when the sabj security level is above or
equal to the object security level.
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A matrix de nes all possible accesses of subjects to obje€see Figure 14). The access
authorizations areread, append (or write only), execute write and control.

Figure 14 Access attribute

When a request is issued, a rule is evaluated in the currentasé. Then, a decision is
taken and the state of the system changes (see Figure 15).

Figure 15 Rule de nition for decision evaluation

3.3.3 Chinese Wall Model

Figure 16 shows the principles of the Chinese Wall Model aspdained in Section 2.3.4.

A user could access to data. Data is contained in a CD and CDseagrouped in a COI.
A user could own several CDs, but all CDs must be owned by di ent COI. To express
this rule, an OCL constraint could be attached on the model:

Context ChineseWall:addCD(newCD:CD)

pre
let newCOI : COI = newCD.COI
let allCOlofaUser : Collection
self.user->accessTo->

iterate(p:CD; acc=Bag{} | acc->including(allCOlofaUser ->including(p.COl)))

allCOlofaUser->exists(anewCOl) = false

post
CD->size() = CD@pre->size()+1

23



Figure 16 The Chinese Wall Model diagram

3.3.4 The RBAC Model

The RBAC model in UML is presented in Figure 17. As we have exghed above, an
RBAC model de nes mainly four entities which are modeled in ML as classes:

The class \Role" represents the role the user can play in therganization. This
class can inherit from another class \Role". Also, this clascan belong to conict
sets (SSD for Static Separation of Duty and DSD for Dynamic $aration of Duty).

This separation of duty states that a user cannot play at theame time two or more
roles that belongs to the same conict set;

The class \User" represents the user. A user can run one or m®dessions which
will allow to activate one or more roles;

The class \Permission™ which de nes which operation on whit object the user
playing some role is allowed to perform;

The class \Session" which is a means for the user to access fiystem.

Figure 17 The RBAC Model diagram

Two mores classes are also de ned:

The class \Object" which represents the resources of the $gm that must be pro-
tected,;
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The class \Operation" which represents the operations theystem is able to perform.
An operation can be executed on a instance of the class Object

The relationships \userAssignment" between the classes 8ér" and \Role" and \per-
missionAssignment” between the classes Role and Permissire established o ine by
the RBAC management which has not been presented in this daoent.

3.3.5 P-RBAC model

The P-RBAC model is basically an RBAC model with some compleemtary notions for
the privacy (see Figure 18). Compared to the UML RBAC modelhree classes are added:

The class \Condition" states the condition on which the coresponding permission
can be granted,;

The class \Obligation" which states the operation(s) the uer must perform after
the corresponding permission has been granted;

The class \Purpose™ which states the purpose for which thecaess to the resource
has been allowed.

Figure 18 The P-RBAC Model diagram

With this model in place, policies can be established, reéved and enforced by the
underlying system. These expressions can be speci ed usagyntax similar to the one
proposed by the project PRIME.
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3.4 Using MDE for Security

From a metamodel, two main processes are possible and arespréged in Figure 19.
First, it is possible to use directly the metamodel as a new tiguage (see 19.a). From
the metamodel, models could be developed conforming to theetamodel (sedink 1 in
Figure 19.a). Then, tools could use the resulting model (séek 2 and 3 in Figure 19.b).

@
[
Metamodel @ Metamodel |<-—--»| UML ProfiIeJJ

@ s UML Model ©) @ @
Toils ‘6 Toils :f» UML¢ModeI

(a)

(b)

Figure 19 The two main MDE processes using the metamodel

The metamodel provides a common understanding and allows signers to specify
privacy concepts during user application speci cation. Tts new language is dedicated to
security and can not by itself specify the overall system. @abination with other domain
application is necessary to have a complete model that regents a complex task. This
gap could be lled by UML proles. UML is a graphic language baed on models and
business independent domains. Each domain could be supgatthanks to UML pro les
by specifying stereotypes, properties and constraints. €, it is possible to apply several
proles on a model (i.e., the designer could use an automoévpro le and a security
speci c pro le). Figure 19.b gives a possible process.

All links represented in Figure 19.b are detailed in the fadwing:

The link 1 shows the coupling between the metamodel and the UML pro leThe
UML pro le allows the designer to model all the concepts intbduced in the meta-
model. The state of the art proves that the transformation isiot explicit and needs
work of MDE engineer to create the UML pro le from a metamodel However, this
solution is more adapted for the EVITA project with multi-domain applications;

The link 2 represents a UML model with several applied pro les. In EVIA, one
pro le is dedicated to security. Other could be applied for geci c domains like
automotive.

The link 3, 4 and 5 represent tools using the resulting model, the metamodel
and the UML pro le. Many tools could be developed to ensure fictionalities from
the UML model. For instance, a tool could (i) generate codes iaccordance to the
metamodel and (ii) verify the consistency in the model.

In this document, we do not develop a UML pro le for security.However, such UML
pro les are presented in the literature. The most famous ar8ecureUML [22] and UMLSec
[15]. In SecureUML, a user could specify access control silen a model. For this,
Lodderstedt created a UML pro le based on the RBAC model. Thero le is not up to
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date and is based on UML 1.4 (today, the last version of UML is.2). Many changes
are provided to UML since version 2. Like SecureUML, UMLSes ia UML pro le and

uses a deprecated UML norm. Using UMLSec, a user can annotatedels with formally
speci ed requirements (like con dentiality, fair exchang). This two pro les could be a
very good start point to develop a security UML pro le.

3.5 Conclusion

In this section, a security metamodel is presented. All coapts needed to specify security
aspects and their relationships are de ned. Several wayseapossible to exploit this
metamodel but we recommend to use UML pro les. Indeed, it isgssible to use other
UML pro les for other business (such as automotive). Simildy, the tool chain could be
reused and adapted for security (i.e., code generation).

In the next section, security formal models are presented. irkks between security
metamodel and formal models will be de ned. A process will bgroposed.
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4 Fraunhofer SIT Security Modeling Framework

4.1 Overview

This section introduces the Security Modeling Framework @VF) developed by Fraun-
hofer SIT. In this framework, systems are speci ed in termsfeequences of actions, while
the security properties of systems are speci ed as speci omstraints regarding which se-
guences of actions can or can not occur. Security propertiegn be speci ed regardless of
any speci ¢ abstraction level. Starting with a high level ofabstraction, security properties
can be re ned using so-called Security Building Blocks (S&8). System speci cation, se-
curity property speci cations and SeBBs are then used in th8ecurity Engineering Process
(see Section 5) whose result is the basis for system secusdtghitecture development.

The basic SeMF elements are result of previous work, e.g. it the European project
SERENITY. Specic instantiations of properties and in paricular the SeBBs and the
corresponding Engineering Process are work performed wittEVITA.

This section rst gives a brief overview of formal languageas a means for system
speci cation and then introduces our main additional conqgats, an agent'slocal viewand
an agent'sinitial knowledge We then give the formal de nitions of the most important
security properties based on these concepts (e.g. autheiti, con dentiality), and some
instantiations relevant in EVITA. Finally, we introduce our concept of Security Building
Blocks (SeBBs).

4.2 Introduction to formal languages

Properties of a concurrent system in the sense of Alpern andieider [3] are de ned as
sets of sequences of states. Similarly, thehaviourB of a discrete system can be formally
described by the set of its possible sequences of actiona¢ts). ThereforeB holds
where is the set of all actions of the system, and is the set of all nite sequences of
elements of , including the empty sequence denoted bYy. This terminology originates
from the theory of formal languages, where is called the alpabet, the elements of
are called letters, the elements of are referred to as words and the subsets of as
formal languages. Words can be composed:uifand v are words, thenuv is also a word.
This operation is called theconcatenation especially"u = u" = u. A word u is called a
pre x of a wordv if there is a wordx such thatv = ux. The set of all pre xes of a word
u is denoted by pre(l); " 2 pre(u) holds for every wordu. We denote the set of letters in
a word u by alph(u).

Formal languages that describe system behaviour have theathcteristic that pre(u)
B holds for every wordu 2 B. Such languages are callggre x closed. System behaviour
is thus described by pre x closed formal languages.

The set of all possible continuations of a word 2 B is formally expressed by thdeft
quotient u }(B)=fy2 juy2Bg.

Di erent formal models of the same application/system are artially ordered with
respect to di erent levels of abstraction. Formally, abstactions are described by so called

alphabetic language homomorphisms. These are mappirgys: ! O with h (xy) =
h (x)h (y),h (")= "andh () 9f "g. So they are uniquely de ned by corresponding
mappings h : ! O[f "g. In the following we denote both the mappingh and
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the homomorphismh by h. These homomorphisms map action sequences of a ner
abstraction level to action sequences of a more abstract é&tv

Classical liveness and safety properties can easily be smetcfor such a system using
well known formalizations. For security properties, we neeto extend the system model
by taking into account the agents' view of the system and agesi knowledge about the
global system behaviour.

4.3 Agents' local views and initial knowledge
4.3.1 Overview

Security properties can only be satis ed relative to partialar sets of underlying system
assumptions. Examples include assumptions on cryptograplalgorithms, secure storage,
trust in the correct behaviour of agents or reliable data trasfer. Relatively small changes
in these assumptions can result in huge di erences concetrgi satisfaction of security
properties. Every model for secure systems must address sheissues. However, most
existing models rely on a xed set of underlying assumptionsee for example [8] and [28]).
Most of these assumptions are often implicitly given by partular properties of the model
framework. Thus, it is very hard to verify whether a particubr implementation actually
satis es all of these assumptions. Further, imprecise satty assumptions might result
in correct but useless security proofs and nally in insecerimplementations. Therefore,
a model for secure systems needs to provide the means to aately specify underlying
system assumptions in a exible way.

In order to provide the required exibility, SeMF extends the system speci cation by
two components:agents' knowledgabout the global system behaviour anédgents' view
The knowledge about the system consists of all traces that agent initially considers
possible, i.e. all traces that do not violate any system assiytions, and the view of an
agent speci es which parts of the system behaviour the ageoain actually see. In the
following paragraphs, these two components and their relans are explained in detalil.

4.3.2 Agents' knowledge about the global system behaviour

For any agentP its knowledge about the global system behaviolWp is considered
to be part of the system speci cation.

We may assume for example that a message that was received tusve been sent
before. Thus an agent'sWp will contain only those sequences of actions in which a
message is rst sent and then received. All sequences of aos included inWp in which
a digital signature is received and veri ed by using some ageQ's public key will contain
an action whereQ generated this signature.

Care must be taken when specifying the setd/r for all agents P in order not to
specify properties that are desirable but not guaranteed byeri ed system assumptions.
In a setting for example where we assume one-time passwords ased, ifP trusts Q, Wp
contains only those sequences of actions in whi€hsends a certain password only once.
However, if Q cannot be trusted, Wp will also contain sequences of actions in whioQ
sends a password more than once.

The speci cation of the desired system behaviour generaltioes not include behaviour
of malicious agents which has to be taken into account in opesystems. An approach
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which is frequently used for the security analysis of crypggaphic protocols is to extend the
system speci cation by explicit speci cation of maliciousbehaviour. However, in general
malicious behaviour is not previously known and one may notebable to adequately
specify all possible actions of dishonest agents. In our appch, the explicit speci cation
of agents' knowledge about system and environment allowsdascard explicit speci cation
of malicious behaviour. Every behaviour which is not explity excluded by someW; is
allowed. Denoting a system containing malicious behaviolny B and the correct system
behaviour byBc, we assumeé8: B . We further assumeB W5, i.e. every agent
considers the system behaviour to be possible. This re ectise fact that an agent not
having knowledge of any restrictions of the system consideall  to be possible. Security
properties can now be de ned relative toNp. The relation between the system behaviour
without malicious actions B¢, the system behaviour including malicious action8, and
W5 is graphically shown in Figure 20.

§n

Figure 20 System behaviour and\Vp

4.3.3 Agents' view of the global system behaviour

The setWp describes whatP knows initially. However, in a running systemP can learn
from actions that have occurred. Satisfaction of securityrpperties obviously also depends
on what agents are able to learn. After a sequence of action® B has happened, every
agent can use itdocal view of ! to determine the sequences of actions it considers to be
possible. In order to determine whatsis the local view of an agt, we rst assign every

action to exactly oge agent. Thus = —,,p -p (Where _p denotes all actions performed
by agent P, and — denotes the disjoint union). The homomorphism p : ! =p
denedby p(X)=xifx2 —pand p(x)="1ifx2 n _-p formalizes the assignment

of actions to agents and is called therojection on P.

The projection p is the correct representation oP's view of an assumed system where
all information about an actionx 2 -p is available for agentP and P can only see its own
actions. In this caseP's local view of the sequence of actions= sendP; m1)rec(Q; m1)
for example issendP; m1). However,P's view may be ner. For example it may addition-
ally note other agents' actions without seeing the messagssnt and received, respectively.
In this case,P's local view of! will be equal to sendP; m1)rec(Q). P's local view may
also be coarser than p. In a system, the actions of which are represented by a triple
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(global state, transition label, global successor statalthough seeing its own actionsP
will not be able to see the other agents' state. Thus, we gemrdly denote the local view

of an agentP on by p: I' 5. The local views of all agents together contain alll
information about the system behaviourB.
For a sequence of actions 2 B and agentP 2 P, .'( p(!)) is the set of

all sequences that look exactly the same frofd's local view after! has happened. In
the above example with the projection orP being P's local view, Pl( p(!)) consists

of sequences each of which contains an actisandP; (Q; m1)). For some agentR that
does not take partin! , L*( r(!)) consists of sequences of actions of other agents, i.e. is
equalto ( n =R) .

Depending on its knowledge about the systef, underlying security mechanisms and
system assumptionsP does not consider all sequences in*( p(!)) possible. Thus it
can use its knowledge to reduce this set:,*( p(')) \ Wp describes all sequences of
actions P considers to be possible wheh has happened. The set *( p(!))\ Wp is
similar to the possible worlds semantics that have been deedl for authentication logics
in the context of cryptographic protocols [1, 36]. Our notio is more general because for
authentication logics p and Wp are xed for all systems, whereas in our approach they
can be de ned di erently for di erent systems. The knowledg of P relative to a sequence
of actions! is graphically shown in Figure 21.

e

Figure 21 Local view of P

§u

4.4 Formal property de nitions
4.4.1 Introduction

The concepts introduced in Section 4.3 will now be used to dee those security prop-
erties that are relevant within EVITA. Verbal descriptions of these security properties
and accompanying explanations have been included in [30].hd following provides the
respective formal de nitions.
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4.4.2 Authenticity

Authenticity can be seen as the assurance that a particular action has oged in the
past3

The de nition of this property must take into account its agent-focussed nature as
opposed to taking a global view of the system. While Alice, & having received a
message signed with Bob's private key, wants the message ® &uthentically signed by
Bob, other agents might not even be aware of the message'sseaince. Thus we call a
particular action a authentic for anagent P if in all sequences thatP considers possible
after a sequence of actions has happened, some time in the past must have happened.
By extending this de nition to a set of actions being authentic for P if one of the
actions in is authentic for P we gain the exibility that P does not necessarily need
to know all parameters of the authentic action. For examplea message may consist of
one part protected by a digital signature and another irrelant part without protection.
Then, the recipient can know that the signer has sent a messagontaining the signature,
but the rest of the message is not authentic. Therefore, in ih case, comprises all
messages containing the relevant signature and arbitrarther message parts.

The formal de nition for authenticity is as follows.

De nition 1 (Authenticity) A set of actions is authentic for P 2 P after a
sequence of actions 2 B with respect toWp if alph(x)\ 6 ; forall x2 ,( p(!))\
Wp.

4.4.3 Authenticity with respect to a phase

In many cases it is not only necessary to knowho has performed a particular action, but
also the specic\time" of the action is important. As our speci cation is discrete ad
does not model any real time properties, time is modeled inrtas of relations between
actions with respect to when they occur in a sequence. Howevan explicit model of
discrete time can be easily included in the model.

We use the de nition of aphaseprovided in [13]. A phaseV is a pre x closed
language consisting only of words which, unless they are niaal in V, show the same
continuation behaviour within V as within B.

Denition 2 LetB be a system. A pre x closed languagé is a phase inB
if the following holds:

1. v\ 6;
2.8 2B with! =uvandv2Vn(max(V)[f "g) holds:! 1(B)\ = v 1(V)\

A phase can be a very complex part of the system (see for examfte de nition of a
phase by Grimm and Ochsenschlager [13]). However, oftengdes have well-de ned start
and end actions.

3Please note that in order to achieveauthentication one additionally needs assurance about the time
of the occurrence of the action (see Section 4.4 Buthenticity with respect to a phase.
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De nition 3 (Authenticity with respect to a phase) A set of actions is au-
thentic for agentP 2 P after a sequence of actiong 2 B with respect toWp and a phase
V if it is authentic for P after x and for ally 2 ,*( p(X)) \ Wp) existsu;v;w 2
such thaty = uvw andv 2 V and alph(v)\ 6 ;. is currently authentic for P after
X if w=",

The concept of a phase can be used to specify the security peoly provided by
e.g. an SSL channel: data origin authenticity and freshnessThe phase represents the
period of existence of an SSL channel. From the server's ptoof view for example this
period starts with the establishment of the channel, i.e. byeceiving the last handshake
message. Hence we determine this action to be the phase'ststdhe handshake message
and all subsequent ones received by the server on the SSL daelnare both fresh and
authentically sent by the client, \fresh" meaning that the message is sent after channel
establishment and before channel removal. Note that if SSk properly implemented the
server will reject all messages having been sent on an oldealdy removed SSL channel.
Messages being sent on the SSL channel, i.e. after chann&ldshment, are modeled by
requiring that the client's send actions occur within the plase whose starting action is the
channel establishment. Authenticity of the client sendinghe message is modeled with
our authenticity concept as explained above. The removal dhe SSL channel (e.g. by
deleting the channel's session key) is assigned to the aati@rminating the phase.

4.4.4 Proof of authenticity

Some actions do not only require authenticity but also needotprovide a proof of au-
thenticity (non-repudiation of receipt etc.). Usually, sane evidence of the occurrence of a
particular action is provided as \proof". Di erent types of proofs are possible: transfer-
able, non-transferable, proofs that can get lost, etc. Thellowing describes transferable
proofs with the additional assumption that one cannot losehe proofs. Other requirements
can be de ned in a similar way.

If agent P owns a proof of authenticity for a set of actions we assume itan send
this proof to other agents, which in turn can receive the prdoand be convinced of 's
authenticity. In the following de nition the set P denotes actions that provide agents
with proofs about the authenticity of . If agent P has executed an action from P, then

is authentic for P and P can forward the proof to any other agent using actions inS.

De nition 4 (Proof of authenticity) Apair (S P)with S and P is a
pair of sets of proof actions of authenticity for a set on B with respect to(Wp)pop
if forall ! 2 B and for all P 2 P with alph( p('))\ P 6 ; the following holds:

1. For P the set is authentic after! and
2. for eachR 2 P there exist actionsa2 -\ S andb2 _g\ P withl!ab 2 B.

Agent P 2 P can give proof of authenticity of after a sequence of actions 2 B if
1 and 2 hold.

In addition to agent P and set of actions we have to specify the set of actions after
which proof of authenticity for P shall hold.
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Note that we do not specify actions for forwarding of proofsral receiving of forwarded
proofs in our example because such actions might happen adésthe speci ed system.
Thus these actions are not explicitly included in the propeies described below. However,
in order to prove that these properties hold, the forwardingand receiving of proofs can
easily be added.

4.4.5 Con dentiality

Mostly, the concept of con dentiality is used to specify whas allowed to access certain
data stored on some device, or to know the content of certainassages being commu-
nicated over some network. Our notion ofparameter-con dentiality presented in [14]
provides the exibility to specify the con dentiality of ar bitrary parameters of some ac-
tions (e.g. the con dentiality of the agent performing a spei ¢ action).

Various aspects are included in this de nition. First, we hge to consider an attacker
C's view of the sequence it has monitored and thus the set of sequences;*( r(!))
that are, from R's view, identical. SecondR can discard some of the sequences from this
set, depending on its knowledge of the system and the systessamptions, all formalized
in Wgr. For example, there may exist interdependencies betweenrpmeters in di erent
actions, such as a credit card number remaining the same folang time, in which case
R considers only those sequences of actions possible in whachagent always uses the
same credit card number. So the set of sequences thitconsiders possible after having
monitored! isreducedto ;*( r(!))\ Wg. Third, we need to identify the actions in which
the respective parameter(s) shall be con dential. Usuallynany actions are independent
from these and do not in uence con dentiality, and thus neednot be considered.

Essentially, parameter-con dentiality is captured by reairing that for the actions
that shall be con dential for agent R with respect to some parameter p, all possible
(combinations of) values for p occur in the set of actions thiaan attacker considers
possible. What are the possible combinations of parameteis the fourth aspect that
needs to be speci ed, as we may want to alloR to know some of the interdependencies
between parameters (e.gR may be allowed to know that a message that was received
must have been sent before).

The de nition of parameter-con dentiality as described inthe following captures all
these di erent aspects.

De nition of the property We want to formalize the following property: An agent
R that monitors a sequence of actions of a systemB cannot distinguish between the
possible values of a certain parameter (a certain part of theessage, the agent performing
the action, etc.) of a speci ¢ action or set of actions of theegjuence, even if it knows the
set of possible parameter values. Consider for example anplgation consisting of the
following actions: a user requests a price for a certain s@®, the request is received by
a service provider and then an o er for this service is sent drreceived. In this example,
one critical parameter might be the price. The service proger might have di erent rates
for di erent users and these rates can change. We assume thecp is supposed to be
con dential, i.e. no other agent shall be able to tell which pce has been o ered. In the
remainder of this section the external agent (the attackeris denoted R, the user U and
the service provider SP. The actions in the system asend-price-request(U,SP)rec-price-
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request(SP,U) send-o er(SP,U,price) and rec-o er(U,SP,price) . The rst parameter de-
notes the agent executing the particular action. We assumédt R can see all actions but
not the values of the price parameters, i.dR's local view r(send-price-request(U,SP)for
example issend-price-request(U,SP)while (rec-o er(U,SP,price) ) = rec-o er(U,SP) .

In the sequences of actions thaR considers possible after having observed only
the actions where a price is sent and received are of interdst the example. Thus we
disregard all other actions, i.e. we map them with a suitablyhosen homomorphism
onto the empty word. From those actions not mapped ontd, extracts the con dential
parameter that occurs in the action. Generally not only the arameter itself but also
the \type" of its occurrence has to be considered. This typeam be, for example, that
a certain userU has received an o er. The parameter associated with this typis the
price included in the o er. By considering only the type, adons from are divided into
classes the elements of which can be distinguished essdigtiny the parameter values.
Each of these classes is represented by one type. Hendez'( (' ))\ Wg) is a set of
sequences of actions that consist of the types of those aaosothat are of interest with
respect to parameter con dentiality, paired with the respetive parameter values being
possible fromR's local view.

If  denotes the set of types of the parameter occurrences andvif denotes the set
of parameter values, then . : ! ( { M) is ahomomorphism. For simplicity we
write  if the related parameter set and the types are obvious. Suchh@momorphism
can be de ned as follows:

(send-o er(SP; U; price) ( Sendsp; price)
(rec-o er (U; SP; price = (Reqy; price)
(send-price-requestJ; SP)) (rec-price-reques(SP; U)) = "

In order to explain our formalism, we use the price o er systa B. Our aim is now to
formalize that ( z'( r('))\ W) \contains all possible parameter values".

(L; M ){Completeness  For the following, we assume that R monitors all sequences of
actions. Let us consider as an example the following sequeraf actions:

I = send-price-request(U,SP)rec-price-request(SP,U)
send-o er(SP,U,price;)rec-o er(U,SP,price ;)
send-price-request(U,SP)rec-price-request(SP,U)
send-o er(SP,U,price,)

Let us further assume that forR 6 U; SP it shall be con dential which price was sent
and received, respectively. Letprice;; price,g be the set of possible prices, and the set
of resulting possible actions. As described abovB,s local view of this sequence is the
following:

r(!') = send-price-request(U,SP) rec-price-request(SP,U) sertder(SP,U)
rec-o er(U,SP) send-price-request(U,SP) rec-price-reqest(SP,U)
send-o er(SP,U)

Now if R does not know which of the possible two parameters was sentitldoes know
that the same parameter that was sent was also received (sped in his initial knowledge
WR), R considers four di erent sequences of actions possible: tiwowhich SP sends and
U receives twice the same parameter (eithgrice; or price;), one in which rst price; is
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sent and received and therprice,, and one in which the parameters are sent and received
in reverse order:
RO RO\ We =

f send-price-request(U,SP)rec-price-request(SP,U)sertder(SP,U,price ;)
rec-o er(U,SP,price ;)send-price-request(U,SP)rec-price-request(SP,U)
send-o er(SP,U,price;);
send-price-request(U,SP)rec-price-request(SP,U)seytder(SP,U,price ;)
rec-o er(U,SP,price ;)send-price-request(U,SP)rec-price-request(SP,U)
send-o er(SP,U,price,);
send-price-request(U,SP)rec-price-request(SP,U)seraer(SP,U,price ,)
rec-o er(U,SP,price ;)send-price-request(U,SP)rec-price-request(SP,U)
send-o er(SP,U,price;);
send-price-request(U,SP)rec-price-request(SP,U)sertder(SP,U,price )
rec-o er(U,SP,price ;)send-price-request(U,SP)rec-price-request(SP,U)
send-o er(SP,U,price,) g

The function now maps these sequences of actions onto sequences withdyfpethe
send and receive actions, each one being paired with the respive parameter. All other
actions are mapped ontd'. This results in

( R'CRUDN WR) =
f (Sendsp; price;)(Regy; price;)(Sendsp; prices);
(Sendsp; price;)(Reay; price;)(Sendsp; pricey);
(Sendsp; price;)(Reay; price;)(Sendsp; price;);
(Sendsp; pricez)(Reqy; price;)(Sendsp; price;)d

If we want to describe a situation whereR does not know any correlation between
the parameter of a send and the respective receive actiongeth-image of the sequence of
actions monitored byR contains eight di erent sequences of pairgype; parameter) with
no order on the parametergrice; and price;:

(R'Cr()\ Wg)=
f (Sendsp; price;)(Regy; price;)(Sendsp; prices);
(Sendsp; price;)(Reqy; price;)(Sendsp; prices);
(Sendsp; price;)(Reqy; price;)(Sendsp; prices);
(Sendsp; price;)(Reay; price;)(Sendsp; price;);
(Sendsp; price;)(Reay; price;)(Sendsp; pricey);
(Sendsp; price;)(Reay; price;)(Sendsp; price;);
(Sendsp; price;)(Reqy; price;)(Sendsp; prices);
(Sendsp; pricez)(Reqy; pricez)(Sendsp; price;)d

In general we have the requirement that in each group of actis that R knows to be
correlated, it considers each of the parameters possiblen érder to formalize this, we
assign each group a number. We then built the-image of the sequences of actions that
R considers possible after has happened, with the parameters being substituted by the
number of the respective group they belong to. Then we checkat when mapping these
numbers arbitrarily onto possible parameters, this resudtin the -image of R's inverse
view of ! , i.e. we check that the -image is (; M ){complete for a speci c languageL
(containing the action types associated with numbers) andgrameter setM .
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For the formal de nition of (L; M ){completeness, we need some notations: For:
M ! M%andg:N! N°wedene(f;g):M N ! M° NO%by(fig)(x;y) :=
(f (x); g(y)). The identity on M is denoted byiyy : M I M, while M N denotes the set
of all mappings from N toM.

Deniton5 LetL (¢ N) andletM be a set of parameters. A language
( ¢+ M) is called(L;M ){complete if

In this de nition, the set L consists of sequences of paifaction type,number) The

functions f 2 MmN map the numbers to parameter values iM. Therefore, ( ,;f)(L)
consists of sequences of paifaction type, parameter value) These sequences are in
accordance with the correlations between parameter valuee ned by L. Now, K is
(L; M )Y{complete if it consists of all possible sequences of paifaction type, parameter
value) derived by applying ( ,;f) to L for all possible mappingd from N to M.

This property allows the formalization of any of the above dgeribed situations. Let
us consider as an example again the sequence of actibns

For the setf Sendsp; Reqg,g of relevant action types we now choose a numbering that
assigns the same number to those actions that are correlated

L. = f(Sendsp;1)(Rew;1)(Sendse; 2)g

Having chosen the languagd.; in this manner and considering the setM =
f pricey; price,g of parameter values, ( Rl( R(1)) \ WR) is (L1; M){complete if and only
if
(R RUD\ We) =

f(Sendsp; price;)(Req; price;)(Sendsp; prices);

(Sendsp; price;)(Reqy; price;)(Sendsp; prices);

(Sendsp; price;)(Reqy; price;)(Sendsp; prices);

(Sendsp; pricez)(Reqy; price;)(Sendsp; price;)d

This exactly describes the situation in whictR knows that the same price was received
that was sent, but does not know which of the prices was sent.oké that if R considers
more parameter values possible (i.e. if( z*( r(!))\ Wg) contains more than the above
four sequences)R still does not know which parameter was sent.

If R shall not know that there is a correlation between send and ceive actions, the
action types have to be numbered di erently: no actions arearelated. This results in

Lo = f(Sendsp; 1)(Rew; 2)(Sendsp; 3)g

The requirement of (,; M ){completeness results in the above mentioned eight se-
guences of pairstype; parameter). However, if R knows the correlation betweerSend
and Reg, i.e. if ( ;*( r(!))\ WRg) contains only the four di erent sequences above (in
which the same parameter value is sent and received), ther Rl( r('))\ WR) is not
(L2; M){complete: Usingf (1) = pricey; f (2) = price, and anyf (3) we obtain
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(Sendsp; price;)(Reqy; price;)(Sendsp; price;) 62 ( z*( r(!))\ WR)

Thus, by appropriately numbering the action types, i.e. by ppropriately choosing the
languageL, we can formalize which correlations between actior®® is allowed to know,
or in other words, which sequences of actions have to be imbhd in Wg. This gives rise
to the following de nition:

Let M be a parameter set, a set of actions,  asetoftypes, : ! ({ M)
a homomorphism, and.  ( ; N) . Then M is parameter-con dential for R after!
with respect to (L; M ){completeness if there exists anl(; M ){complete languageK
(« M) with (' r(M))\ Wr) K.

Instead of separately de ning di erent languaged. for di erent sequences! and the
resulting set of sequences( g'( r('))\ Wg), it is su cient to have an appropriate L
and an (L; M ){complete languageK ( ¢+ M) serving for all! 2 B. Using the
function p; that denotes the projection on the rst component of a tuple,we introduce
the following de nition:

De nition 6 (Parameter Con dentiality) Let M be a parameter set, a set of ac-
tions,  a set of types, ' (¢ M) ahomomorphism,andt ( { N).

Then M is parameter-con dential for agentR 2 P with respect to(L; M ){completeness
if there exists an(L; M ){complete languageK ( { M) with K (WR) such that

(R'CRUDNY WR)  pri(pu( ( R'(C R(P)N WR)))\ K for each! 2 B.

Applying the projection p; and then the inversep, ' to ( g'( r('))\ Wg) results
in sequences of actions where all parameter values occur ara grouping according to
correlated actions has yet taken place. The intersection thithe (L; M ){complete lan-
guage K removes those sequences that do not match the respective upimg. Note
that in the case of no correlation between actionsp, *(p( ( g'( =('))\ Wr)) \ K
= p (P (R R(D)N WR))).

More generally, the above equation can be used to de ne, fon arbitrary language
K (¢ M) withK (W), K {completeness of ( g'( r('))\ Wg). This allows
to capture more sophisticated correlations between paratees.

There are situations where we can guarantee the con dentigl of a parameter only
until a speci ¢ action in the system happens, after which arthing can happen (e.g. broad-
casting the parameter). This is captured by the following daition:

De nition 7 (Parameter Con dentiality in a Phase) Let M be a parameter set,

a set of actions,B , t a set of types, : ' (¢ M) ahomomorphism, and
L (¢ N).LetfurtherV B be aphaseiB, and letWgrjV be the extension of¥ in
Wg. Then M is parameter-con dential for agentR 2 P in the phaseV and with respect
to (L; M ){completeness if there exists afL; M ){complete languagekK ( ; M) with
K (WR) such that for all! 2 B for which existu;v;w?2  with! = uvwandv 2V
holds that ( g*( r(V))\ WriV)  pri(Pa( ( r'( r(V))\ WejV))\ K

Conditional con dentiality Sometimes it is not su cient to formulate a static con-
dentiality property that de nes the role for each agent for the entire system lifetime. In
order to model a system where one agent will transfer inforan to another agent only
after the latter proves its trustworthiness (e.g. by way of PM attestation) or to model
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that data will be retrieved from storage only if the agent's fatform is not manipulated
(e.g. by way of TPM seal), a more exible de nition of con dertiality is required:

De nition 8 (conditional-con dentiality) For a set of con dentiality condition ac-
tions p for an agentP where » -p, conditional con dentiality with respect to
p holds forP if 8 2 B : p\ alph(') = ; implies ( p*( p(')) \ Wp)

PPC (R e\ W)\ K

This de nition describes that an agentP can not to know the contents of a certain
data-block unless it has performed an action ofp.

4.4.6 Enforcing system behaviour

Some security requirements are concerned with enforcingespc system behaviour,
i.e. with not allowing certain other system behaviour. Reqting authenticity of action
a whenever actionb has happened is one particular instantiation of enforcingystem
behaviour. However, other required behaviour needs a morengral de nition.

De nition 9 (enforce-behaviour) For an alphabet , let L describe particular
requirements andB be the actual system. We say that enforces its behaviour on
B, denoted byenforce-behaviour(L,B) if B L.

4.47 Agents' Trust

The security of systems relies on many di erent aspects: theorrect functioning of the
Operating Systems, the adequate use of security mechanisfasyptographic protocols,
rewalls, etc.) for security relevant parts of the system, he correct implementation of
cryptographic primitives in hardware or software, the comctness of services that are being
deployed, etc. However, if an agent is not convinced in thedorrect functionality, then it
cannot be assured of the ful Iment of the security objective

In order to include a notion of this into SeMF, a concept ofrust is introduced: An
agent trusts in a property to hold in a system if in its concepbn of the system this
property is ful lled.

In order to formally de ne an agent's conception of a systemye rst give the general
de nition of a system as follows:

De nition 10 A systemS = ( ;P;B;W;V) consists of a setP of agents acting in the
system, a languag® over an alphabet of actions describing the system behaviour
in terms of sequences of actions, a st = f  : ' ( x) J8X 2 Pg of agents' local
views, and a seW = f Wy j8X 2 Pg of agents' initial knowledge.

An agent P's conception and understanding of a syster8, denoted by Sp, is based
on the same sets of actions and agents. Its behaviourRss conception of the system's
behaviour B, that is, P's initial knowledge Wp. The set of local views of5p is given by
what P considers to be the agents' local view i8, and the initial knowledge of the agents
are given by whatP considers to be the agents' initial knowledge &. Formally:
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De nition 11  AgentP's conception of systen® is denoted bySp = ( ;P; Wp; Wp;Vp),
where is the alphabet of botts and Sp, P its set of agents, andP's initial knowledge

(conception) Wp of system behaviouB constitutes the behaviour ofp. It further
contains a setVp = f xp : ' ( xp) J8X 2 Pg of agentP's knowledge of agents'
local views ofS, and a setWp = fWxp j8X 2 Pg of agentP's knowledge of

agents' initial knowledge inS. We say thatP trusts in system Sp (since it represents
P's knowledge about syster8).

The de nition of an agent's trusted system gives rise now tate de nition of an agent's
trust in a property holding in a system:

De nition 12 (Trust) An agentP 2 P trusts in a property prop to hold in a systemS,
denoted byT rust(P; prop), i the property propis fullled in Sp.

Thus our notion of trust allows specifying precisely what iis an agent trusts in. An
agent may have trust in one property but not in another. Of cotse, trust itself is a
property of a system as well. Therefore the trust in the trusthat a property holds in a
system can also be modeled.

448 Formal Terms

For the ease of further reading, Table 3 presents the convéms for terms used within
SeMF. This can be used as glossary for the rest of this docurhen

4.5 Specic property instantiations

Section 4.4 has introduced the basic notions that can be uskxm the accurate speci cation
of security requirements. However, these notions are verempgral. Therefore, using
these notions to specify more concrete security requiremtgrcan result in very complex
expressions. Consequently, in the SERENITY project [16], evde ned a requirements
language using re ned notions that describe concrete instaations of the above security
requirements. This language is used and extended in EVITA ppopriately.

De nition 13 (auth) For P2 Panda;b2 , auth(a;b;P) holdsinB ifforall ! 2 B
that contain an action b, action a is authentic for agentP after ! corresponding to
De nition 1.

Note that auth(a; b; P) can only hold in the case thatbis in P's local view.

In [30] we used the above notion to specify various speci ¢ gaenticity requirements.
For the speci cation of anonymity and privacy requirements we used the notion ofcon-
dential re ecting a speci ¢ con dentiality property according to D e nition 6. Generally
in order to specify con dentiality, we need to specify:

the agents who are allowed to know the con dential data,

the setM of possible values of the parameter that shall be con dentia
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Table 3 Formal Terms in SeMF

Term

Description

The alphabet of letters, i.e. all possible actions of the sigsn

A set of actions; in case of authenticity denotes the actiont® be
authentic.

Lowercase letters refer to actions.

All possible letter combinations / words, i.e. all possibletraces of
actions in .

Denotes a word of some language, i.e. one certain trace ofiacs

A function that returns the set of all letters that occur within the
word !

Denotes the set of all agents of a system. Agents can be anyast
considered important in a system, like a server, a client PQyarts of
the client PC like hard disk or TPM, even humans can be agents.

Capital letters refer to agents.

Denotes the knowledge of an agem concerning a system; the morg
an agent knows, the smaller the number of traces the agent lesles
the system to contain:B  Wp

A homomorphism denoting the local view of an ager®, i.e. which
actions and which parts of these action® can see.

p(p(1)

The pre-image of the image of under p. Here: all sequences a
actions that for P look identical to !

p(1,Wop)

The set of traces that an agenP considers possible aftet has hap-
pened; dened as ,* (1) \ Whp.

Denotes the set of all possible traces of actions in a systeB;

Denotes the set of all agents' knowledgeWp ; Wo; :::g in the system

Denotes the set of all agents' local viewls p; o;:::gin the system

A1%

Denotes a system; consists & = ( ;P;B;W;V)

<|v| < s|w

A phase within a system

A homomorphism that maps all actions ontd' that a malicious agent
can not gain knowledge from regarding the con dentiality of certain
parameter, keeps those actions that potentially add to the knowledg
onto pairs (type of action, parameter to be con dential).

D

An (L; M )-complete language that represents the requirement for
con dentiality property.

a

Represents some language, in case bf M )-completeness it denotes

the relations among actions that are allowed to be known by niaious
agents (e.g. encrypting and decrypting with the same symnmét key).

D

denotes the set of values of a parameter that shall be con digsd.

Sp

denotes a trusted system, i.e. agemR's conception of the systens.

Sro

denotes an agentQ's conception of another agenP's conception of

the systemS.
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the homomorphism that identi es all actions that a malicious agent can use to gin
knowledge about the parameter to be con dential by mappinghem onto \types"
of these actions and at the same time extracting the parametéo be con dential

(: vt (¢ M),

the languageL that characterizes the relations between actions that arellawed to
be known by a malicious agent (e.g. the relation re ecting tht the same message
occurs in a speci ¢ send and receive action),

the local view of malicious agents,

the initial knowledge of malicious agents.

For the purposes of the SeBBs to be introduced in the next semh, it is su cient to
de ne a particular instance of this general con dentiality property in which some of the
above concepts are xed:

We do not x the set of agents that are allowed to know the paramter that shall
be con dential. This set is denoted bywho.

((action; py;:::;p); p1). In other words, keeps all parameters of the action except
the one to be con dential which it extracts to form the secondcomponent of the
action's image under . (Note that maps those actions that can not be used to
extract knowledge about the parameter value td'.) Having xed this, the only
information that is still needed is which is the parameter taAt we want to be con-
dential (the messagem being sent/received, the datad being stored, the agenP
performing a speci ¢ action, etc.), and which are the actiosmthat a malicious agent
can use to gain knowledge about the parameter to be con deati We denote the
parameter by par and the set of actions byactionsT oLearnFrom.

The con dentiality property will be used in building blocks that model the properties
of cryptographic algorithms. Essentially it will be neededo require e.g. secret keys
to be con dential to all but the key owners. The mechanism budding blocks will be
used to model the plain algorithms and the properties they pride. Other properties
that might be achieved by introducing additional measureslike involving a random
number to achieve redundancy in order to destroy dependeasi between certain
actions) will not be considered. This has to be re ected in th languageL that
captures all relations between actions that are allowed toebknown by a malicious
agent. An appropriately specied L for example allows the agents to know the
relation between encryption and decryption with the same stred secret. Hence we
will use languaged. to denote all dependencies that must be assumed to be known
between actions that have parameters relevant for con deiatlity as it is used in the
Mechanism SeBBs.
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We keep the agents' local views and initial knowledge variédy we will identify
speci ¢ instances in Section 5 where the actual security eingering process for
EVITA is explained.

De nition 14 (con dential) Let who P be a subset of agentpar be the parameter
whose value shall only be known by the agentswho, and actionsToLearnFrom be
the set of actions from which a malicious agent can extract dnledge about the value of
par. Let further M = possibleV aluesdenote the possible values giar and L denote
the language that captures all the allowed relation knowgedbetween actions in the sense
explained above. Then corfactionsToLearnFrom; par; possibleValueslL; who) holds in B

if M = possibleValues is parameter-con dential for alP 2 P n who with respect to
(L; M ){completeness according to De nition 6.

The following two security requirements are instantiatios of enforce-behaviour The
rst one describes that in all sequences of actions, whenevaction b happens, action
a must have happened before, the second one describes the gfipo(wheneverb has
happened,a must not have happened before).

De nition 15 (precede) Let be a set of actionsa;b2 . Let B;L with L
de ned as follows:

L= n(( nfag) fby )
Then preceddéa; b holds if enforce-behaviour(; B ) holds.

De nition 16 (not-precede) Let be a set of actionsa;b2 . Let B;L with
L de ned as follows:

L = n( fag fbg )
Then not-precedéa; b holds if enforce-behaviourl; B ) holds.

De nition 17 (precede-phase) Let be a set of actionsa; b2 . Let further V

be a phase that starts with actios and ends with actiont. Then precedephase(a;b;s;1
holds in a systemS i 8! 2 B with b 2 alph(! ) there existsx;y;z 2 such that
I = xyz,y2 V, a2 alph(y), and s 2 alph(y).

De nition 18 (auth-phase) Let be a set of actionsa;b2 ,andP 2 P be an agent.
Let further V be a phase that starts with actios and ends with actiont. Then
auth-phase (a;b; s;t;P) holds in a systemS i 8! 2 B with b2 alph(! ), a is authentic
for P with respect to the phas#.

De nition 19 (conf-phase) let S be a system as dened in Deni-
ton 10, and V B a phase with starting actions start(V) =

fsi;:i;s0 and ending actions end(V) := fe;;::i;09 . Then
conf phasdactionsToLearnFrom; par; possibleValuesL; start(V); end(V ); who) holds
in B if M = possibleValues is parameter-con dential for alP 2 P nwho with respect to
the phaseV and (L; M ){completeness according to De nition 7.
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4.6 Security Building Blocks

An abstract system model and the security requirements asadti ed in [30] are on an
abstraction level that is not ne-grained enough to formaly address any mechanisms that
could be used to achieve these properties. Further, thereeavarious di erent mechanisms
that can be deployed. Our notion of so-called Security Buiidg Blocks (SeBB) allows
to re ne the security requirements towards applicable secity mechanisms. In order for
example to provide the requirement that whenever a driver ad car is shown a warning
message based on data sensed by another car, the sensor &f tither car must have
authentically sensed this data, there are principally two iderent possibilities: end-to-
end authenticity (achieved for example by deploying a digatl signature scheme) or the
re nement of the requirement towards more concrete ones thaddress the various agents
involved in the sequence of actions that leads to the drivereing shown the warning.
These more concrete requirements can then either be kept assamptions that have to
hold in the system or be further re ned towards concrete meemisms. Our SeBBs provide
the means to choose between these possibilities and to nalirrive at an abstraction level
that includes the formal model of the actual mechanisms cheis. Thus, the application
of SeBB constitutes a part of a security engineering proces®n the other hand, due to
its formal basis, this process provides assurance that by@ping the chosen mechanisms
the desired security properties are indeed achieved, prded the assumptions identi ed
by the building blocks are valid. Hence, this security engeering process ensures that
the resulting system does not include security gaps. Howeyat still requires expert
knowledge in order for the re nement to lead to the desired syem architecture and not
to lead to a system that in reality can not be implemented. Inlie following the SeBBs
will be explained in more detail.

A SeBB takes as input a set ofnternal properties, applies a rule (themeang to this
set, and produces a set oéxternal propertiesas implication of the internal properties.
Hence, a SeBB consists of three di erent parts, as illustrat in Figure 22:

The external propertiesof a Security Building Block represent the security properés
that the Security Building Block provides for the overall sgtem.

The meansrepresent the mechanism or instrument by which the externagdroperties
can be achieved. These can be based on a proven theorem relaespeci c proper-
ties of the security requirements, or on expert knowledgelated to the mechanism
the SeBB addresses.

The internal properties are those properties that must be ful lled in order for the
mechanism to provide the external properties.

A Security Building Block represents in itself a property ofthe system, namely the
implication that if all internal properties hold, the external properties hold as well. These
implications have to be formally proven, depending on the naas that are applied. These
can be categorized into two di erent classes:

Implications originating from the properties of security poperties themselves de ned
within SeMF allowing to relate them, which we will denote byFormal SeBB or F-
SeBBfor short,
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externalProperty 1 | | externalP roperty 2

| internalP roperty 1 | | internalP roperty 2 |

Figure 22 Structure of a Security Building Block

implications originating from security mechanisms like gtocols and cryptographic
functions external to SeMF, denoted by Mechanism SeBBor M-SeBB.

F-SeBBs are those that originate from the de nitions of the poperties themselves.
There are simple ones, such as the con dentiality regardingob and Alice being included
in the con dentiality regarding only Bob, but also more compex ones, such as the chain-
ing of trust assumptions with authenticity. The speciality with these properties is that
they can be proven within SeMF independent of any speci c si@n, based only on the
assumptions that are introduced by the internal properties Examples are given by the
Security Building Block Transitive-Precede in Figure 23 adh by the distributivity of trust
in Figure 24.

precede(a; b)

Transitive
precede

|precede(a; c) | | precede(c; b) |

Figure 23 Example Building Block: Transitive Precede

| trust (P; precede(a; b) » precede(c;d)) |

Distributive
trust

|trust (P; precede(a; b))l | trust (P; precede(c; d)) |

Figure 24 Example Building Block: Distributive Trust

M-SeBBs in contrast cannot be proven completely internal t&eMF. They require
assumptions that originate from mathematical proofs or exgrt knowledge that is external
to SeMF. An example for the usage of HMAC signatures is prowed in Figure 25.

In order to visualize the di erences between means originag from within SeMF and
those that require external assumptions, the former are regsented as diamonds, whilst
the latter are represented as circles (compare Figures 23dap5).
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precede(sign (P; msg; SS; sig); verify (Q; msg;sig;SS))

HMAC-Signature (...)

N

conf (A(SS);SS;V(SS);L;fP;Qqg) not-precede(sign (Q; msg; SS; sig );
verify (Q;msg;sig;SS))

Figure 25 Example Building Block: HMAC Building Block

An important special case of the applicability of SeBBs anes when aTrust prop-
erty is part of the predicate to rene. This case can be easilyaddressed: Recall
that a SeBB represents in itself a property for an arbitrary gstem, namely that the
set of the SeBB's internal properties implies the SeBB's eatnal properties. For
example, the SeBB depicted in Figure 23 represents the imgdition preced€a;c)
precedéc;) ! precedéa;b). Since this property holds in any system (the respective
theorem will be presented in Section 4.6.2), it holds in padular in a trusted sys-
tem Sp. By De nition 12, precedda;c) ™ precedéc;h ! precedéa;b holding in Sp
means thattrust (P; preced¢a; c) * precedéc; ! precedda;b) holds in S, which im-
plies trust (P; precedéa; ¢) * precedéc; ) ! trust (P; precedé¢a; b)), a SeBB depicted in
Figure 26. Actually, this SeBB is equivalent to the one of Figre 26, however, having it
available in the form of Figure 26 facilitates the applicabn of SeBBs during the security
engineering process (to be explained in Section 5).

| trust (P; precede(a; b)) | precede(a; b)

trusted trans double
precede precede

| trust (P; precede(a; c) * precede(c; b)) | | precede(a; x) ” precede(x;y) ” precede(y; b) |

Figure 26 SeBB Compositions: Trusted Transitive Precede & Double Pecede

4.6.1 Composition of Building Blocks

In order to further facilitate the security engineering pra@ess, we can construct new SeBBs
by combination of SeBBs. As an example, we concatenate theBBedepicted in Figure 26
regarding the trust in the transitivity of preceding and theone depicted in Figure 24. More
speci cally, we identify the internal property of the SeBBTrusted Transitive Precedewith
the external property of the SeBBDistributive Trust, identifying the variables used as
actions of the respective properties by replacing and d of the latter with ¢ and b,
respectively. The result is a SeBB explaining théransitivity of two trust in precede
properties, as illustrated in Figure 27.
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| trust (P; precede(a; b)) |

T ransitive
trust (precede)

|trust (P; precede(a; c)) | | trust (P; precede(c; b)) |

Figure 27 Example Building Block: Transitive Trust in Precede

4.6.2 Relations among Security Properties

Due to the formal de nition of each of the properties represged in SeMF, one may
investigate relations among those properties. In the follang, a set of theorems describing
relations among security properties are presented that came used as inputs for the
construction of Formal Security Building Blocks (F-SeBBs) The proofs of these theorems
will be presented in further EVITA deliverables.

The rst of these theorems explains the simple transitivityof the precede property
that refers to the order of occurrence of actions in a sequenof actions.

Theorem 1 (Transitivity of precede) Let S be a system as de ned in De nition 10.
Then precedéa; x) and precedéx; b) holding in S implies that preced€a; b holds in S.

Theorem 2 explains that authenticity is a stronger propertythan precede. This is due
to the fact that the system behaviour is included in what an agnt considers to be the
system behaviour (a set of sequences of actions that is deténed on the basis of its local
view on and initial knowledge of the system behaviour).

Theorem 2 (Relation auth and precede) For all systemsS as de ned in De ni-
tion 10, auth(a; b; R) holding in S implies that precedéa; b holds in S.

The next theorem states the (trivial) fact that authenticity with respect to a phase
implies authenticity:

Theorem 3 (Relation of auth and auth with respect to a phase) For all sys-
tems S as de ned in De nition 10, auth-phasdga;b;s;t;P) holding in S implies that
auth(a; b; P) holds in S as well.

Theorem 4 explains the distributivity of trust regarding the conjunction of two prop-
erties.

Theorem 4 (Distributivity of trust) For any two propertiespropl and prop2 holding
in a systemsS, trust (P; prop,) andtrust (P; prop) is equivalent totrust (P; prop.” prop,).

Trust in trust reduces to simple trust:

Theorem 5 (Inherent Trust) Let S be a systemsS as de ned in De nition 10,
P;Q 2 P, and prop a property holding inS. Then Trust(P; Trust(Q; prop)) implies
Trust(Q; prop).
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Since an agent's initial knowledgeNp includes the system behaviouB, if pre(a;b
holds in Wp, it holds in B as well. This is re ected in the following theorem.

Theorem 6 (Inherent precede) Let S be a systemsS as de ned in De nition 10,
a;b2 Sigma actions, andP 2 P an agent. If Trust(P;preced¢a; ) holds in S, then
precedda; b holds in S as well.

The next theorem re ects the fact that we have already addregd at the beginning
of this section, namely that a SeBB is in itself again a propsr that, if it holds in an
arbitrary system S, holds in particular in a trusted systemSe.

Theorem 7 (Transfer into trusted system) Let S be a system as de ned in De ni-
tion 10 for which prop, ~ :::” prop holding in S implies that prog holds in S as well.
Then trust (P; (prop, * :::~ prop)) holding in S implies that trust (P; prop) holds inS.

Theorem 8 is one of the most important theorems for the sectyriproperty re nement
of a distributed system of systems. Often we are confrontedittv the situation that we
have an authenticity requirement that links two actions butthat can not be satis ed by
just one mechanism, e.g. when requiring that whenever aatid happens, actiona must
have happened before, but digital signature or anything egualent can not be applied.
However, we might be able to introduce a further actiox where speci ¢ trust and au-
thenticity relations to both a and bexist. The following Theorem shows how these speci ¢
relations can be used for property re nement.

Theorem 8 (Chaining trust in precede and auth) trust (P; precedé¢a; x)) holding
in S and auth(x; b; P) holding in S implies that auth(a; b; P) holds in S.

Theorem 9 reasons about the adequateness of an agent's trista con dentiality
property. Recall that the basic de nition for parameter condentiality (see 6) essentially
requires that for the actions that might extend an agentR's knowledge about the pa-
rameter p to be con dential, all possible (combinations of) values fop must occur in
the set of sequences of actions th& considers possible. The actions that might extend
R's knowledge are identi ed using a homomorphism, and what R considers possible is
speci ed usingR's local view g and initial knowledge Wr. The following assumptions
specify su cient conditions for an agent's trust in some cordentiality property to be
adequate:

Assumption 1 8x 2 Wg, :9y2 Wr: ()= (N go( re(X)= r(Y) *( r(Y)
This assumption is motivated as follows:

(x) = (y) describes that the trusting agentP's idea of which are the actions that
extend R's knowledge about the parameter to be con dential must matc which
actually are these actions.P must know all actions that add to R's knowledge.
These may be zero-day-exploits, unknown \covert channelgir weak/predictable
RNGs.
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re( Rre (X)) = Rr(Y) X r(Yy)) describes, that the trusting agentP must not as-
sume that R sees less than it actually does. IP's conception ofR's local view
maps more actions ontad’, then the set of sequences of actiori® believesR to
consider possible is bigger than it actually is, hence migh¢ad to the situation that
P believes this set to contain all possible combinations of paneter values while
actually it does not. This can include complex scenarios kkside-channel-attacks,
but also simple ones such as console access. If these areidere] possible, an
agentR's local view must re ect that R can see the respective actions.

Theorem 9 (Trust in Con dentiality) In any systemS that satis es Assumption 1,
trust (P; conf (A (par); par; V(par); L; who)) implies conf (A (par); par; V(par); L; who).

4.6.3 List of Formal SeBBs

The following F-SeBBs model the theorems of the previous seo.

Transitivity of precede

External Property:

preced€a; b

Internal Property:

preced€a; x) ® precedéx; b)

Rationale:

If the occurrence of actionb implies the occurrence of actiorx, and the occurrence
of action x implies the occurrence of actiora, then, according to Theorem 1, by the
transitivity of the precede property, we can conclude that weneverb has happened
action a has happened before.

Relation of auth and precede

External Property:

precedda; b

Internal Property:

auth(a; b; P)

Rationale:

If it is authentic in a system S for an agent that whenb happens thata must have
happened as well, therb is always preceded by, according to Theorem 2.

Relation of auth and auth with respect to a phase

External Property:

auth(a; b; P)

Internal Property:

auth-phasda; b; s; t; P)

Rationale:

If wheneverb happens, the actiona is authentic for P in a phase starting withs and
ending with t, then a is authentic for P, according to Theorem 3.
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Distributivity of trust 1

External Property:
trust (P; prop, * prop,)

Internal Property:
trust (P; prop,) ™ trust (P; prop,)

Rationale:
If an agent P trusts in a property prop, and agentP trusts in a property prop,, then
agentP trusts in both properties prop, and prop,, according to Theorem 4.

Distributivity of trust 2

External Property:
trust (P; prop,) ™ trust (P; prop,)

Internal Property:
trust (P; prop, » prop,)

Rationale:
If an agentP trusts in two properties prop, and prop,, then P trusts in property prop,
and P trusts in property prop,, according to Theorem 4.

Inherent trust

External Property:
Trust(Q; prop)

Internal Property:
Trust(P; T rust(Q; prop))

Rationale:
If P trusts in that Q trusts in some propertyprop, then Q trusts in prop, according to
Theorem 5.

Inherent precede

External Property:
precedda; b

Internal Property:
Trust(P; precedéa; b))

Rationale:
If P trusts that each time actionb occurs in the system, before actioa has occurred,
then this property holds in S, according to Theorem 6.

Trusted SeBB

External Property:
trust (P; prop))

Internal Property:
(prop. ™ :::” prop ! prog) ™ trust (P; prop. ™ :::” prop)

Rationale:

holds, thenP trusts in prop, according to Theorem 7.
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Chaining trust in precede and auth

External Property:
auth(a; b; P)

Internal Property:
trust (P; precedéa; x))  auth(x; b; P)

Rationale:

The chaining of authenticity; If an action x is authentic for an agentP after b has
happened and the agenP trusts in the occurrence ofa before everyx, then the action
a is authentic for the agentP after b has happened, according to Theorem 8.

Chaining trust in precede and auth (special case)

External Property:
auth(a; b; P)

Internal Property:
trust (P; precedé¢a; b) ~ auth(b; b; P)

Rationale:

The step between authentic and trust domain; If an agenP trusts in the occurrence
of an action a before everyb, and agent P is informed of actionb, then action a is
authentic for agentP wheneverb has happened, according to Theorem 8.

Trust in con dentiality

External Property:
conf (actionsT oLearnFrom; par; V(par); L ; who)

Internal Property:
trust (P; conf(actionsT oLearnFrom; par; V(par); L; who)) » Assumption 1

Rationale:

If in a system S an agentP trusts in a con dentiality property and he does not under-
estimate unprivileged users' knowledge or local views { agmtured by Assumption 1
{ then this con dentiality property itself does hold in S, according to Theorem 9.

Idempotency

External Property:
prop

Internal Property:
prop” prop

Rationale:
If prop holds in a system, denrprop” prop hold as well.

4.6.4 List of SeBBs describing mechanism

In the following, a set of mechanisms and cryptographic priitives is modeled in terms of
Mechanism SeBBs. For this, the usage of speci c actions isquered that are explained
rst. Note that for these mechanisms, in case of a symmetricrgptoalgorithm, the pa-

rameter k of the action denotes the secret key shared by two agents, Whin case of
an asymmetric cryptoalgorithm, it denotes either the privée key corresponding to a cer-
tain public key, or vice versa, depending on which key the agthm in question uses.

The correspondence of private and public key is identi ed byan index (see e.g. SeBB

RSA-Signature below).
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sign(P; m; k; s) denotes the action performed by agenP of signing a messagen
with a key k that results in a signatures.

verify (P; m;s; k) denotes the action performed by ager®® of successful veri cation
of a signatures regarding a messagen with a key k.

encrypt(P; m; k; ¢) denotes the encryption of a messaga with a key k by agentP,
resulting in a cyphertextc.

decrypt(P; c; k; m) denotes the decryption of a cyphertext with a key k by agent
P resulting in the cleartext m.

genN(P; n) denotes the generation of a nonagby agentP. This action includes the
assumptions of a perfect random number generator and unig@eot only virtually
unique) nonces.

hash(P; m; h) denotes the hashing of a message to a hashh by agentP. This
action includes the assumptions of a perfect secure hasl@ithm without collisions.

verifyhash (P; m; h) denotes the successful veri cation of a hash regarding a mes-
sagem by agentP. This refers to the rehashinghash(P; m; h% with h = h°

genSqP; sk; pk; s9 denotes the Di e-Hellmann key generation of an agenP with
a secret keysk and a public keypk, resulting in a shared secress.

genKey(P; key) denotes that agentP generates a key. This action includes the
assumption that this key is uniquely generated, i.e. that ittan only be generated
once.

genKeyP air(P; SKp; PKp) denotes that agentP generates a key pair for an asym-
metric algorithm. This action includes the assumption thatthis key pair is unique
(in the sense that e.g. for the veri cation of a signature pdormed with SK;, no
other data exists that could be used instead d? K;).

return (P; Q; PK) denotes that P sends the dataP K to Q.

The M-SeBBs that are explained in the following make use of ¢hcon dentiality
predicate conf(actionsToLearnFrom; par; possibleV alues; whp (see De nition 14).
Which concrete actions the set of actions to learn from contas and which concrete
values are possible for the parametgoar depends on the concrete speci cation of the
system to be developed. Hence in the SeBBs we will use pladdbos for these sets: If
par is the parameter whose value shall be con dential, we denotbe set of actions to
learn from by A(par), and the set of possible values gdar by V(par).
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Unobservable key generation

External Property:
conf-phaséf genKey(P; key)g; key;V(key); L; ;genKey(P; key); fPQ)

Internal Property:
no internal property needed

Rationale:

When agentP generates a key, this key is con dential foP, i.e. only known by P, until
the end of the generation process. From the key generation chanism itself nothing
can be concluded about the subsequent con dentiality of teikey. On this abstraction
level, the system need not provide any internal property. Asimptions like a correctly
working random number generator are necessary only in theurse of an cryptanalysis
expert proving this M-SeBB.

Unobservable key pair generation

External Property:
conf-phaséf genKeyP air(P; SKp; PKp)g;
SKp;V(SKp);L; ;genKeyPair (P; SKp; PKp);fPQ)

Internal Property:
no internal property needed

Rationale:

When agentP generates a key pair, the private key is con dential foP, i.e. only known
by P, until the end of the generation process. From the key gengi@n mechanism itself
nothing can be concluded about the subsequent con dentigyfi of this private key. On
this abstraction level, the system need not provide any inteal property. Assumptions
like a correctly working random number generator are necesyg only in the course of
an cryptanalysis expert proving this M-SeBB.

RSA-Signatures

External Property:
preceddésign(P; msg; SKp; sig(msg)); verify (Q; msg; sigimsg); PKp))

Internal Property:
conf(A(SKp); SKp;V(SKp);L;fPQ)

Rationale:

If a secret keySKp is con dential to an agent P, i.e. only known by P, then by the
application of RSA cryptography a signature veri cation ation with the corresponding
public key PKp performed by an agentQ is always preceded by a signing action of th
same messages by the ageRt Note that R and Q may be the same agent.

ECC-Signatures

[¢)

External Property:
preceddésign(P; msg; SKp; sig(msg)); verify (Q; msg; sigimsg); PKp))

Internal Property:
conf(A(SKp); SKp;V(SKp);L;fPQ)

Rationale:

If a secret keySKp is con dential to agent P, then by the application of ECC cryptog-
raphy a signature veri cation action with the correspondirg public keyP Kp performed
by an agentQ is always preceded by a signing action of the same messagethbyagent
P. Note that R and Q may be the same agent.
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AES

External Property:
conf (A (cipher(SS; msg) [A (msg); msg;V(msg);L;fP;Qq)

Internal Property:
conf(A(SS);SS;V(SS);L;fP;Qg) " conf(A(msg); msg;V(msg);L;fP;Qqg)

Rationale:

If both SS and msg are condential to (i.e. only known by) agents P and
Q, then by encrypting (encrypt(P; msg;SS;cyphe(SS; msg)) and decrypting
(decrypt(Q; cypher(SS; msg; SS; msg) msg and by other actions using the cipher
text generated by AES-encryptingmsg, the con dentiality of msg is not violated.
Note that P and Q may be identical, e.g. to model single agent secure storage.

HMAC

External Property:
precedésign(P; msg; SS; sig; verify (Q; msg;sig; S9))

Internal Property:
conf(A(SS); SS;V(SS); L;fP;Qqg)
A not-preced€sign(Q; msg; SS; sig; verify (Q; msg;sig; S9)

Rationale:

If SSis con dential to agents P and Q and if when Q sucessfully veri es a message,

Q has not signed the message himself, then by means of HMAC thhe message wa
signed byP. Note that P and Q may be the same agents, e.g. to model single age
authentic/integer storage.

HMAC with monotonic counter

External Property:
precedephaseg(sign(P; msg(text; c,); SS; sig); verify (Q; msg(text; c,); sig; SS);
sign(P; msg(text; c, 1); SS; sig); verify (Q; msg(text; c,); sig; SS))

Internal Property:

conf (fA (SS); SS;V(SS);L;fP;Qq)

A not-precedésign(Q; msg(text; c,); SS; sig); verify (Q; msg(text; c,); sig; SS))
A preceddsign(P; msg(text; ¢, 1); SS; sig); sign(P; msg(text; c,); SS; sig))

A not-precedésign(P; msg(text; cy); SS; sig); sign(P; msg(text; c,); SS; sig))
j8c )

Rationale:

If SSis con dential to agentsP and Q, and if in caseQ sucessfully veri es a messag
containing a monotonic counter that is presumably signed b, Q has not signed the
message himself, and if the counter used is indeed a strongnotonic counter, then
by means of HMAC with monotonic counter, the veri cation acton is preceded by the
respective sign action performed by within the phase starting with P signing the
previous counter value and ending with the veri cation itsé. Note that P and Q may
also be the same agents, e.g. to model single agent autheimiegeric non-replayable
storage.

Uy

2Nt
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HMAC with challenge-response

External Property:
precedephasgsign(P; msg(text; n); SS; sigimsg));
verify (Q; msg(text; n); sig(msg); SS);
generatgQ; n); verify (Q; msg(text; n); sig(msg); SS))

Internal Property:

conf(A(SS);SS;V(SS);L;fP;Qg)

~ not-precedgsign(Q; msg(text; n); SS; sig(msg));
verify (Q; msg(text; n); sig(msg); SS))

A not-precedéverify (Q; msg(text; n); sig(msg); SS);
verify (Q; msg(text® n); sig(msg); SS))

Rationale:

If SSis con dential to agents P and Q and if, when Q sucessfully veri es a message,

Q has not signed the message himself, and if the noncds fresh, then by means o
HMAC the message was signed by within the phase starting with the generation of
the nonce and ending with the veri cation itself.

Note that P and Q may be the same or two agents.

Hash

External Property:
trust (Q; precedéhash(X; msg; h); verifyhash (Q; h; msg)))

i

Internal Property:
none

Rationale:

Whenever a value is compared and found to be equal to the hastessage it can be

D

assumed that this message was used to construct this valuetihe rst place.
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5 Security Engineering Process

5.1 Introduction

Many of the security requirements as they were de ned in [3@hrget a very abstract ar-
chitecture and concentrate on system border actions. Theaee actions that are triggered
by or in uence the system (i.e. car) environment (such as an@®J of one car receiving a
message by another car's ECU, see [11] for more detailed miation). Obviously for a
system as complex as the car2car scenarios in EVITA, thes@ugements cannot be sat-
is ed directly by cryptographic mechanisms or protocols,n particular since the necessary
mechanisms can not be used by all instances in a car (e.g. s#8s Especially since the
requirements span over several agents, they have to be recht lower level requirements
that can be satis ed by cryptographic mechanisms or protods.

The security requirements re nement process that is basedh&ecurity Building Blocks
provides a security and trust model inherently. Based on theecurity requirements, the
necessary trust relations are developed during the re neme Often there are di erent
ways of re nement of a security property, resulting in di eling trust relations which in
turn require di erent security mechanisms to be applied. Tk choice of which security
mechanisms is appropriate is a matter of the engineering @ss. The security and trust
model will therefore not be developed beforehand, but rathan parallel to the architecture
speci cation (see Section 6.1).

5.2 Security Requirements Re nement Process
5.2.1 Overview

The Security Requirements Re nement Process can be divideato two di erent tasks.
The rst, the property re nement, includes the analysis of a requirement that has to
be ful lled, the evaluation of possible building blocks andheir application, as well as
necessary system re nements. The second task is theperty consolidationwhich targets
the uni cation of requirements. In the following the two taks are explained separately
and an example is presented targeting the rst requirementfd30].

5.2.2 Property Re nement

The re nement process starts from a set of requirements and set of system instances
(based on the system component model from [30], Appendix Dn order to provide

completeness, the re nement must be performed for every cbmation of requirement

and system instance. However, due to the sheer number of pbkssystem instances, this
is not possible. Rather, a set of characteristic system ir@sices should be used within
the re nement process. The generalization of the derived gairements to the whole set
of system instances is as yet subject to expert rating and apm of research. As an
example a simpli cation of requirement Authentic 1 from [30] and a system instance with
two vehicles is targeted. Figure 28 gives an overview of thétarting state. The agents in

this example are the sensing vehicl,, the braking vehicleVy, the driver of the braking

vehicle D, the sensing car's sens®,-Se the braking car's brake controllerV;-BC, and

nally the cars' communication units CU.
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Agent abbreviations: Data abbreviations:
Vo := sensingV ehicle info := Sensor Information

V1 := brakingV ehicle CAM := Car2X Awareness Message
CU := CommunicationU nit

Se:= Sensor
BC := BrakeController D := Driverof V 1

[ w 1 [ w ]

Se-Sens o CU-Sen | CU-Rec - BC-Brake

auth (Vo-Se-Sense(info ); V1-BC -brake(); D)

Figure 28 Example Re nement: Basis System

Starting from the security requirement of the top level, thge Security Building Blocks
can be applied whose external property matches the requirent to be achieved. This
means that the requirement is ful lled due to the means of theBuilding Block if its
internal properties are ful lled. In our example, the top level security requirement to
be achieved isauth(Vo-Se-Sensd€info ); V;-BC-brakg)); D). Figure 29 demonstrates a
possible rst re nement step. Note, that the internal propeaty regarding the authenticity
of brake describes that the driveiD is aware of braking action, e.g. because it is part of
his/her local view.

| auth (Vo-Se-Sense(info ); V1-BC -brake(); D) |

haining trust
in precede and
auth

trust (D; precede( auth V1-BC -brake()
Vp-Se-Sense(info ); V1-BC -brake()) V;-BC -brake(); D
Figure 29 Example Re nement: Step One

The resulting internal properties then form the requirements for the next re nement
step. The requirement for the authenticity of braking can b@ssumed to hold, as the driver
will notice an active brake action of his/her vehicle and theefore does not need further
re nement. The \trust in precede" requirement however reqires further re nement, as it
cannot directly be enforced. Accordingly, an appropriate €BB whose external property
matches this \trust in precede" requirement has to be foundsimilarly to a common
puzzle. An example for a possible second step is added to thst step in Figure 30.

The same process continues for the internal properties ofobBaSecurity Building Block
that poses an open security requirement which can not be assed to hold. Figure 31

demonstrates possible further re nement steps for one of ¢hleaf requirements of Fig-
ure 30.
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auth (Vo-Se-Sense(info ); V1-BC -brake(); D)

haining trust
in precede and
auth

trust (D; precede( auth V1-BC -brake()
Vo-Se-Sense(info ); V1-BC -brake())) V1-BC -brake(); D

T ransitiv
trust (precede)

trust (D; precede( trust (D; precede(
Vo-Se-Sense(info ); Vo-Se-Send(info ))) Vo-Se-Send(info ); V1-BC -Brake ()))
Figure 30 Example Re nement: Steps One and Two

An important Security Building Block is related to the inhertance of trust. Depending
on the relation between the systent and a trusted systemSp, it can be the case that
Trust(P; prop) implies prop to hold. Similar, Trust(P; Trust(Q; prop)) holds in S, then
Trust(Q; prop) inherently holds in S. This can be applied to our example properties

trust (D; preceddVy-Se-Sendinfo ); Vo-CU-Redinfo )))
trust (D; preceddVy-CU-Reqinfo ); Vo-CU-Send CAM )))

The \trust in Precede" and \Trust Extraction" re nement of t hese properties is illus-
trated in Figure 32. This is an important step especially dung the design of Trusted
Computing aware systems, as it makes the relations among asted agents and especially
the properties to be attested explicit. But also during the egotiations of Trusted Third
Party (TTP) contracts, the functionalities and guaranteesof the TTP must be made
explicit and incorporated into the system model without modcation.

The result of the \trust in precede" and \trust extraction" r e nement steps in Fig-
ure 32 will be used within the Requirement Consolidation l&r to demonstrate the full
potential of this notion of trust.

Along the course of re nement, with every step new internal ecurity requirements
are generated. This may be summarized as \you cannot build @ity out of nothing".
Therefore, in every step a decision has to be made whether

a requirement shall be re ned further

a requirement is assumed to hold (e.g. due to high attack cosittacks are considered
unlikely) or

a requirement can be guaranteed by e.g. legal/contractualeans.
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trust (D; precede(;
Vop-Se-Send(info ); V1-BC -Brake ()))

T ransitiv
trust (precede)

trust (D; precede(; trust (D; precede(

0-Se-Send(info ); Vo-CU-Rec(info ))) Vp-CU-Rec(info ); V1-BC -Brake ()))

T ransitiv
trust (precede)

trust (D; precede(
Vo-CU-Rec(info ); Vo-CU-Send(CAM )))

trust (D; precede(
Vp-CU-Send(CAM ); V1-BC -Brake ()))

Figure 31 Example Re nement: Step Three and Four

trust (D; precede(
Vo-Se-Send(info ); Vo-CU-Rec(info )))

Trustin Precede

trust D;trust Vo-CU;precede( trust

Vo-Se-Send(info ); Vp-CU-Rec(info )) Vo-CU-Rec(info ); Vo-CU-Send(CAM ))

D; precede(

Trustin Precede

trust D;trust Vi-CU;trust Vo-CU; trust Dj;trust Vi1-CU;precede(
precede(Vo-Se-Send(info ); Vo-CU-Rec(info )) Vo-CU-Rec(info ); Vo-CU-Send(CAM ))
Figure 32 Example Re nement: Step Five
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Formally, during this process an implication chain is beingonstructed in the reverse
direction, inserting additional implications to the begiming of this chain, rather than
appending them. The satisfaction of the requirements in thieafs implies the satisfaction
of the root requirement and, therefore, satisfaction of theystem's security.

During the re nement process, especially when applying Meanism SeBBs (in the
above example we have only applied Formal SeBBs), a re nemenf the system model
may also be necessary. For example the application of an HMASnature SeBB (see
Figure 25) can only provide a property regarding signing aneeri cation actions that were
not part of the system up to that point. This emphasizes the dse liaison between the
security and architecture engineering processes. The coete application of Mechanism
SeBBs will be demonstrated in further EVITA deliverables.

5.2.3 Requirement Consolidation

In a nal step, the requirements from every re nement shouldoe consolidated. This in-
cludes the union of the leaf requirements and in case of cleve nements should demon-
strate a lot of overlaps. Also a grouping of the requirementgy agent might be useful or a
further re nement of selected requirements, depending omé results from the re nement
processes. It may also be of interest to group the trust relans among agents, as e.g. a
single remote attestation can be utilized in order to provid several trusted properties.
The target of the consolidation is the grouping of the trust equirements of the agent
V;-CU towards properties related with agentVy-CU, utilizing the distributivity of trust
regarding logical And. The resulting internal property canthen be noted as follows:

trust D:

trust V;-CU;
trust Vo-CU; precedéVo-SeSendiinfo ); Vo-CU-Reqinfo))
N precedéVy-CU-Redinfo ); Vo-CU-Send CAM ))

This consolidated system may yet be subject to a re nement pcess again. In this
case it might be assumed that the driveD's trust into the communication unit of its own
car V;-CU is given, e.g. the driver trusts its own car. Then the authertity requirement
regarding the data transmission ofnfo within the sensing car from the senso¥,-Seto
the communication unit CU(sV) may be re ned using the HMAC, RSA-Sign or ECC-
Sign Building Block. The trust of the braking vehicle's communiation unit V;-CU into
the veri cation of these HMAC signatures by the other car's ommunication unit, as well
as the internal behavior of the other car's communication uh V,-CU (it will not send
CAM if it did not receive according sensor information), might b enforced using remote
attestation.

This circle between re nement and consolidation can be penfimed as often as needed
in order to receive an appropriate security model at the righlevel of abstraction. It is
possible that this process can be supported by design toois, order to ease the work.
However this is subject to future research beyond the EVITA mject.
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Agent abbreviations:  Data abbreviations:

Vo := sensingV ehicle P os := Position -Information
V1 := brakingV ehicle Envinfo := Environment Information
Env := Environment Sensor V eDy := V ehicle-Dynamics
Cha := Chassis  Sensor CAM := Car2X Awareness Message
App := Application -ECU LDW := Local -Danger -W arning -Message
CU := CommunicationU nit Warn := Driver -Warning -Message
HMI := Human Machine Interface
BC := BrakeController D := Driverof V 1
I Vo Vi I
Env BC
I ™~ App »| CU »| CU »| App <o I
ca 7 I HMI
I |

Figure 33 Assumed generic Topology

5.3 Application to EVITA-Requirements
5.3.1 Overview

The security engineering process presented in Section 5.Bhwa rather simple example
will now be applied to EVITA's security requirements Autheric_1 through Authentic_9
from [30], representing Use Cases 1,2,4,5 from [17].

The functional distribution of the respective use cases regsents an important factor
for the security engineering. Figure 33 illustrates a generversion of the according topol-
ogy. It is assumed that all data aggregation and computatiors in each case performed
within a specialized agent called the ApplicationAgent. Wather this is a specialized
ECU or part of a di erent ECU like the CCU is not important for t he higher level se-
curity engineering. The choice of mechanisms and protocotsowever, will have to take
this into account. The other agents in the assumed topology@dedicated to very simple
tasks. The sensors and actuators do not process the data inyaiorm, and the CCU will
only route messages between external and internal interlz&c However, as a result of the
security engineering, requirements for a more sophistieat routing including attestation
and signature checks arise.

The re ned requirements will afterwards be categorized wlit respect to three cate-
gories:

Internal Requirements that are posed on a car by its driver,
C2C Requirements that are concerned with the car-to-car commigation,

Remote Requirements that are posed on a car by other car's drivers &SUs.
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5.3.2 Re nement of Requirements

Starting Point:
Authentic _1: auth(V;-Env-SensdEnvinfo;t ); V;-BC-Brake(); Vi-Driver )

Re nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede

Re ned Properties:
trust (Vy-Driver,;
preced€V;-Env-Sens€Envinfo;t o); Vi-Env-Send Envinfo;t 1))
N preceddV;-Env-Send Envinfo;t 1); Vi-App-Red Envinfo;t ,))
N preceddV;-App-RedEnvinfo;t ,); Vi-App-Send BrakeComm; t3))
A preceddV;-App-Send BrakeComm;t3); V;-BC -Req BrakeComm; ty))
N preceddV;-BC-ReqBrakeComm;t,); V;-BC-Brake(ts))
)

auth(V;-BC-Brake(ts); V1-BC-Brake(ts); Vi-Driver )

Starting Point:
Authentic _2: auth(V;-Cha-SensdV eDy; ty); V;-BC -Brake(); V;-Driver )

Re nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede

Re ned Properties:
trust (Vy-Driver,;
preced€V;-Cha-Sens€V eDy; ty); Vi-Cha-SendV eDy; t;))
N precedéV;-Cha-SendV eDy; t;); Vi-App-RedV eDy; 1))
N preceddV;-App-ReqV eDy; t,); Vi-App-Send BrakeComm; t3))
A preceddV;-App-Send BrakeComm; t3); V;-BC-Red BrakeComm; ty))
N preceddV;-BC-ReqBrakeComm;t,); V;-BC-Brake(ts))
)

auth(V;-BC-Brake(ts); V1-BC-Brake(ts); Vi-Driver )

Starting Point:
Authentic _3: auth(V,;-GP S-SensdP o0s;; to); V1-BC -Brake(); V;-Driver )

Re nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede

Re ned Properties:
trust (Vy-Driver,;
preced€V;-GP S-SensdP 0s;; tp); Vi-GP S-Send P 0s;; t1))
N preceddV;-GP S-Send P os;; t1); Vi-App-Red P 0s; t5))
A preceddV;-App-RedP os;; t,); Vi-App-Send BrakeComm; t3))
A preceddV;-App-Send BrakeComm; t3); V;-BC -Req BrakeComm; t,))
N preceddV;-BC-ReqBrakeComm;t,); V;-BC-Brake(ts))
)

auth(V;-BC-Brake(ts); V1-BC-Brake(ts); Vi-Driver )
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Starting Point:
Authentic _4: auth(Vo-GP S-Sens€P 0; tp); Vi-BC-Brake(); Vi-Driver )

Re nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede

Re ned Properties:

trust (Vy-Driver,;
preced€Vy-GP S-SensdP 05 tp); Vo-GP S-Send P 0%; t1))
precedé€Vy-GP S-Send P 0s; t1); Vo-App-Red P 0%; t2))
preced€Vo-App-Red P 0%; t2); Vo-App-Send LDW; t 3))
preced€V,-CCU-ReqLDW;t 3); Vo-CCU-Send LDW; t 4))
preced€Vy-CCU-Send LDW;t,); V;-CCU-ReqLDW; t 5))
preced€¢V;-CCU-Req LDW;t 5); V;-CCU-Send LDW; t ))
preced€V;-CCU-Send LDW;t ¢; Vi-App-ReqLDW; t 7))
preced€V;-App-RedLDW,;t ;); Vi-App-Send BrakeComm; tg))
preced€V;-App-Send BrakeComm; tg); V;-BC-Req BrakeComm; tg))
preced€V;-BC-Req BrakeComm; tg); V;-BC-Brake(typ))

> > > > > > > > >

)
auth(V;-BC-Brake(tyg); V1-BC-Brake(t1o); Vi-Driver )

Starting Point:
Authentic _5: auth(Vp-Cha-SensdV eDy; ty); V;-BC -Brake(); V;-Driver )

Re nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede

Re ned Properties:

trust (Vy-Driver,;
precedé€Vy-Cha-Sens€V eDy; t); Vo-Cha-SendV eDy; t;))
precedé€Vo-Cha-SendV eDy; ty); Vo-App-RedV eDy; 1))
precedé€Vyo-App-RedV eDy; t); Vo-App-Send LDW; t 3))
preced€Vy-CCU-Req LDW;t 3); Vo-CCU-Send LDW; t 4))
preced€V,-CCU-Send LDW;t ,); V;-CCU-ReqLDW; t 5))
preced€¢V;-CCU-Req LDW;t 5); V;-CCU-Send LDW; t g))
preced€V;-CCU-Send LDW;t ¢; Vi-App-ReqLDW; t 7))
preced€V;-App-RedLDW,; 1 ;); Vi-App-Send BrakeComm; tg))
preced€V;-App-Send BrakeComm; tg); V;-BC-Red BrakeComm; tg))
preced€V;-BC-ReqBrakeComm; tg); V;-BC-Brake(typ))

> > > > > > > > >

)
auth(V;-BC-Brake(t1o); V1-BC-Brake(ty); Vi-Driver)

63




Starting Point:
Authentic _7: auth(V;-GP S-Sens€P 0s;; tp); Vi-HMI -Display (; Warn); V;-Driver )

Re nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede

Re ned Properties:

trust (Vy-Driver,;
preced€V;-GP S-Sensd€P 0s;; tp); Vi-GP S-Send P 0s;; t1))
preced€V;-GP S-Send P os;; t;); Vi-App-Red P 0s; t5))
preced€V;-App-RedP os;; t,); Vi-App-Send W arn; t 3))
precedé€V;-App-SendW arn; t3); Vi-HMI -ReqW arn; t,))
precedé€V;-HMI| -RedW arn;t,); Vi-HMI -Display (W arn;ts))

AN
AN
AN
AN

)
auth(Vi;-HMI -Display (Warn;ts); Vi-HMI -Display (W arn; ts); Vi-Driver )

Starting Point:
Authentic _8a: auth(V,-GP S-SensdP 05; tp); Vi-HMI -Display (); Vi-Driver )

Re nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede, TODO:OneAuth

Re ned Properties:

trust (Vy-Driver,;
preced€Vy-GP S-Sens€P 0% tg); Vo-GP S-Send P 0%; 1))
preced€Vy-GP S-Send P 0; t1); Vo-App-Red P 0%; t5))
precedé€Vo-App-Red P 05; t5); Vo-App-Send CAM; t 3))
precedé€Vy-CCU-Req CAM;t3); Vo-CCU-Send CAM; t4))
preced€Vy-CCU-Send CAM; t,4); V;-CCU-Req CAM; t5))
preced€V,;-CCU-Req CAM;t5); V;-CCU-Send CAM; tg))
preced€¢V;-CCU-Send CAM;t¢; Vi-App-Req CAM; t 7))
preced€V;-App-Req CAM;t 7); Vi-App-SendW arn; tg))
preced€V;-App-SendW arn; tg); Vi-HMI -ReqW arn; tg))
precedé€V;-HMI| -RedqW arn;tg); Vi-HMI -Display (W arn; t10))

> > > > > > > > >

)
auth(Vi;-HMI -Display (Warn;ty0); Vi-HMI -Display (W arn; to); Vi-Driver )
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Starting Point:
Authentic _8b: auth(RSU-Send CAM;ty); Vi-HMI -Display (); Vi-Driver )

Re nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede, TODO:OneAuth

Re ned Properties:
trust (Vy-Driver,;

A precedéRSU-Send CAM;ty); Vi-CCU-Redq CAM; t 1))
preced€V;-CCU-Req CAM;t,); V;-CCU-Send CAM; t,))
preced€V;-CCU-Send CAM;t ,; Vi-App-Req CAM; t 3))
preced€V;-App-Red CAM;t 3); Vi-App-Send W arn; t4))
preced€V;-App-SendW arn; t,); Vi-HMI -ReqW arn; ts))
preced€V;-HMI| -RedW arn; ts); Vi-HMI -Display (W arn; te))

> > > > >

)
auth(Vi;-HMI -Display (W arn;te); Vi-HMI -Display (W arn; tg); Vi-Driver )

Starting Point:
Authentic 9a: auth(V;-Cha-Sens€V eDy; t); Vi-HMI -Display(); Vi-Driver )

Re nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede, TODO:OneAuth

Re ned Properties:

trust (Vy-Driver,;
preced€Vy-Cha-Sens€V eDy; ty); Vo-Cha-SendV eDy; t;))
precedé€Vo-Cha-SendV eDy; ty); Vo-App-RedV eDy; 1))
precedé€Vyo-App-RedV eDy; t,); Vo-App-Send CAM; t 3))
preced€Vy-CCU-Req CAM; t 3); Vo-CCU-Send CAM; t4))
preced€Vy-CCU-Send CAM; t,4); V;-CCU-Req CAM; t5))
precedg¢V;-CCU-Req CAM;t5); V;-CCU-Send CAM; tg))
preced€V;-CCU-Send CAM;t¢; Vi-App-Req CAM; t 7))
preced€V;-App-Red CAM;t 7); Vi-App-Send W arn; tg))
preced€V;-App-SendW arn;tg); Vi-HMI -ReqW arn; tg))
preced€V;-HMI| -RedW arn;tg); Vi-HMI -Display (W arn; t10))

> > > > > > > > >

)
auth(V;-HMI -Display (W arn;ty0); Vi-HMI -Display (W arn; to); Vi-Driver )
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Starting Point:
Authentic _9b: auth(RSU-Send CAM;ty); Vi-HMI -Display (); Vi-Driver )
Re nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede, TODO:OneAuth
Re ned Properties:
trust (Vy-Driver,;

A precedéRSU-Send CAM;ty); Vi-CCU-Redq CAM; t 1))
preced¢V,-CCU-Req CAM;t,); V;-CCU-Send CAM; t,))
preced€V;-CCU-Send CAM;t ,; Vi-App-Req CAM; t 3))
preced€V;-App-Red CAM;t 3); Vi-App-Send W arn; t4))
preced€V;-App-SendW arn; t,); Vi-HMI -ReqW arn; ts))
preced€V;-HMI| -RedW arn; ts); Vi-HMI -Display (W arn; te))

> > > > >

)
auth(Vi;-HMI -Display (W arn;te); Vi-HMI -Display (W arn; tg); Vi-Driver )

5.3.3 Consolidation

The requirements resulting from the above re nement stepsao be consolidated and
categorized to the categoriegocal, communication and reporting/remote requirements
We expect requirements of the same category to be addressaby similar, if not equal,
M-SeBBs, while requirements of di erent categories will ¢tinly have to be addressed
by di erent M-SeBBs.

Each of the categories of requirements are grouped regamglibehavioral and com-
munication requirements for each of the sensors, then the @munication Unit, the
Application ECU and nally the actuators:

Local requirements:
auth(V;-BC-Brake(t1g); V1-BC-Brake(ty); Vi-Driver)
auth(Vi;-HMI -Display (W arn;ty0); Vi-HMI -Display (Warn;to); Vi-Driver )
trust (Vy-Driver;
preced€V;-Env-Sens€Envinfo;t 5); Vi-Env-Send Envinfo;t ¢))
N preceddV;-Env-Send Envinfo;t ¢); Vi-App-Red Envinfo;t 7))

N preced€V;-Cha-Sensd€V eDy; t5); Vi-Cha-SendV eDy; t5))
N precedéV;-Cha-SendV eDy; t); Vi-App-RedV eDy; t7))

N preceddV;-GP S-Sens€P o0s;; ts); V;-GP S-Send P 0s;; tg))
N preceddV;-GP S-Send P os;; tg); Vi-App-Red P 0s;; t7))

A preced€V;-CCU-ReqLDW,;t5); V;-CCU-Send LDW; t ))
N preceddV;-CCU-Req CAM;t5); Vi-CCU-Send CAM; tg))
A precedd€V;-CCU-Send LDW,;t ¢; Vi-App-ReqLDW; t 7))

N preceddV;-CCU-Send CAM; tg; Vi-App-Red CAM; t 7))
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> > > > > >

>

>

preced€V;-App-RedEnvinfo;t ;); Vi-App-Send BrakeComm; tg))
preced€V;-App-RedV eDy; t7); V1-App-Send BrakeComm; tg))
preced€V,-App-RedqP 0s;; t7); Vi-App-Send BrakeComm; tg))
preced€V;-App-RedLDW,; 1 ;); Vi-App-Send BrakeComm; tg))
preced€V;-App-Red P os;; t7); Vi-App-Send W arn; tg))
preced€V;-App-Req CAM; t 7); Vi-App-Send W arn; tg))

preced€V;-App-Send BrakeComm; tg); V;-BC-Red BrakeComm; tg))
preced€V;-BC-ReqBrakeComm; tg); V;-BC-Brake(typ))

N preceddV;-App-SendWarn; tg); Vi-HMI -RedqW arn; tg))

precedé€V;-HMI| -RedW arn;tg); Vi-HMI -Display (W arn; t10))

Communication requirements:

trust (Vy-Driver,;

AN

AN

)

preced€Vy-CCU-Send LDW;t,); V;-CCU-ReqLDW; t 5))
preced€Vy-CCU-Send CAM; t 4); V;-CCU-Req CAM; t5))
precedéRSU-Send CAM;t,4); V;-CCU-ReqCAM; t5))

Reporting / Remote requirements:

trust (Vy-Driver,;

AN

AN

> > > > >

>

>

preced€Vy-GP S-Sens€P 0% tg); Vo-GP S-Send P 0%; 1))
precedé€Vy-GP S-Send P 0; t1); Vo-App-Red P 0%; t5))

precedé€Vy-Cha-Sens€V eDy; ty); Vo-Cha-SendV eDy; ;))
precedé€Vo-Cha-SendV eDy; ty); Vo-App-RedV eDy; 1))

precedé€Vo-App-Red P 05; t,); Vo-App-Send LDW; t 3))
precedéVo-App-RedV eDy; t,); Vo-App-Send LDW; t 3))
precedé€Vo-App-Red P 05; t2); Vo-App-Send CAM; t 3))
precedé€Vyo-App-RedV eDy; t,); Vo-App-Send CAM; t 3))

preced€Vy-CCU-Req LDW;t 3); Vo-CCU-Send LDW; t 4))
preced€Vy-CCU-Req CAM; t 3); Vo-CCU-Send CAM; t4))
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6 Parallels to Model Driven Engineering

6.1 Overview

In this section we rst give an example of how RBAC can be card out in EVITA and
then we show the connection between the EVITA metamodel andhé formal model. This
is done through the use of stereotypes. The objective hergust to show the process and
not to be exhaustive. Complete description of all the stergges for RBAC and those
associated to the formal model is out of the scope of this dedrable.

6.2 Applying the RBAC model to EVITA

For RBAC we choose the use case \Local Danger Warning to oth@ars" (see use case 5
of [17]). This use case is simple and does not really need atssticated access control like
RBAC but the idea is just to illustrate the mechanism. Figure34 shows the use case: a
sensor detects a potential danger, it sends the informatido the LWD application which
sends a local danger warning message to the other vehicles.

Figure 34 RBAC Applying to EVITA

All the functionalities that run in the car are classi ed into roles. Their names are
speci ed in an enumeration. The stereotype<< role>> with the value SENSOR for
its attribute \kindof" associated to the environmental sersor (SE) states that the later
belongs to the role SENSOR. In the same way, the LWD applicatn (LWD) belongs
to the role WARNER and the communication unit (CU) belongs tothe role COM. A
stereotype<< rolepolicy>> is attached to the action<< rec>> of LWD. It speci es that
only agent having the role SENSOR are unconditionally graet access to it. A stereotype
<< rolepolicy>> is attached to the action<< rec>> of CU. It speci es that only agent
with the role WARNER are granted access to it under the condibn that the information
passed to the CU agent is encrypted and it will be the case thks to the stereotype
<< conf>> associated to the connection between the two agents LWD andUC This
stereotype is the same that is shown below for the formal mdde
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In Model Driven Engineering, models are saved in a repositorTransformation models
could be applied to the repository. So, the repository coulde an entry point for security
formal languages. For this, we must have the same semantia drder to achieve this, we
must de ne a UML pro le which be compatible with Security Building Blocks. Figure 35
illustrates the connection between the EVITA metamodel andhe formal model.

Figure 35 Using SeBB in UML

For that we use the example of Figure 28 without the forwardip Vehicle for simpli-
cation. The UML component view shows three components: theensor Vehicle (sV),
the braking Vehicle (bV) and the driver. Several stereotypeare applied on these com-
ponents, on the agents that belong to these components or dmetactions of these agents
(see Figure 36). They are displayed as commentaries.

As it is not possible to apply the same stereotype on severahtigies, we apply
a stereotype on one entity and specify the other entities asales of its attributes.
For example the stereotype<< authentic>> applied on the driver component states
that if the action << brake(BC(bV))>> happens, the driver is sure that the action
<< sens(SE(sV)P> has already happened. On Figure 37, due to the re nement pro-
cess, stereotypes< precede" and<< trust>> are applied. The leftmost stereotype
<< precede { action : send(SE(sV}H> is applied on the<< sens(SE(sV)»> action of
the agent SE (sensor of the sV vehicle) and states that this t&mn precedes the action
<< send(SE(sV)pl> of the same agent. The stereotype trust applied to the drivecom-
ponent is a little bit more complicated. Its attribute << predicate>> can receive multiple
values. Its rst value states that driver trusts that the predicate mentioned above on the
action << sens(SE(sV)»> holds. The re nement process ends with the addition of the
stereotype << conf>> on the connection between the two agents CU(sV) and CU(bV)
(see Figure 37).

The re nement process is done thanks to a reasoner which capés model elements and
transforms the models with inferred security concepts. Fanstance, as shown in Figure 38,
a designer needs to specifputh(a,c,P). Due to design restrictions, he could express
Auth(a,b,P) and Auth(b,c,P). From the model, it is possible to provide to a reasoner (the
reasoner is compliant to Security Formal Models) and verifgome requirements.
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Figure 36 First steps of the re nement process

Figure 37 Last step of the re nement process
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Figure 38 Requirements Veri cation in MDE thanks to Formal Languages

6.3 Integration into Model Driven Engineering

The Security Engineering Process of Section 5 is supposed®performed in parallel with

the design of the vehicles' on-board architecture. Assungna model driven engineering

process (MDE) the example re nement in the previous sectiostarted to work on a

platform-independent model (PIM) derived from the securit requirements identi cation.

As a rst step, a functional distribution of the involved communication units was assumed.
Reasons for such a distribution may be, among others:

Computation of values by di erent entities
Routing at a gateway in the network topology { as opposed to ser forwarding.
\Routing" among trust zones (e.g. di erent PKI Infrastruct ures)

For our example described in the previous section, we havesamed that the Commu-
nication Units of the cars were considered to be routers inri@s of networking, such that
for the inter-vehicle communication each vehicle is represted as a single agent, whilst
consisting of several agents internally (addressed by thec®nd item in the above list).
At the same time, the Communication Units of cars might be pdrof a trust zone internal
to the car, where components can identify each other based o#lationships established
during production or maintenance. Communication Units mayat the same time be part
of a PKI that identi es legitimate Communication Units of di erent cars even among
di erent vendors (the third item in the above list).

Still these decisions are to be based on the functional limations and decisions made
within the architectural design process. Therefore, the dgeee of distribution of a global
function into small subfunctions performed by di erent agets is very important for the
security engineering process. If a sensor's data is transted directly to a communication
unit, processed there and then sent on, a trust relation ha®tbe established only with
the communication unit, the sensor and the communication aomg them. In contrary, in
case of a system with an additional ECU performing plausitily checks and forwarding
the combined data, and another ECU being a gateway among drent networks within
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the vehicle, those additional ECUs and the additional threeommunication channels have
to be part of the trust chain as well.

Thus, architectural design choices in uence the re nementowards a platform-speci c
model. However, the example re nement of the previous seati is still mechanism and
protocol agnostic, i.e. mechanism independent. Only a padf the SeBB approach has
been utilized yet, namely those SeBBs that are based on forliyaproven properties of
security properties. As a next step, an adequate choice of admanisms and protocols has
to be taken. This will again include the application of SeBB§ mechanism based and
formal ones. However, the chosen mechanisms and protocalsiw turn pose new security
requirements that need to be ful lled as well. More SeBBs came applied to further re ne
the model. The re nement must, therefore, be performed up ta point at which every
remaining internal security property is considered to be jwided by the system. Reasons
for assuming an internal security property to hold may be thait is considered to be
contractually enforced or too expensive to be broken for a psible attacker.

Currently, some of the most important security mechanismss(ich as HMAC, digital
signature, symmetric encryption) have already been modele We plan to continue this
work and model for example attestation as part of the Trusted€Computing functionality
and non-cryptographic mechanisms such as OS-based paditing.
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7 Conclusions

In this document we describe the MDE approach which greatlyrapli es the development
of applications. With this approach, software is mainly desibed by models, not by code.
Tools can then be used to automatically generate executabt®de from these models.
This ensures that the code is in conformity to the models. Wehsew how this approach
can be used for the design and the implementation of securepéipations for the EVITA
project.

We begin with a speci cation of a UML metamodel for security \wich de nes all terms
relative to security together with their semantics. This spplies all the partners with a
common understanding of the domain but more importantly the gives a syntax that is
used to specify models for secure applications. This way nedsl are coherent with the
metamodel.

We continue with a description of some well-known access tah models among which
the RBAC model (or better, the P-RBAC model when privacy is arimportant concern)
is the preferred one. We specify these models in UML and intage them into our
metamodel. When designing an application, the developercghoose the access control
model best suited to his needs.

Further, we have introduced the Fraunhofer SIT Security Modling Framework (SeMF)
and, based on security property de nitions of this framewdt, we have de ned a set of
security property predicates relevant for EVITA. On this basis, the notion of Security
Building Blocks (SeBB) has been developed and embedded iretformal language theory
of SeMF. Two types of particular SeBBs have been introduce@ormal SeBBs that re ect
properties of the predicates and that can be mathematicallproven within SeMF, and
Mechanism SeBBs that re ect properties of security mechasins (e.g. cryptographic algo-
rithms) that are proven by cryptanalysis experts. The SeBBsre the means for security
requirements re nement and thus their use constitutes a sedty engineering process that
starts with a high level security requirement as presentedh [30] and ends with a number
of security mechanisms that need to be applied, accompanibg a set of assumptions
on the system that need to hold in order for the security requements to be satis ed.
Usually there exist several di erent possibilities of secuy requirement re nement, the
choice of which to choose for a concrete system depends ors tystem's architecture and
constraints that might exist.

A set of Formal and Mechanism SeBBs relevant within EVITA haween presented and
an exemplary set of security requirements of [30] has beenned in order to categorize
them with respect to their nature (local, communication, reorting/remote). The security
engineering process has been demonstrated for one of thespiirements for a simpli ed
system instance up to the point in which Mechanism-SeBBs ret¢o be applied. Fur-
ther work to be conducted concerns the security engineerimmg concrete system instances
within EVITA that re ect the system architecture, i.e. the application of SeBBs that
in particular model the protocols developed within EVITA. This shall ensure that both
the system engineering and the security engineering proses having been conducted in
parallel result in a system that indeed satis es the secustrequirements initially speci-
ed in [30]. Finally, the correct integration of SeBBs will be veri ed in further EVITA
deliverables.
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