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Abstract

The objective of the EVITA project is to design, verify, and prototype an architecture for
automotive on-board networks where security-relevant components are protected against
tampering and sensitive data are protected against compromise. Thus, EVITA will pro-
vide a basis for the secure deployment of electronic safety aids based on vehicle-to-vehicle
and vehicle-to-infrastructure communication.

Designing a system respecting the criteria of security and trust is a complex task.
Security will cover various aspects such as dependability,integrity, authenticity, or even
privacy. It is thus possible to have con�dence in a system where evidence is provided to
the user. To do this, taking into account security issues should begin early in the product
life cycle. Currently, model driven approaches are used in application design. Model
oriented approaches must be adjusted to take into account the security mechanisms.

This document analyzes di�erent approaches to security architecture models and spec-
i�es a suitable security and trust model for automotive on-board networks. Two main
solutions are proposed to adapt model approaches. The �rst one concerns directly the
model driven engineering by introducing all needed concepts into a model. The second
solution proposes a formal method for the re�nement of security properties. High level
properties speci�ed within a platform-independent model can be re�ned to properties
required by certain security mechanisms which in turn re
ect the platform-speci�c archi-
tecture chosen.
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1 Introduction

1.1 General

For the last twenty years, security has been a main issue of computer sciences. Today's cars
have systems more e�cient to interact with other vehicles oreven with an infrastructure.
It is therefore important to deal with privacy and security for the car.

Security is not a module that can be added to a system but needsto be taken into ac-
count earlier in the product life cycle. Security risk management process is an aggregation
of methodologies and tools helping designers and developers to take rational decisions.
Model driven approaches have become popular. In these approaches, speci�cations and
developments are model centric. A model is an abstraction ofa physical or virtual entity
which gives a simple understanding. This document focuses on using models for security
and trust.

1.2 Scope

The objective of this document is to analyze di�erent approaches to security architecture
models and to specify a suitable security and trust model forthe overall architecture. The
purpose of such a security model is the following:

� to specify the overall security architecture at a su�ciently general and abstract level.
The model is therefore independent of the technology. In particular a cryptographic
technology can change while the security model is the same;

� to specify security levels, stakeholders (e.g., vehicles,drivers, infrastructure), roles,
enforcement;

� to de�ne trust relationships for enabling e-security relevant use cases;

� to specify instrumentation requirements, points of control and approaches for (1)
policy enforcement, (2) certi�cation, (3) empowerment aspects. Policy enforcement
is related to a security parameter that can be con�gured (e.g., the driver is allowed
to read data item A). Certi�cation is related to a security feature that is static and
can be veri�ed (e.g., an independent party can verify that some elements of the
architecture are compliant. Empowerment allows a businessstakeholder or a user
to observe and verify security and trust in the vehicle (e.g., an OEM can check a
log of activities).

The purpose of the document is further to introduce a security engineering process
that can be used to derive a concrete EVITA security architecture. This process starts
on a platform-independent model (PIM) by addressing security requirements identi�ed
in [30]. These requirements are re�ned until �nally arriving at one or more possible
platform-speci�c models (PSM) that re
ect both the possibilities and the constraints of
the EVITA architecture (see Section 2 for more explanationson the idea of PIM and
PSM). The re�nement process is supported by so-calledSecurity Building Blocks(SeBBs)
that represent either security properties or properties ofsecurity mechanisms. The SeBBs
are based on and part of the Security Modeling Framework SeMFdeveloped by Fraunhofer
SIT. Thus, this document will
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� introduce the Fraunhofer SIT Security Modeling Framework (SeMF) for security
property formalization in the security and trust model;

� specify the Security Building Blocks (SeBBs) within SeMF for the model-based
security engineering process;

� and provide an exemplary engineering of an SeBB/SeMF-basedsecurity and trust
model based on a use case and example requirement from [17, 30].

1.3 Organization of the document

This document is structured as follows: Section 2\Using Models for Security" explains
the interest of Model Driven Engineering (MDE) approaches and gives some example of
security models. Section 3\Using Models for Security of Automotive On-Board Network"
clari�es the aspects of security in the context of EVITA. A metamodel expresses all needed
concepts. Section 4\Fraunhofer SIT Security Modeling Framework" explains the use of
a formal approach for security. Section 5\Security Engineering Process" proposes an
approach to manage security. Finally, Section 7 contains conclusions.

2



2 Using Models for Security

2.1 Introduction

A model is an abstraction of a physical or a virtual entity which is easily understood
and manipulated. From these models, studies could be applied for verifying concepts and
properties. In software engineering, model driven engineering is frequently used. Like in
other domains, tools could be applied on these models.

A security model refers to a template for addressing security concepts. The pattern
provided by the security model will specify and enforce security policies.

This section starts to specify all properties involved in the scope of EVITA. Then some
existing security models are presented.

2.2 Scope of Security Properties in EVITA

This section presents security properties that will be addressed by EVITA. It takes as
input the di�erent use cases described in [17]. From this, itderives security policies that
must be enforced like authentication of the mobile device. These security policies are
described in Table 1. This will allow verifying that all the EVITA security elements are
taken into account by security models.

2.3 Some Existing Security Models

2.3.1 Overview

Before applying our metamodel on the EVITA project we think that it would be interest-
ing to evaluate this metamodel towards some well known security model. Therefore, we
have chosen some security models with the objective in mind to set up the elements needed
to verify that these models are consistent with the metamodel developed for EVITA. Then,
these access control models will be integrated in the EVITA metamodel.

One of the key concepts of security in computer systems is \Access Control". It is quite
obvious that this concept allows or denies access to the resources one wants to protect
following given policies. This concept has been widely usedsince the very beginning of
distributed systems in which multiple users can share or have access to common resources.
When access control is in place, a subject is able to perform an operation on an object
according to a given policy. Three objectives are recognized as being characteristic of any
secure system [34, 4]:

� Con�dentiality which concerns the fact that only the peoplewho are authorized to
access information are able to do so;

� Integrity which is about protecting information from unauthorized modi�cation.
Information is not modi�ed or destroyed or subverted in any way;

� Availability which assures that information is available when it is needed.

Access control deals mainly with the �rst two objectives butit also has an important
role for the third one. Therefore, an access control model ispart of a security model. It
de�nes the relationships between entities like:

3



Table 1 Excerpt of security and trust requirements of di�erent use cases

Category Use case Security and Trust Need

Car to My Car
Safety reaction: Activate
brake (Use Case 1)

Authenticity of data, privacy of
broadcast car information

Local Danger Warning from
other cars (Use Case 2)

Authenticity, trustworthy

Tra�c Information from
other entities (Use Case 3)

Privacy of broadcast car informa-
tion

My Car to Car
Messages lead to safety re-
action (Use Case 4)

Privacy of broadcast car informa-
tion

Local Danger Warning to
other cars (Use Case 5)

Authenticity, trustworthy

Tra�c Information to other
entities (Use Case 6)

Trustworthy, integrity, freshness

Car to I and I to Car

eTolling (Use Case 7) Privacy and Integrity of data, Au-
thentication of charger

eCall (Use Case 8) Privacy of position chain
Remote Car Control (Use
Case 9)

Integrity, non-replicability, au-
thentication of mobile, authoriza-
tion of user

Point of Interest (Use Case
10)

Authentication of sender, in-
tegrity of information

Nomadic Device
Install applications (Use
Case 11)

Security and integrity of the ap-
plication, authentication of user,
authorization of person

Secure Integration (Use
Case 12)

Authentication of mobile, secure
internet access, integrity of data,
authorization of person

Nomadic Device Personalize the car (Use
Case 13)

Integrity and non-replicability of
connection, authentication of mo-
bile, authorization of person

Installation Car2x Unit
(Use Case 15)

Privacy of broadcast car informa-
tion

Diagnosis
Remote Diagnosis (Use
Case 16)

Authentication of diagnose tool,
con�dentiality, integrity of data,
anonymity, freshness

Remote Flashing (Use Case
17)

Authentication of diagnose tool,
con�dentiality, integrity of data,
anonymity, freshness

Flashing per OBD (Use
Case 18)

Authentication of diagnose tool,
con�dentiality, integrity of data,
anonymity, freshness
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� a subject which is generally a computer process acting on behalf of a user or another
process. Often the user is not considered because he does notoperate directly on
objects but operates through a subject.

� an object which represents the data, the information, the resource the subject wants
to operate on. An object may be another subject.

� an operation which is what the subject wants to do on the target object.

� a permission which is the right that a subject has to carry outan operation on an
object.

Several Access Control Models exist, three of which are:

� The Discretionary Access Control or DAC. This model has beenclearly formalized
by Lampson [20]. This model is probably one of the most used throughout the world
even though few people know this name. It is implemented in Unix based systems.
In this model, an access policy (or permission) is determined by the owner (or a
group) of an object. The owner decides who is allowed to access the object and
what privileges they have. This model has several drawbacksone of which is the
so called \Transitive Read Access". For example if we have three users such that
user3 is not allowed to access a user1's �le, but user2 has read access on this �le, if
user2 copies this �le in his environment and user3 is grantedaccess to it, user3 has
now read access to the content of user1's �le.

� The Mandatory Access Control or MAC. It is an access policy determined by the
system, not the owner. Therefore, normal users (i.e. without administrators rights)
cannot modify access policies. MAC is used in multilevel systems that process
highly sensitive data, such as classi�ed government and military information. The
Bell-LaPadula model [5] is one of the most famous representative solutions of this
family. We have chosen this model for our test bench so it is described in more
details in Section 2.3.2.

� The Role-Based Access Control or RBAC is an access control model in which access
decisions are based on the roles that individual users have as part of an organization.
We also choose this model for our test bench (see Section 2.3.5).

The three models above are among the best-known models, but other models exist
like the Clark-Wilson model [9] which we describe a little bit further, the Biba integrity
model [6] which is a variant of the BLP model, but it focuses onintegrity, and the Chinese
Wall policy [7].

2.3.2 Bell-Lapadula Model

The Bell-LaPadula model [5] is a famous model focused on datacon�dentiality and access
to classi�ed information. An important element of the modelis the security level which
is characterized by a classi�cation (unclassi�ed, secret,etc.) and a category (military,
nuclear, etc.). All security levels are ordered by a hierarchy. Objects and subjects are
labeled with security levels: each object is assigned a security level that re
ects its relative
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sensitivity, con�dentiality, and protection value and each subject is assigned a security
level. When a subject is acting on behalf of a user, it inherits the security level of that
user.

Access permissions are de�ned through an access control matrix and security levels.
Five types of access attributes have been considered:

� The read access is in fact a read-only access. It allows a subject to read the content
of an object but not to modify it.

� The append access corresponds to a pure write access. It allows a subject to add
information to an object while preventing information extraction from the object.

� The read and write access which is often simply called write access allows a subject
to read information from the object and to modify it.

� The execute access allows a subject to trigger the executionof an object

� The control access allows a subject to extend to another subject one or more of the
other four accesses.

The access control matrix mentioned above gives for each possible subject-object pair-
ing, a list of access attributes associated with that subject-object pairing. Figure 1 shows
an example where the access attributes write (w) and control(c) are associated with sub-
ject S7 and object O9. In other words, subject S7 has write andcontrol access permission
to object O9.

Figure 1 The BLP access matrix example

Then a subject can make requests for access to objects, requests to make changes to
the access matrix of the system, requests to create objects,or requests to delete objects.
The responses of the system to requests are called decisions. A certain number of rules
have been de�ned to satisfy the condition that security compromise (in the usual sense of
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military and governmental de�nitions of security compromise) are not allowed to occur.
In this overview we do not consider the interaction of several accesses which can lead to
potential compromise. Having this in mind, some of these security rules are:

� a subject can read from classi�cations lower than the one they are granted.

� a subject can write to a higher classi�cation.

� a subject is given read and write access to objects only of thesame classi�cation.

� a subject cannot give access attributes unless it itself hascontrol access and the
access attribute it is attempting to give.

2.3.3 Clark-Wilson Integrity Model

The Clark-Wilson integrity model is quali�ed as a commercial security model. It addresses
the security requirements of commercial application with emphasis on integrity of data.
It classi�es data into two categories:

� Constrained data item (CDI) which represents data that mustbe protected.

� Unconstrained data item (UDI) which is a conventional data object the integrity of
which does not need to be assured by the model.

It also de�nes two classes of operations:

� Transformation procedure or TP which is a trusted program that transforms CDI
and UDI into valid CDI.

� Integrity veri�cation procedure or IVP which is a program that veri�es that data
are in valid states.

And �nally it de�nes two kinds of integrity policies or rules [7]:

� �ve certi�cation rules C1 up to C5:

{ C1 or IVP certi�cation rule: there exist an IVP for the validation of any CDI
(i.e. any CDI is in a valid state).

{ C2 or validity rule: when applied to a CDI, a TP must maintain its integrity.
All TPs are certi�ed to be correct.

{ C3 or separation of duty rule: all TPs implement the principles of separation
of duty and least privileges.

{ C4 or journaling rule: all TP actions are logged for allowingthe operation to
be reconstructed.

{ C5 or induction rule: when applied to an UDI, a TP must be certi�ed to
transform it into a valid CDI if possible and reject it otherwise.

� four enforcement rules E1 up to E4:

{ E1 or validity rule: only certi�ed TPs are allowed to operateon CDI
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{ E2 or separation of duty rule: access to CDI is only through valid TPs

{ E3 or subject identity rule: each user that attempts to execute a TP must be
authenticated

{ E4 or initiation rule: only the administrators can setup theauthorization of a
TP

An attempt has been made to apply this model to a DBMS [12].

2.3.4 Chinese Wall security policy

The Chinese Wall security policy has been identi�ed by Brewer and Nash [7]. Its basic
idea is to keep company information con�dential and preventit from unauthorized access
of consulting services.

All corporate information is stored hierarchically in three levels:

� at the lowest level are found individual data items or objects.

� at the intermediate level, all data items belonging to the same corporation are
grouped together into what is called a company dataset or CD.

� at the highest level, all company datasets whose corporations are in competition are
grouped together in con
ict of interest class or COI.

Each object is labeled with the CD to which it belongs and the name of the COI to
which that CD belongs.

The Chinese Wall policy is based on the rule that a user is onlyallowed access to
information which is not held to con
ict with any other infor mation that he already
possesses. For his �rst access to information, the user is free to access any CD. But once
this choice is made, a Chinese Wall is created for that user around that CD and forbids
the user to access any dataset that belongs to the same COI. The user is free to access any
CD which is in a di�erent COI. But once access is requested to another CD, the shape
of the Wall is changed in order to include this CD. All this is formalized with the axioms
below.

Let N (s; o) be a function that has the value true if subject s has or has had access to
object o. Let R(s; o) be a request by subject s to access some new object o. OnceR(s; o)
has been granted,N (s; o) is set to true. Let CD(o) be the CD to which the object o
belongs. LetCOI (o) be the COI to which the object o belongs. The following axioms
are part of the model:

� Axiom 1: CD(x) = CD(y) = > COI (x) = COI (y) (if two objects belong to the
same CD, they also belong to the same COI).

� Axiom 2: Access to any object r by any subject s is granted if and only if for all
N (s; c) = true(COI (c) <> COI (r ))or(CD(c) = CD(r )).

� Axiom 3: N (s; c) = false, for all (s; c) represents an initially secure state (i.e. a
state where no user has ever accessed any object).
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� Axiom 4: If N (s; c) is everywhere false for some s, then any requestR(s; r) is
granted.

See [7] for more axioms. With these rules some properties canbe veri�ed:

� Once a subject has accessed an object, the only other objectsaccessible by that
subject lie within the same CD or within a di�erent COI.

� A subject can at most have access to one company dataset in each con
ict of interest
class.

2.3.5 Role-Based Access Control (RBAC) Model

As its name suggests, Role-Based Access Control (RBAC) is centered on the notion of
roles that have access permissions to resources. Users whenbeing members of appropriate
roles acquire roles' permissions [31].

Compared to access control based on the notion of groups, role-based access control is
more 
exible and more powerful. In general access control ofcurrent operating systems
are mostly based on the notions of users and groups. In this sense they are closer to DAC
than to RBAC. For example in Unix (or Linux) it not an easy task to know which �les
a user can access. Yet some experiments have been done to implement RBAC in some
operating systems (see [23]).

In general a RBAC model is mainly composed of four entities and two relations (see
Figure 2). The four entities are:

� users (U): in general a user is a human being, but more generally it can be a software
acting on behalf of a human or an autonomous agent;

� roles (R): a role is a job function or job title within an organization which de�nes an
authority level. It can represent competency to do speci�c tasks, such as a physician
or a pharmacist, it can embody authority and responsibility, e.g. project supervisor
[31];

� permissions (P): a permission re
ects the rights that a rolehas to perform an opera-
tion on an object. In the literature terms like authorization, access right or privilege
are often used to denote permission. Objects are data objects as well as resource
objects within the computer system;

� session (S): a user can open a session, but one session can be opened by one single
user and a session can activate one or several roles among theroles associated with
the user.

The two central many-to-many relations are:

� user assignment (UA): a user can be a member of many roles, anda role can have
many users;

� permission assignment (PA): a role can have many permissions and a permission
can be assigned to many roles.
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Figure 2 RBAC model overview

Obviously an advantage of RBAC lies in the fact that users areassigned permissions
indirectly through their role(s) in the organization. That way, management of individual
rights is greatly simpli�ed as it is just a matter or assigning appropriate roles to users.

So far, we have just presented the simplest form of the RBAC model. More sophis-
ticated models of RBAC exist. In [31], Sandhu introduces a family of reference models.
They call the model we have presented the core RBAC model or RBAC0. They de�ned
RBAC1 as RBAC0 + role hierarchies, RBAC2 as RBAC0 + constraints and RBAC3 as
RBAC1 + RBAC2.

When big organizations are concerned, role hierarchies areinevitable. Therefore, with
RBAC1, a role can inherit part of its permissions from other roles. These hierarchies are
partial orders (i.e. re
exive, transitive, and anti-symmetric).

In RBAC2 a set of constraints determine whether or not valuesof various components
of RBAC0 are acceptable i.e. permitted. These constraints can be applied to the UA and
PA relations but also on the user and roles function for various sessions. A constraint must
be set up when there exist mutually exclusive roles. This constraint applies on the UA
relation. For example the same person cannot assume the roleof \purchasing manager"
and at the same time the role of \accounts payable manager". In the literature this is
sometimes called \separation of duties". Other examples ofconstraints that apply on the
UA relation are:

� the cardinality constraint: a role can have at most a maximumnumber of members;

� the prerequisite constraint: a user can be assigned to a certain role only if he is
already a member of a speci�ed role.

For each constraint on the relation UA, there often exist a dual constraint on the
relation PA.
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2.3.6 Privacy Aware Role-Based Access Control (P-RBAC) Mod el

RBAC models described above are not designed to enforce privacy policies and barely
meet privacy protection requirements. So for systems whereprivacy is an important
issue, it is necessary to extend RBAC models in order to better take into account privacy
protection. This model is called privacy-aware role based access control model or P-RBAC
[24] (see Figure 3). It adds the notions of purposes (e.g. data collected for one purpose
could not be used for another purpose without user consent),conditions and obligations.
Conditions de�ned the conditions that must be satis�ed for the access to be granted. In
the following privacy policy rule \Marketing employee can only access customers' email
address for promotion if customers have given their consent", \if customers have given
their consent" is the condition. \For promotion" is the purpose. Obligations represent
actions that have to be either performed after an access has been granted or actions that
need to be performed in the future, for example \Business partners of our organization can
read the personal info of a customer for research purpose with the obligation of notifying
this customer at each access". More examples of conditions and obligations can be found
in [24].

Figure 3 P-RBAC model overview

2.4 Conclusion on Access Control Model

At the beginning of work on Access Control, MAC and DAC were considered to be the
only models for access control. In other words, if a model wasnot MAC, it was considered
to be a DAC model, and vice versa. But after the introduction of RBAC and its analysis,
it was demonstrated that it falls in neither category. Yet, RBAC is a policy neutral and

exible access control technology su�ciently powerful to simulate DAC [32] and MAC
[27]. If some constraints are satis�ed, MAC can simulate RBAC [19].

An important advantage of RBAC is that the permission mapping does not directly
map actions to subjects. Mapping actions directly to subjects, results in state explosion.
Often, it is feasible to use a small number of roles for a largenumber of subjects. And
subjects often change while roles are more stable. So using roles allows minimizing the
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number of operations to perform when a new subject is added tothe system. A metamodel
for EVITA focused on security is presented in the next section. We did not use dynamic
views of UML, however, this does not mean that it is not dynamic. Nevertheless, one
must keep in mind that actually automotive applications arerather static. For example
Autosar is based on OSEK which is a very static operating system. It is static in the
sense that everything (tasks, alarms, events and so on) is de�ned at compile time. No
task, no alarm or whatsoever can be created at runtime. Maybethis will change in the
future and our metamodel is well suited for that.

For EVITA, we suggest to use RBAC or P-RBAC. As said before, P-RBAC must be
preferred when privacy is a great concern. However, it is notobvious whether EVITA
needs all the privacy functionalities of P-RBAC (e.g. obligations, conditions, purposes).

2.5 Potential of MDE

2.5.1 Introduction to Model Driven Engineering

In recent years, the complexity of new systems is continuously increasing because they op-
erate in constrained and dynamic environment. To be developed in a safe way, embedded
and critical applications require precise, complete, and unambiguous speci�cations. This
motivates the construction of new techniques for software development that enable engi-
neers to focus on their business regardless of software development. An emergent solution
consists in using models instead of writing code. Hence, theparadigm of Model Driven
Engineering (MDE) looks promising since it o�ers tools to deal with the development of
complex systems improving their quality and reducing theirdevelopment cycles.

Model Driven Engineering (MDE) is a form of generative engineering [18, 33], in which
all or a part of an application is generated from models. It aims to minimize the cost
and the development time of an application which is proportional to the complexity of
a system to be built. The development is based on model approaches, meta-modelling,
development process and execution platforms.

Interest in MDE was greatly increased in November 2000 when the OMG has made
public its MDA initiative [25] (Model-Driven Architecture ) aimed at de�ning a framework
of the MDE. It o�ers a set of standards for the creation of metamodels to a speci�c area or
platform (UML pro�les) for modeling (in the UML formalism). The MDA is a guide that
is currently considered as a reference in the MDE community.For embedded applications,
there are several projects that o�er the implementation of software based models with
several approaches and tools (LwCCM, MARTE,....) [26].

The MDA promotes a new way for the development of applications based on a
Platform-Independent Model (PIM) to transform into one or several Platform-Speci�c
Models (PSM), corresponding to each platform on which the application will be deployed.

The MDA provides a development process summarized in the following steps:

� Specify a system separately regardless of the platform thatsupports it, and thus
create a PIM;

� Enrich the PIM model by successive stages;

� Specify platforms;
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� Choose a platform for the system;

� Transform the system speci�cations (PIM) into another speci�cations corresponding
to a particular platform (PSM);

� Re�ne the PSM to get an executable implementation (rei�cation).

The three preliminary goals of MDA are: portability, interoperability and reusability
through an architecture that promotes the separation of concerns.

As stated above, models in MDA are generally developed usingthe UML language.
But prior to this, the necessary vocabulary and the semantics of the components of the
model and their relationships must have been clearly de�ned. This is achieved through
the speci�cation of a metamodel. Naturally, metamodels andmodels are organized in a
multi-layer architecture which is described in Section 2.5.2.

2.5.2 The 4-Layer Architecture

A metamodel is a kind of ontology and a model uses the terms de�ned in the ontology or
in the metamodel.

The metamodeling is a mechanism that allows constructing modeling languages, such
as UML. The metamodel of a modeling language is a precise de�nition of all its constructs
(classes, associations, stereotypes, etc.) and rules needed for creating semantic models. In
order to better understand concepts behind metamodels and models, the OMG (Object
Management Group { International consortium that normalizes for instance UML and
CORBA) proposes a four-layer metamodeling architecture, which is composed of four
distinct layers or levels of abstraction. A model that is instantiated from a metamodel
can in turn be used as a metamodel of another model in a recursive manner.

Within this framework, a concept is depicted as a node and a relationship between
concepts is depicted as an arc connecting the concepts. Other kind of information is
depicted as strings attached to the previous symbols. As shown in Figure 4, the OMG
de�nes a 4-layer modeling. The four layers de�ned by the OMG are:

1. The M3 level or meta-metamodel. It formalizes the notion of concepts and de�nes
a language for specifying metamodels. MOF (Meta-Object Facility) belongs to this
level. This is an abstract language created to de�ne modeling languages such as
UML;

2. The M2 level or metamodel. It is an instance of the previouslevel. It formalizes
paradigm concepts and de�nes a language for specifying models. The elements of the
M2 level are the modeling languages, for example, UML. In this case the concepts
of the M2 level could be, \class", \attribute" or \association";

3. The M1 level or model. It is an instance of the M2 level and de�nes a language
to describe an information domain. The elements of the M1 level are the models
of the data, i.e. classes like \person", \car", attributes like \name", \address", and
relations like \selling";

4. The M0 level, also called the user model. It is an instance of the previous level. It
models the real system, and their elements are the data of an information system.
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Figure 4 OMG 4-Layer Model

The typical role of a metamodel is to de�ne the semantics for how model elements in
a model get instantiated.

2.6 Towards MDE for Security

Actually, Model Driven Engineering is frequently used to develop applications. However,
for security requirements, it is necessary to integrate security mechanisms from the begin-
ning of the product life cycle. For this, MDE approaches haveto be adapted. Section 3
will present the EVITA metamodel which provides security concepts for MDE.

We extracted from the EVITA use cases described in [17] the di�erent security issues
addressed by the project. Then in order to validate the EVITAsecurity metamodel
developed in Section 3, we presented some well-known security model. This will allow to
verify that all terms used in these models are part of our metamodel. The next step will
be to compare the EVITA model to our metamodel. Finally, we give a short presentation
of the MDE approach which covers all the development cycle from the modelling to the
code of the application in a coherent way.
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3 Using Models for Security of Automotive On-
Board Network

3.1 Introduction

In Section 2, security models and the MDE approach have been introduced. To integrate
all security concepts in an MDE process, a standard approachincludes de�ning a meta-
model. As seen in Section 2, a metamodel makes it possible to de�ne concepts and their
relationships. The metamodel represents a new language speci�c to security elements.
A short de�nition is given in this document for all presentedconcepts (refer to [30] for
complete de�nitions).

In this section, we apply this solution for security concepts.

3.2 EVITA Security Metamodel Speci�cation

In this section, the EVITA security metamodel is detailed. The metamodel is based on
the trust metamodel de�ned in the TECOM project1 and the PRECIOSA project2.

The EVITA metamodel describes the concepts underpinning privacy by means of UML
class diagrams. The metamodel presented here is the previous step of the construction
of the abstract architecture for EVITA. The metamodel represents the privacy concepts
and their relationships avoiding ambiguities relative to similar concepts. Concepts which
are de�ned are in bold in the text.

As shown in Figure 5, the structure of the metamodel is composed of several packages:

� System Modelcontains all concepts allowing global system modeling;

� SnD Model is dedicated to security and dependability concepts;

� Fault Propagation Modelexpresses how a fault may causes errors and failure inside
a system;

� Trust Model de�nes trust concepts;

� Privacy Model is based onTrust Model to express privacy.

The links in Figure 5 indicate that concepts from one packageuse, or are related to,
concepts de�ned in another package.

The systemis composed of parts orassetsand the software is deployed on a hardware
platform (see Figure 6). The platform description (OS and hardware modules) is not
detailed in this security metamodel. Hardware and OS description are the subject of
many studies like Marte UML [26]. Here the metamodel is platform-independent and its
scope is focused on aspects related to security.

� Asset : An asset is anything of value that should be protected from malicious harm
(intentional or not). With regard to EVITA, an asset requires protection because it

1Trusted Embedded COMputing { www.tecom-itea.org
2Privacy Enabled Capability in Co-operative Systems and Safety Applications { www.preciosa-

project.org
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Figure 5 Metamodel organization

Figure 6 System de�nition
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is the potential target of attack. In security engineering,the emphasis tends to be
on data assets (e.g., integrity and privacy), but security also includes software assets
(e.g., integrity ) and services (e.g., theft and denial of services). Physical security also
deals with protecting peopleand other property including hardware and facilities.
Physical security is a very important issue for embedded systems. Assets are parts
of a system. Assets could bepeople, data, software, etc. Asset types are speci�c
to platform and couldn't be listed. However, they could be derived from those
prede�ned types.

� System : A combination of interacting elements organized to achieve one or more
stated purposes. A system could contain hardware modules (i.e., ECUs, sensors,
actuators), software parts (safety critical and non-safety critical application running
on hardware platforms) and communication links.

� Subject : In this metamodel, we di�erentiate between two kinds of asset: Subject
and Data. As shown in Figure 6, a subject represents an asset that could perform
some actions in the system. Similarly, a phase corresponds to a succession of
actions, performed in a speci�c order. A subject is not passive.

As shown in Figure 7, the metamodel uses thefault ! error ! failure paradigm fre-
quently called AVI fault model [35]. This model is extended with new concepts introduced
below. The fault model has a direct in
uence on security. If errors exist, they represent
potential security lacks in the system. Security aspects will reduce the presence of fault.
Traceability between security requirements and mistakes can be established.

Figure 7 Fault propagation model

� Fault : A fault is the adjudged or hypothesized cause of anerror. Faults may
be classi�ed according to several criteria. Here we classi�ed them asaccidental
or intentional. Accidental faults can arise during either system development or
operation. During development accidental faults result from a bad design. During
operation they may be produced by the violation of an operating or maintenance
procedure. Intentional faults fall into three classes:malware, physical attacksand
intrusions. Typically an attack exploits a vulnerability (fault that c an be exploited)
of an asset to cause an intrusion. Attack may use physical means to cause faults:
power 
uctuations, radiation, wire-tapping etc. [29].
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� Error : Avizienis de�nes an error as the part of the system state that may lead
to a failure [4]. An error is detected if its presence in the system is indicated by
an error message or error signal that originates from withinthe system. Detected
errors contribute to improving security and trust in the system. Errors that are
present but not detected are latent errors.

� Failure : Inability of the system or some of its parts to meet their speci�cations
(functional and non-functional requirements). Failures considered in the metamodel
are: breakdown, denial of serviceand malfunction.

Security and dependability are expressed in terms of con�dentiality, fault tolerance,
integrity, etc. Figure 8 expressed all possible dimensions[34, 4].

Figure 8 Security and Dependability concepts

� Availability : ensures that the system continues to operate in the face of certain
anticipated failures.

� Con�dentiality : The absence of unauthorized disclosure of information.

� Dependability : is the ability to deliver service that can justi�ably be trusted /
ability to avoid service failures that are more frequent andmore severe than is
acceptable.

� Integrity : Absence of improper intentional or accidental system alterations. In-
tegrity here is a more general concept than the integrity concept of security that
considers only intentional faults.

� Maintainability : Ability to undergo modi�cations and repairs, i.e. the easewith
which an application or component can be maintained betweenmajor releases.

� Privacy : \is the right of individuals to determine for themselves when, how, and
to what extent information about them is communicated to others." [2]

18



� Reliability : Capability of a system to perform consistently and precisely what it
is expected to do.

� Safety : Absence of catastrophic consequences on the user(s) and the environment.

� Security : Ensures that the system resists intentional faults.

In case of trust relationship between systems, dependability and security will be en-
sured. For this, trust will provide mechanisms to reduce risks (and minimize potential
faults). Figure 9 expresses trust concepts.

Figure 9 Trust concepts

� Trust : The trust concept has several meanings in the diverse projects dealing with
trust. The ITEA Trust4all project gives a global de�nition [ 10] which could be used
in EVITA. Trust is the degree to which a trustor has a justi�able belief that the
trustee will provide the expected function or service. Trust may have a trust level.

� Trustee : An entity or service that provides trust for the use of a function.

� Trustor : An entity or service that uses a function with the expectation that it is
trusted.

� Trust risk : The potential risk of the system failure due to errors. Trust risk is the
sum (over all relevant errors) of the negative impact of the failure (i.e., its criticality)
multiplied by the likelihood of the failure occurring.

� Trust policy Trust policy is a quality policy that mandates a system-speci�c quality
criterion for trust or one of its dimensions. System-speci�c quality criteria can also
involve the system's environment, the infrastructure in which it exists, and any
assumptions about the system.
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� Stakeholder : A person, group, organization, or system who a�ects or can be
a�ected by an organization's actions (Wikipedia de�nition).

� Requirement : A requirement is a speci�cation of a required amount of trust (ac-
tually a dimension of trust) in terms of a system-speci�c criterion and a minimum
level of an associated quality metric that is necessary to meet one or more trust
policies.

� Design selection : is a design decision that helps ful�l one or more trust require-
ments and/or reduces one or more system faults. Trust can be implemented as some
combination of hardware or software components, manual procedures and services
provided by either the application or the execution platforms. Design selection may
be at di�erent levels:

{ Protocol level: this includes the design of protocols to be performed on em-
bedded devices to achieve such goals as con�dentiality, identi�cation, data
integrity, data origin authentication, and non-repudiation.

{ Algorithm level: consisting of the design of cryptographicprimitives (such as
block ciphers and hash functions) and application-speci�calgorithms used at
the protocol level.

{ Architecture level: consisting of secure hardware/software partitioning, execu-
tion platform features and embedded software tactics to prevent, tolerate or
remove faults.

{ Hardware element level: it deals with the hardware design ofthe modules (the
processors and co-processors) required and speci�ed at thearchitecture level.

{ Circuit level: it requires implementing transistor level and package-level tech-
niques to thwart various physical-layer attacks.

In Figure 10, authenticity refers to two actions and is related to a subject (an active
asset). For a subject, an actiona is authentic when an actionb has happened and the
action a raises.

Figure 10 Authenticity de�nition

Privacy is a speci�c trust relationship between two systems. All elements dedicated
to privacy are derived from trust concepts (see Figure 11).
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Figure 11 Privacy de�nition

� User : A user is someone who could interact with the system. Some people could
be authorized or not.

� Privacy Policy : enables stakeholders to express their privacy practices in a stan-
dard format that can be retrieved automatically and interpreted easily by the
trustee.

� Privacy Risk : A privacy risk represents all potential attacks which harmthe
privacy.

� Rule : A rule de�nes access restrictions.

� Context : A context de�nes properties restricting rule application.

3.3 Access Control Models in the EVITA Security Metamodel

3.3.1 Overview

In Section 2, several models of Access Control were presented. We decide to integrate
them in the EVITA security metamodel. Thanks to them, a user could specify access
control rules in the model. As shown in Figure 12, all access control models are derived
from a virtual class. Each access control model is presentedin the next subsections.

3.3.2 BLP Model

The Bell-La Padula model [5, 21] is a famous model focused on data con�dentiality and
access to classi�ed information. The BLP model is restricted to con�dentiality.
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Figure 12 Access Control Model De�nition

Figure 13 represents the BLP model. A user accesses to a subject (a program) com-
posed of objects. The subject could access to objects by sending requests. The user (the
subject has the same as the user) and objects have a security level. Security level is char-
acterized by a classi�cation (unclassi�ed, secret, etc.) and a category (military, nuclear,
etc.). All security levels are hierarchically ordered.

Figure 13 Bell-Lapadula Model

OCL (Object Constraint Language) allows specifying constraints in UML model. In
BLP model, the security level of a user and a subject are equivalent. The OCL constraint
corresponding to this rule is:

context Subject inv
clearance.classification = User.clearance.classificat ion
clearance.category = User.clearance.category

Other rules describing the behavior of BLP model are possible. For instance, we could
specify that a response to a request is positive when the subject security level is above or
equal to the object security level.
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A matrix de�nes all possible accesses of subjects to objects(see Figure 14). The access
authorizations areread, append(or write only), execute, write and control.

Figure 14 Access attribute

When a request is issued, a rule is evaluated in the current state. Then, a decision is
taken and the state of the system changes (see Figure 15).

Figure 15 Rule de�nition for decision evaluation

3.3.3 Chinese Wall Model

Figure 16 shows the principles of the Chinese Wall Model as explained in Section 2.3.4.
A user could access to data. Data is contained in a CD and CDs are grouped in a COI.

A user could own several CDs, but all CDs must be owned by di�erent COI. To express
this rule, an OCL constraint could be attached on the model:
Context ChineseWall:addCD(newCD:CD)

pre
let newCOI : COI = newCD.COI
let allCOIofaUser : Collection
self.user->accessTo->

iterate(p:CD; acc=Bag{} | acc->including(allCOIofaUser ->including(p.COI)))
allCOIofaUser->exists(anewCOI) = false

post
CD->size() = CD@pre->size()+1
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Figure 16 The Chinese Wall Model diagram

3.3.4 The RBAC Model

The RBAC model in UML is presented in Figure 17. As we have explained above, an
RBAC model de�nes mainly four entities which are modeled in UML as classes:

� The class \Role" represents the role the user can play in the organization. This
class can inherit from another class \Role". Also, this class can belong to con
ict
sets (SSD for Static Separation of Duty and DSD for Dynamic Separation of Duty).
This separation of duty states that a user cannot play at the same time two or more
roles that belongs to the same con
ict set;

� The class \User" represents the user. A user can run one or mode sessions which
will allow to activate one or more roles;

� The class \Permission" which de�nes which operation on which object the user
playing some role is allowed to perform;

� The class \Session" which is a means for the user to access thesystem.

Figure 17 The RBAC Model diagram

Two mores classes are also de�ned:

� The class \Object" which represents the resources of the system that must be pro-
tected;

24



� The class \Operation" which represents the operations the system is able to perform.
An operation can be executed on a instance of the class Object.

The relationships \userAssignment" between the classes \User" and \Role" and \per-
missionAssignment" between the classes Role and Permission are established o�ine by
the RBAC management which has not been presented in this document.

3.3.5 P-RBAC model

The P-RBAC model is basically an RBAC model with some complementary notions for
the privacy (see Figure 18). Compared to the UML RBAC model, three classes are added:

� The class \Condition" states the condition on which the corresponding permission
can be granted;

� The class \Obligation" which states the operation(s) the user must perform after
the corresponding permission has been granted;

� The class \Purpose`" which states the purpose for which the access to the resource
has been allowed.

Figure 18 The P-RBAC Model diagram

With this model in place, policies can be established, retrieved and enforced by the
underlying system. These expressions can be speci�ed usinga syntax similar to the one
proposed by the project PRIME.
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3.4 Using MDE for Security

From a metamodel, two main processes are possible and are presented in Figure 19.
First, it is possible to use directly the metamodel as a new language (see 19.a). From
the metamodel, models could be developed conforming to the metamodel (seelink 1 in
Figure 19.a). Then, tools could use the resulting model (seelink 2 and 3 in Figure 19.b).

Figure 19 The two main MDE processes using the metamodel

The metamodel provides a common understanding and allows designers to specify
privacy concepts during user application speci�cation. This new language is dedicated to
security and can not by itself specify the overall system. Combination with other domain
application is necessary to have a complete model that represents a complex task. This
gap could be �lled by UML pro�les. UML is a graphic language based on models and
business independent domains. Each domain could be supported thanks to UML pro�les
by specifying stereotypes, properties and constraints. Then, it is possible to apply several
pro�les on a model (i.e., the designer could use an automotive pro�le and a security
speci�c pro�le). Figure 19.b gives a possible process.

All links represented in Figure 19.b are detailed in the following:

� The link 1 shows the coupling between the metamodel and the UML pro�le.The
UML pro�le allows the designer to model all the concepts introduced in the meta-
model. The state of the art proves that the transformation isnot explicit and needs
work of MDE engineer to create the UML pro�le from a metamodel. However, this
solution is more adapted for the EVITA project with multi-domain applications;

� The link 2 represents a UML model with several applied pro�les. In EVITA, one
pro�le is dedicated to security. Other could be applied for speci�c domains like
automotive.

� The link 3, 4 and 5 represent tools using the resulting model, the metamodel
and the UML pro�le. Many tools could be developed to ensure functionalities from
the UML model. For instance, a tool could (i) generate codes in accordance to the
metamodel and (ii) verify the consistency in the model.

In this document, we do not develop a UML pro�le for security.However, such UML
pro�les are presented in the literature. The most famous areSecureUML [22] and UMLSec
[15]. In SecureUML, a user could specify access control rules in a model. For this,
Lodderstedt created a UML pro�le based on the RBAC model. Thepro�le is not up to
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date and is based on UML 1.4 (today, the last version of UML is 2.2). Many changes
are provided to UML since version 2. Like SecureUML, UMLSec is a UML pro�le and
uses a deprecated UML norm. Using UMLSec, a user can annotatemodels with formally
speci�ed requirements (like con�dentiality, fair exchange). This two pro�les could be a
very good start point to develop a security UML pro�le.

3.5 Conclusion

In this section, a security metamodel is presented. All concepts needed to specify security
aspects and their relationships are de�ned. Several ways are possible to exploit this
metamodel but we recommend to use UML pro�les. Indeed, it is possible to use other
UML pro�les for other business (such as automotive). Similarly, the tool chain could be
reused and adapted for security (i.e., code generation).

In the next section, security formal models are presented. Links between security
metamodel and formal models will be de�ned. A process will beproposed.
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4 Fraunhofer SIT Security Modeling Framework

4.1 Overview

This section introduces the Security Modeling Framework (SeMF) developed by Fraun-
hofer SIT. In this framework, systems are speci�ed in terms of sequences of actions, while
the security properties of systems are speci�ed as speci�c constraints regarding which se-
quences of actions can or can not occur. Security propertiescan be speci�ed regardless of
any speci�c abstraction level. Starting with a high level ofabstraction, security properties
can be re�ned using so-called Security Building Blocks (SeBBs). System speci�cation, se-
curity property speci�cations and SeBBs are then used in theSecurity Engineering Process
(see Section 5) whose result is the basis for system securityarchitecture development.

The basic SeMF elements are result of previous work, e.g. within the European project
SERENITY. Speci�c instantiations of properties and in particular the SeBBs and the
corresponding Engineering Process are work performed within EVITA.

This section �rst gives a brief overview of formal languagesas a means for system
speci�cation and then introduces our main additional concepts, an agent'slocal viewand
an agent'sinitial knowledge. We then give the formal de�nitions of the most important
security properties based on these concepts (e.g. authenticity, con�dentiality), and some
instantiations relevant in EVITA. Finally, we introduce our concept of Security Building
Blocks (SeBBs).

4.2 Introduction to formal languages

Properties of a concurrent system in the sense of Alpern and Schneider [3] are de�ned as
sets of sequences of states. Similarly, thebehaviourB of a discrete system can be formally
described by the set of its possible sequences of actions (traces). ThereforeB � � � holds
where � is the set of all actions of the system, and �� is the set of all �nite sequences of
elements of �, including the empty sequence denoted by". This terminology originates
from the theory of formal languages, where � is called the alphabet, the elements of �
are called letters, the elements of �� are referred to as words and the subsets of �� as
formal languages. Words can be composed: ifu and v are words, thenuv is also a word.
This operation is called theconcatenation; especially"u = u" = u. A word u is called a
pre�x of a word v if there is a wordx such that v = ux. The set of all pre�xes of a word
u is denoted by pre(u); " 2 pre(u) holds for every wordu. We denote the set of letters in
a word u by alph(u).

Formal languages that describe system behaviour have the characteristic that pre(u) �
B holds for every wordu 2 B. Such languages are calledpre�x closed. System behaviour
is thus described by pre�x closed formal languages.

The set of all possible continuations of a wordu 2 B is formally expressed by theleft
quotient u� 1(B ) = f y 2 � � j uy 2 Bg.

Di�erent formal models of the same application/system are partially ordered with
respect to di�erent levels of abstraction. Formally, abstractions are described by so called
alphabetic language homomorphisms. These are mappingsh� : � � �! � 0� with h� (xy) =
h� (x)h� (y) , h� (" ) = " andh� (�) � � 0[f "g. So they are uniquely de�ned by corresponding
mappings h : � �! � 0 [ f "g. In the following we denote both the mappingh and
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the homomorphismh� by h. These homomorphisms map action sequences of a �ner
abstraction level to action sequences of a more abstract level.

Classical liveness and safety properties can easily be speci�ed for such a system using
well known formalizations. For security properties, we need to extend the system model
by taking into account the agents' view of the system and agents' knowledge about the
global system behaviour.

4.3 Agents' local views and initial knowledge

4.3.1 Overview

Security properties can only be satis�ed relative to particular sets of underlying system
assumptions. Examples include assumptions on cryptographic algorithms, secure storage,
trust in the correct behaviour of agents or reliable data transfer. Relatively small changes
in these assumptions can result in huge di�erences concerning satisfaction of security
properties. Every model for secure systems must address these issues. However, most
existing models rely on a �xed set of underlying assumptions(see for example [8] and [28]).
Most of these assumptions are often implicitly given by particular properties of the model
framework. Thus, it is very hard to verify whether a particular implementation actually
satis�es all of these assumptions. Further, imprecise security assumptions might result
in correct but useless security proofs and �nally in insecure implementations. Therefore,
a model for secure systems needs to provide the means to accurately specify underlying
system assumptions in a 
exible way.

In order to provide the required 
exibility, SeMF extends the system speci�cation by
two components:agents' knowledgeabout the global system behaviour andagents' view.
The knowledge about the system consists of all traces that anagent initially considers
possible, i.e. all traces that do not violate any system assumptions, and the view of an
agent speci�es which parts of the system behaviour the agentcan actually see. In the
following paragraphs, these two components and their relations are explained in detail.

4.3.2 Agents' knowledge about the global system behaviour

For any agentP its knowledge about the global system behaviourWP � � � is considered
to be part of the system speci�cation.

We may assume for example that a message that was received must have been sent
before. Thus an agent'sWP will contain only those sequences of actions in which a
message is �rst sent and then received. All sequences of actions included inWP in which
a digital signature is received and veri�ed by using some agent Q's public key will contain
an action whereQ generated this signature.

Care must be taken when specifying the setsWP for all agents P in order not to
specify properties that are desirable but not guaranteed byveri�ed system assumptions.
In a setting for example where we assume one-time passwords are used, ifP trusts Q, WP

contains only those sequences of actions in whichQ sends a certain password only once.
However, if Q cannot be trusted, WP will also contain sequences of actions in whichQ
sends a password more than once.

The speci�cation of the desired system behaviour generallydoes not include behaviour
of malicious agents which has to be taken into account in opensystems. An approach
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which is frequently used for the security analysis of cryptographic protocols is to extend the
system speci�cation by explicit speci�cation of maliciousbehaviour. However, in general
malicious behaviour is not previously known and one may not be able to adequately
specify all possible actions of dishonest agents. In our approach, the explicit speci�cation
of agents' knowledge about system and environment allows todiscard explicit speci�cation
of malicious behaviour. Every behaviour which is not explicitly excluded by someWP is
allowed. Denoting a system containing malicious behaviourby B and the correct system
behaviour byBC , we assumeBC � B � � � . We further assumeB � WP , i.e. every agent
considers the system behaviour to be possible. This re
ectsthe fact that an agent not
having knowledge of any restrictions of the system considers all � � to be possible. Security
properties can now be de�ned relative toWP . The relation between the system behaviour
without malicious actions BC , the system behaviour including malicious actionsB, and
WP is graphically shown in Figure 20.

B
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Figure 20 System behaviour andWP

4.3.3 Agents' view of the global system behaviour

The set WP describes whatP knows initially. However, in a running systemP can learn
from actions that have occurred. Satisfaction of security properties obviously also depends
on what agents are able to learn. After a sequence of actions! 2 B has happened, every
agent can use itslocal view of ! to determine the sequences of actions it considers to be
possible. In order to determine what is the local view of an agent, we �rst assign every
action to exactly one agent. Thus � = _S

P 2 P� =P (where � =P denotes all actions performed
by agent P, and _S denotes the disjoint union). The homomorphism� P : � � ! � �

=P

de�ned by � P (x) = x if x 2 � =P and � P (x) = " if x 2 � n � =P formalizes the assignment
of actions to agents and is called theprojection on P.

The projection � P is the correct representation ofP's view of an assumed system where
all information about an actionx 2 � =P is available for agentP and P can only see its own
actions. In this caseP's local view of the sequence of actions! = send(P; m1)rec(Q; m1)
for example issend(P; m1). However,P 's view may be �ner. For example it may addition-
ally note other agents' actions without seeing the messagessent and received, respectively.
In this case,P's local view of! will be equal to send(P; m1)rec(Q). P's local view may
also be coarser than� P . In a system, the actions of which are represented by a triple
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(global state, transition label, global successor state), although seeing its own actions,P
will not be able to see the other agents' state. Thus, we generally denote the local view
of an agentP on � by � P : � � ! � �

P . The local views of all agents together contain all
information about the system behaviourB .

For a sequence of actions! 2 B and agent P 2 P, � � 1
P (� P (! )) � � � is the set of

all sequences that look exactly the same fromP's local view after ! has happened. In
the above example with the projection onP being P's local view, � � 1

P (� P (! )) consists
of sequences each of which contains an actionsend(P; (Q; m1)). For some agentR that
does not take part in! , � � 1

R (� R (! )) consists of sequences of actions of other agents, i.e. is
equal to (� n � =R)� .

Depending on its knowledge about the systemB, underlying security mechanisms and
system assumptions,P does not consider all sequences in� � 1

P (� P (! )) possible. Thus it
can use its knowledge to reduce this set:� � 1

P (� P (! )) \ WP describes all sequences of
actions P considers to be possible when! has happened. The set� � 1

P (� P (! )) \ WP is
similar to the possible worlds semantics that have been de�ned for authentication logics
in the context of cryptographic protocols [1, 36]. Our notion is more general because for
authentication logics� P and WP are �xed for all systems, whereas in our approach they
can be de�ned di�erently for di�erent systems. The knowledge ofP relative to a sequence
of actions! is graphically shown in Figure 21.
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Figure 21 Local view ofP

4.4 Formal property de�nitions

4.4.1 Introduction

The concepts introduced in Section 4.3 will now be used to de�ne those security prop-
erties that are relevant within EVITA. Verbal descriptions of these security properties
and accompanying explanations have been included in [30]. The following provides the
respective formal de�nitions.
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4.4.2 Authenticity

Authenticity can be seen as the assurance that a particular action has occurred in the
past.3

The de�nition of this property must take into account its agent-focussed nature as
opposed to taking a global view of the system. While Alice, after having received a
message signed with Bob's private key, wants the message to be authentically signed by
Bob, other agents might not even be aware of the message's existence. Thus we call a
particular action a authentic for an agent P if in all sequences thatP considers possible
after a sequence of actions! has happened, some time in the pasta must have happened.
By extending this de�nition to a set of actions � being authentic for P if one of the
actions in � is authentic for P we gain the 
exibility that P does not necessarily need
to know all parameters of the authentic action. For example,a message may consist of
one part protected by a digital signature and another irrelevant part without protection.
Then, the recipient can know that the signer has sent a message containing the signature,
but the rest of the message is not authentic. Therefore, in this case, � comprises all
messages containing the relevant signature and arbitrary other message parts.

The formal de�nition for authenticity is as follows.

De�nition 1 (Authenticity) A set of actions � � � is authentic for P 2 P after a
sequence of actions! 2 B with respect toWP if alph(x) \ � 6= ; for all x 2 � � 1

P (� P (! )) \
WP .

4.4.3 Authenticity with respect to a phase

In many cases it is not only necessary to knowwho has performed a particular action, but
also the speci�c \time" of the action is important. As our speci�cation is discrete and
does not model any real time properties, time is modeled in terms of relations between
actions with respect to when they occur in a sequence. However, an explicit model of
discrete time can be easily included in the model.

We use the de�nition of a phaseprovided in [13]. A phaseV � � � is a pre�x closed
language consisting only of words which, unless they are maximal in V , show the same
continuation behaviour within V as within B .

De�nition 2 Let B � � � be a system. A pre�x closed languageV � � � is a phase inB
if the following holds:

1. V \ � 6= ;

2. 8! 2 B with ! = uv and v 2 V n (max(V) [ f "g) holds: ! � 1(B ) \ � = v� 1(V ) \ �

A phase can be a very complex part of the system (see for example the de�nition of a
phase by Grimm and Ochsenschl•ager [13]). However, often phases have well-de�ned start
and end actions.

3Please note that in order to achieveauthentication one additionally needs assurance about the time
of the occurrence of the action (see Section 4.4.3Authenticity with respect to a phase).
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De�nition 3 (Authenticity with respect to a phase) A set of actions� � � is au-
thentic for agentP 2 P after a sequence of actionsx 2 B with respect toWP and a phase
V if it is authentic for P after x and for all y 2 � � 1

P (� P (x)) \ WP ) exists u; v; w 2 � �

such thaty = uvw and v 2 V and alph(v) \ � 6= ; . � is currently authentic for P after
x if w = ".

The concept of a phase can be used to specify the security property provided by
e.g. an SSL channel: data origin authenticity and freshness. The phase represents the
period of existence of an SSL channel. From the server's point of view for example this
period starts with the establishment of the channel, i.e. byreceiving the last handshake
message. Hence we determine this action to be the phase's start. The handshake message
and all subsequent ones received by the server on the SSL channel are both fresh and
authentically sent by the client, \fresh" meaning that the message is sent after channel
establishment and before channel removal. Note that if SSL is properly implemented the
server will reject all messages having been sent on an old, already removed SSL channel.
Messages being sent on the SSL channel, i.e. after channel establishment, are modeled by
requiring that the client's send actions occur within the phase whose starting action is the
channel establishment. Authenticity of the client sendingthe message is modeled with
our authenticity concept as explained above. The removal ofthe SSL channel (e.g. by
deleting the channel's session key) is assigned to the action terminating the phase.

4.4.4 Proof of authenticity

Some actions do not only require authenticity but also need to provide a proof of au-
thenticity (non-repudiation of receipt etc.). Usually, some evidence of the occurrence of a
particular action is provided as \proof". Di�erent types of proofs are possible: transfer-
able, non-transferable, proofs that can get lost, etc. The following describes transferable
proofs with the additional assumption that one cannot lose the proofs. Other requirements
can be de�ned in a similar way.

If agent P owns a proof of authenticity for a set � of actions we assume itcan send
this proof to other agents, which in turn can receive the proof and be convinced of �'s
authenticity. In the following de�nition the set � P denotes actions that provide agents
with proofs about the authenticity of �. If agent P has executed an action from �P, then
� is authentic for P and P can forward the proof to any other agent using actions in �S.

De�nition 4 (Proof of authenticity) A pair (� S; � P) with � S � � and � P � � is a
pair of sets of proof actions of authenticity for a set� � � on B with respect to(WP )P 2 P
if for all ! 2 B and for all P 2 P with alph(� P (! )) \ � P 6= ; the following holds:

1. For P the set� is authentic after ! and

2. for eachR 2 P there exist actionsa 2 � =P \ � S andb2 � =R \ � P with !ab 2 B.

Agent P 2 P can give proof of authenticity of� � � after a sequence of actions! 2 B if
1 and 2 hold.

In addition to agent P and set of actions � we have to specify the set of actions after
which proof of authenticity for P shall hold.
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Note that we do not specify actions for forwarding of proofs and receiving of forwarded
proofs in our example because such actions might happen outside the speci�ed system.
Thus these actions are not explicitly included in the properties described below. However,
in order to prove that these properties hold, the forwardingand receiving of proofs can
easily be added.

4.4.5 Con�dentiality

Mostly, the concept of con�dentiality is used to specify whois allowed to access certain
data stored on some device, or to know the content of certain messages being commu-
nicated over some network. Our notion ofparameter-con�dentiality presented in [14]
provides the 
exibility to specify the con�dentiality of ar bitrary parameters of some ac-
tions (e.g. the con�dentiality of the agent performing a speci�c action).

Various aspects are included in this de�nition. First, we have to consider an attacker
C's view of the sequence! it has monitored and thus the set of sequences� � 1

R (� R(! ))
that are, from R's view, identical. Second,R can discard some of the sequences from this
set, depending on its knowledge of the system and the system assumptions, all formalized
in WR . For example, there may exist interdependencies between parameters in di�erent
actions, such as a credit card number remaining the same for along time, in which case
R considers only those sequences of actions possible in whichan agent always uses the
same credit card number. So the set of sequences thatR considers possible after having
monitored ! is reduced to� � 1

R (� R(! )) \ WR . Third, we need to identify the actions in which
the respective parameter(s) shall be con�dential. Usuallymany actions are independent
from these and do not in
uence con�dentiality, and thus neednot be considered.

Essentially, parameter-con�dentiality is captured by requiring that for the actions
that shall be con�dential for agent R with respect to some parameter p, all possible
(combinations of) values for p occur in the set of actions that an attacker considers
possible. What are the possible combinations of parametersis the fourth aspect that
needs to be speci�ed, as we may want to allowR to know some of the interdependencies
between parameters (e.g.R may be allowed to know that a message that was received
must have been sent before).

The de�nition of parameter-con�dentiality as described in the following captures all
these di�erent aspects.

De�nition of the property We want to formalize the following property: An agent
R that monitors a sequence of actions! of a systemB cannot distinguish between the
possible values of a certain parameter (a certain part of themessage, the agent performing
the action, etc.) of a speci�c action or set of actions of the sequence, even if it knows the
set of possible parameter values. Consider for example an application consisting of the
following actions: a user requests a price for a certain service, the request is received by
a service provider and then an o�er for this service is sent and received. In this example,
one critical parameter might be the price. The service provider might have di�erent rates
for di�erent users and these rates can change. We assume the price is supposed to be
con�dential, i.e. no other agent shall be able to tell which price has been o�ered. In the
remainder of this section the external agent (the attacker)is denoted R, the user U and
the service provider SP. The actions in the system aresend-price-request(U,SP), rec-price-
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request(SP,U), send-o�er(SP,U,price) and rec-o�er(U,SP,price) . The �rst parameter de-
notes the agent executing the particular action. We assume that R can see all actions but
not the values of the price parameters, i.e.R's local view� R (send-price-request(U,SP)) for
example issend-price-request(U,SP), while � R(rec-o�er(U,SP,price) ) = rec-o�er(U,SP) .

In the sequences of actions thatR considers possible after having observed! , only
the actions where a price is sent and received are of interestfor the example. Thus we
disregard all other actions, i.e. we map them with a suitablychosen homomorphism�
onto the empty word. From those actions not mapped onto" , � extracts the con�dential
parameter that occurs in the action. Generally not only the parameter itself but also
the \type" of its occurrence has to be considered. This type can be, for example, that
a certain userU has received an o�er. The parameter associated with this type is the
price included in the o�er. By considering only the type, actions from � are divided into
classes the elements of which can be distinguished essentially by the parameter values.
Each of these classes is represented by one type. Hence,� (� � 1

R (� R (! )) \ WR ) is a set of
sequences of actions that consist of the types of those actions that are of interest with
respect to parameter con�dentiality, paired with the respective parameter values being
possible fromR's local view.

If � t denotes the set of types of the parameter occurrences and ifM denotes the set
of parameter values, then� � t ;M : � � ! (� t � M )� is a homomorphism. For simplicity we
write � if the related parameter set and the types are obvious. Such ahomomorphism�
can be de�ned as follows:

� (send-o�er(SP; U; price)) = ( SendSP ; price)
� (rec-o�er (U; SP; price) = ( RecU ; price)
� (send-price-request(U; SP)) = � (rec-price-request(SP; U)) = "

In order to explain our formalism, we use the price o�er system B. Our aim is now to
formalize that � (� � 1

R (� R (! )) \ WR) \contains all possible parameter values".

(L; M ){Completeness For the following, we assume that R monitors all sequences of
actions. Let us consider as an example the following sequence of actions:

! = send-price-request(U,SP)rec-price-request(SP,U)
send-o�er(SP,U,price1)rec-o�er(U,SP,price 1)
send-price-request(U,SP)rec-price-request(SP,U)
send-o�er(SP,U,price2)

Let us further assume that forR 6= U; SP it shall be con�dential which price was sent
and received, respectively. Letf price1; price2g be the set of possible prices, and � the set
of resulting possible actions. As described above,R's local view of this sequence is the
following:

� R (! ) = send-price-request(U,SP) rec-price-request(SP,U) send-o�er(SP,U)
rec-o�er(U,SP) send-price-request(U,SP) rec-price-request(SP,U)
send-o�er(SP,U)

Now if R does not know which of the possible two parameters was sent, but does know
that the same parameter that was sent was also received (speci�ed in his initial knowledge
WR ), R considers four di�erent sequences of actions possible: twoin which SP sends and
U receives twice the same parameter (eitherprice1 or price2), one in which �rst price1 is
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sent and received and thenprice2, and one in which the parameters are sent and received
in reverse order:

� � 1
R (� R (! )) \ WR =

f send-price-request(U,SP)rec-price-request(SP,U)send-o�er(SP,U,price 1)
rec-o�er(U,SP,price 1)send-price-request(U,SP)rec-price-request(SP,U)
send-o�er(SP,U,price1) ;
send-price-request(U,SP)rec-price-request(SP,U)send-o�er(SP,U,price 1)
rec-o�er(U,SP,price 1)send-price-request(U,SP)rec-price-request(SP,U)
send-o�er(SP,U,price2) ;
send-price-request(U,SP)rec-price-request(SP,U)send-o�er(SP,U,price 2)
rec-o�er(U,SP,price 2)send-price-request(U,SP)rec-price-request(SP,U)
send-o�er(SP,U,price1) ;
send-price-request(U,SP)rec-price-request(SP,U)send-o�er(SP,U,price 2)
rec-o�er(U,SP,price 2)send-price-request(U,SP)rec-price-request(SP,U)
send-o�er(SP,U,price2)g

The function � now maps these sequences of actions onto sequences with types for the
send and receive actions, each one being paired with the respective parameter. All other
actions are mapped onto" . This results in

� (� � 1
R (� R(! )) \ WR ) =

f (SendSP ; price1)(RecU ; price1)(SendSP ; price1);
(SendSP ; price1)(RecU ; price1)(SendSP ; price2);
(SendSP ; price2)(RecU ; price2)(SendSP ; price1);
(SendSP ; price2)(RecU ; price2)(SendSP ; price2)g

If we want to describe a situation whereR does not know any correlation between
the parameter of a send and the respective receive action, the � -image of the sequence of
actions monitored byR contains eight di�erent sequences of pairs (type; parameter) with
no order on the parametersprice1 and price2:

� (� � 1
R (� R(! )) \ WR ) =

f (SendSP ; price1)(RecU ; price1)(SendSP ; price1);
(SendSP ; price1)(RecU ; price1)(SendSP ; price2);
(SendSP ; price1)(RecU ; price2)(SendSP ; price1);
(SendSP ; price2)(RecU ; price1)(SendSP ; price1);
(SendSP ; price2)(RecU ; price1)(SendSP ; price2);
(SendSP ; price2)(RecU ; price2)(SendSP ; price1);
(SendSP ; price1)(RecU ; price2)(SendSP ; price2);
(SendSP ; price2)(RecU ; price2)(SendSP ; price2)g

In general we have the requirement that in each group of actions that R knows to be
correlated, it considers each of the parameters possible. In order to formalize this, we
assign each group a number. We then built the� -image of the sequences of actions that
R considers possible after! has happened, with the parameters being substituted by the
number of the respective group they belong to. Then we check that when mapping these
numbers arbitrarily onto possible parameters, this results in the � -image of R's inverse
view of ! , i.e. we check that the� -image is (L; M ){complete for a speci�c languageL
(containing the action types associated with numbers) and parameter setM .
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For the formal de�nition of ( L; M ){completeness, we need some notations: Forf :
M �! M 0 and g : N �! N 0 we de�ne (f; g ) : M � N �! M 0 � N 0 by (f; g )(x; y) :=
(f (x); g(y)). The identity on M is denoted byiM : M �! M , while M IN denotes the set
of all mappings from IN to M .

De�nition 5 Let L � (� t � IN)� and let M be a set of parameters. A languageK �
(� t � M )� is called(L; M ){complete if

K =
[

f 2 M IN
(i � t ; f )(L)

In this de�nition, the set L consists of sequences of pairs(action type,number). The
functions f 2 M IN map the numbers to parameter values inM. Therefore, (i � t ; f )(L)
consists of sequences of pairs(action type, parameter value). These sequences are in
accordance with the correlations between parameter valuesde�ned by L. Now, K is
(L; M ){complete if it consists of all possible sequences of pairs(action type, parameter
value) derived by applying (i � t ; f ) to L for all possible mappingsf from IN to M .

This property allows the formalization of any of the above described situations. Let
us consider as an example again the sequence of actions! .

For the set f SendSP ; RecUg of relevant action types we now choose a numbering that
assigns the same number to those actions that are correlated:

L1 = f (SendSP ; 1)(RecU ; 1)(SendSP ; 2)g

Having chosen the languageL1 in this manner and considering the setM =
f price1; price2g of parameter values,� (� � 1

R (� R (! )) \ WR ) is (L1; M ){complete if and only
if

� (� � 1
R (� R(! )) \ WR ) =

f (SendSP ; price1)(RecU ; price1)(SendSP ; price1);
(SendSP ; price1)(RecU ; price1)(SendSP ; price2);
(SendSP ; price2)(RecU ; price2)(SendSP ; price1);
(SendSP ; price2)(RecU ; price2)(SendSP ; price2)g

This exactly describes the situation in whichR knows that the same price was received
that was sent, but does not know which of the prices was sent. Note that if R considers
more parameter values possible (i.e. if� (� � 1

R (� R(! )) \ WR) contains more than the above
four sequences),R still does not know which parameter was sent.

If R shall not know that there is a correlation between send and receive actions, the
action types have to be numbered di�erently: no actions are correlated. This results in

L2 = f (SendSP ; 1)(RecU ; 2)(SendSP ; 3)g

The requirement of (L2; M ){completeness results in the above mentioned eight se-
quences of pairs (type; parameter). However, if R knows the correlation betweenSend
and Rec, i.e. if � (� � 1

R (� R(! )) \ WR ) contains only the four di�erent sequences above (in
which the same parameter value is sent and received), then� (� � 1

R (� R (! )) \ WR ) is not
(L2; M ){complete: Using f (1) = price1; f (2) = price2 and any f (3) we obtain
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(SendSP ; price1)(RecU ; price2)(SendSP ; price1) 62� (� � 1
R (� R(! )) \ WR )

Thus, by appropriately numbering the action types, i.e. by appropriately choosing the
languageL, we can formalize which correlations between actionsR is allowed to know,
or in other words, which sequences of actions have to be included in WR . This gives rise
to the following de�nition:

Let M be a parameter set, � a set of actions, �t a set of types,� : � � ! (� t � M )�

a homomorphism, andL � (� t � IN) � . Then M is parameter-con�dential for R after !
with respect to (L; M ){completeness if there exists an (L; M ){complete languageK �
(� t � M )� with � (� � 1

R (� R(! )) \ WR ) � K .
Instead of separately de�ning di�erent languagesL for di�erent sequences! and the

resulting set of sequences� (� � 1
R (� R(! )) \ WR ), it is su�cient to have an appropriate L

and an (L; M ){complete languageK � (� t � M )� serving for all ! 2 B . Using the
function p1 that denotes the projection on the �rst component of a tuple,we introduce
the following de�nition:

De�nition 6 (Parameter Con�dentiality) Let M be a parameter set,� a set of ac-
tions, � t a set of types,� : � � ! (� t � M )� a homomorphism, andL � (� t � IN)� .
Then M is parameter-con�dential for agentR 2 P with respect to(L; M ){completeness
if there exists an(L; M ){complete languageK � (� t � M )� with K � � (WR) such that
� (� � 1

R (� R(! )) \ WR ) � p� 1
1 (p1(� (� � 1

R (� R (! )) \ WR))) \ K for each! 2 B.

Applying the projection p1 and then the inversep� 1
1 to � (� � 1

R (� R (! )) \ WR ) results
in sequences of actions where all parameter values occur andno grouping according to
correlated actions has yet taken place. The intersection with the (L; M ){complete lan-
guage K removes those sequences that do not match the respective grouping. Note
that in the case of no correlation between actions,p� 1

1 (p1(� (� � 1
R (� R(! )) \ WR ))) \ K

= p� 1
1 (p1(� (� � 1

R (� R (! )) \ WR ))).
More generally, the above equation can be used to de�ne, for an arbitrary language

K � (� t � M )� with K � � (WR), K {completeness of� (� � 1
R (� R (! )) \ WR). This allows

to capture more sophisticated correlations between parameters.
There are situations where we can guarantee the con�dentiality of a parameter only

until a speci�c action in the system happens, after which anything can happen (e.g. broad-
casting the parameter). This is captured by the following de�nition:

De�nition 7 (Parameter Con�dentiality in a Phase) Let M be a parameter set,�
a set of actions,B � � � , � t a set of types,� : � � ! (� t � M )� a homomorphism, and
L � (� t � IN)� . Let further V � B be a phase inB, and let WR jV be the extension ofV in
WR . Then M is parameter-con�dential for agentR 2 P in the phaseV and with respect
to (L; M ){completeness if there exists an(L; M ){complete languageK � (� t � M )� with
K � � (WR) such that for all ! 2 B for which existu; v; w 2 � � with ! = uvw and v 2 V
holds that� (� � 1

R (� R (v)) \ WR jV) � p� 1
1 (p1(� (� � 1

R (� R (v)) \ WR jV))) \ K

Conditional con�dentiality Sometimes it is not su�cient to formulate a static con-
�dentiality property that de�nes the role for each agent for the entire system lifetime. In
order to model a system where one agent will transfer information to another agent only
after the latter proves its trustworthiness (e.g. by way of TPM attestation) or to model
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that data will be retrieved from storage only if the agent's platform is not manipulated
(e.g. by way of TPM seal), a more 
exible de�nition of con�dentiality is required:

De�nition 8 (conditional-con�dentiality) For a set of con�dentiality condition ac-
tions � P for an agent P where � P � � =P , conditional con�dentiality with respect to
� P holds for P if 8! 2 B : � P \ alph(! ) = ; implies � (� � 1

P (� P (! )) \ WP ) �
p� 1(p(� (� � 1

P (� P (! )) \ WP ))) \ K

This de�nition describes that an agentP can not to know the contents of a certain
data-block unless it has performed an action of �P .

4.4.6 Enforcing system behaviour

Some security requirements are concerned with enforcing speci�c system behaviour,
i.e. with not allowing certain other system behaviour. Requiring authenticity of action
a whenever actionb has happened is one particular instantiation of enforcing system
behaviour. However, other required behaviour needs a more general de�nition.

De�nition 9 (enforce-behaviour) For an alphabet� , let L � � � describe particular
requirements andB � � � be the actual system. We say thatL enforces its behaviour on
B, denoted byenforce-behaviour(L,B), if B � L.

4.4.7 Agents' Trust

The security of systems relies on many di�erent aspects: thecorrect functioning of the
Operating Systems, the adequate use of security mechanisms(cryptographic protocols,
�rewalls, etc.) for security relevant parts of the system, the correct implementation of
cryptographic primitives in hardware or software, the correctness of services that are being
deployed, etc. However, if an agent is not convinced in theircorrect functionality, then it
cannot be assured of the ful�lment of the security objectives.

In order to include a notion of this into SeMF, a concept oftrust is introduced: An
agent trusts in a property to hold in a system if in its conception of the system this
property is ful�lled.

In order to formally de�ne an agent's conception of a system,we �rst give the general
de�nition of a system as follows:

De�nition 10 A systemS = (� ; P; B; W; V) consists of a setP of agents acting in the
system, a languageB � � � over an alphabet of actions� describing the system behaviour
in terms of sequences of actions, a setV = f � X : � � ! (� X )� j8X 2 Pg of agents' local
views, and a setW = f WX � � � j8X 2 Pg of agents' initial knowledge.

An agent P's conception and understanding of a systemS, denoted bySP , is based
on the same sets of actions and agents. Its behaviour isP's conception of the system's
behaviour B , that is, P 's initial knowledge WP . The set of local views ofSP is given by
what P considers to be the agents' local view inS, and the initial knowledge of the agents
are given by whatP considers to be the agents' initial knowledge ofS. Formally:
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De�nition 11 Agent P's conception of systemS is denoted bySP = (� ; P; WP ; WP ; VP ),
where � is the alphabet of bothS and SP , P its set of agents, andP's initial knowledge
(conception) WP � � � of system behaviourB constitutes the behaviour ofSP . It further
contains a setVP = f � X P : � � ! (� X P )� j8X 2 Pg of agentP's knowledge of agents'
local views ofS, and a set WP = f WX P � � � j8X 2 Pg of agent P's knowledge of
agents' initial knowledge inS. We say that P trusts in system SP (since it represents
P's knowledge about systemS).

The de�nition of an agent's trusted system gives rise now to the de�nition of an agent's
trust in a property holding in a system:

De�nition 12 (Trust) An agentP 2 P trusts in a property prop to hold in a systemS,
denoted byT rust(P; prop), i� the property prop is ful�lled in SP .

Thus our notion of trust allows specifying precisely what itis an agent trusts in. An
agent may have trust in one property but not in another. Of course, trust itself is a
property of a system as well. Therefore the trust in the trustthat a property holds in a
system can also be modeled.

4.4.8 Formal Terms

For the ease of further reading, Table 3 presents the conventions for terms used within
SeMF. This can be used as glossary for the rest of this document.

4.5 Speci�c property instantiations

Section 4.4 has introduced the basic notions that can be usedfor the accurate speci�cation
of security requirements. However, these notions are very general. Therefore, using
these notions to specify more concrete security requirements can result in very complex
expressions. Consequently, in the SERENITY project [16], we de�ned a requirements
language using re�ned notions that describe concrete instantiations of the above security
requirements. This language is used and extended in EVITA appropriately.

De�nition 13 (auth) For P 2 P and a; b2 � , auth(a; b; P) holds in B if for all ! 2 B
that contain an action b, action a is authentic for agent P after ! corresponding to
De�nition 1.

Note that auth(a; b; P) can only hold in the case thatb is in P's local view.
In [30] we used the above notion to specify various speci�c authenticity requirements.

For the speci�cation of anonymity and privacy requirements, we used the notion ofcon-
�dential re
ecting a speci�c con�dentiality property according to De�nition 6. Generally
in order to specify con�dentiality, we need to specify:

� the agents who are allowed to know the con�dential data,

� the set M of possible values of the parameter that shall be con�dential,
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Table 3 Formal Terms in SeMF

Term Description
� The alphabet of letters, i.e. all possible actions of the system
� A set of actions; in case of authenticity denotes the actionsto be

authentic.
a; b; c; : : : Lowercase letters refer to actions.
� � All possible letter combinations / words, i.e. all possibletraces of

actions in �.
! Denotes a word of some language, i.e. one certain trace of actions
alph(! ) A function that returns the set of all letters that occur within the

word !
P Denotes the set of all agents of a system. Agents can be any actors

considered important in a system, like a server, a client PC,parts of
the client PC like hard disk or TPM, even humans can be agents.

P; Q; R; : : : Capital letters refer to agents.
WP Denotes the knowledge of an agentP concerning a system; the more

an agent knows, the smaller the number of traces the agent believes
the system to contain:B � WP � � �

� P A homomorphism denoting the local view of an agentP, i.e. which
actions and which parts of these actionsP can see.

� � 1
P (� P (! )) The pre-image of the image of! under � P . Here: all sequences of

actions that for P look identical to ! .
� P (!; W P ) The set of traces that an agentP considers possible after! has hap-

pened; de�ned as� � 1
P � � P (! ) \ WP .

B Denotes the set of all possible traces of actions in a system;B � � �

W Denotes the set of all agents' knowledgef WP ; WQ; : : :g in the system
V Denotes the set of all agents' local viewsf � P ; � Q; : : :g in the system
S Denotes a system; consists ofS = (� ; P; B; W; V)
V A phase within a system
� A homomorphism that maps all actions onto" that a malicious agent

can not gain knowledge from regarding the con�dentiality ofa certain
parameter,� keeps those actions that potentially add to the knowledge
onto pairs (type of action, parameter to be con�dential).

K An (L; M )-complete language that represents the requirement for a
con�dentiality property.

L Represents some language, in case of (L; M )-completeness it denotes
the relations among actions that are allowed to be known by malicious
agents (e.g. encrypting and decrypting with the same symmetric key).

M denotes the set of values of a parameter that shall be con�dential.
SP denotes a trusted system, i.e. agentP's conception of the systemS.
SP Q denotes an agentQ's conception of another agentP's conception of

the systemS.
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� the homomorphism� that identi�es all actions that a malicious agent can use to gain
knowledge about the parameter to be con�dential by mapping them onto \types"
of these actions and at the same time extracting the parameter to be con�dential
(� : � � �! (� t � M )� ),

� the languageL that characterizes the relations between actions that are allowed to
be known by a malicious agent (e.g. the relation re
ecting that the same message
occurs in a speci�c send and receive action),

� the local view of malicious agents,

� the initial knowledge of malicious agents.

For the purposes of the SeBBs to be introduced in the next section, it is su�cient to
de�ne a particular instance of this general con�dentiality property in which some of the
above concepts are �xed:

� We do not �x the set of agents that are allowed to know the parameter that shall
be con�dential. This set is denoted bywho.

� We �x the \types" of actions the homomorphism� maps onto: Letaction(p1; : : : ; pj )
be an action in � with pi being the parameter to be con�dential. W.l.o.g. letpi = p1.
Then the type of this action is (action; p2; : : : ; pj ) and � (action(p1; : : : ; pj )) =
((action; p2; : : : ; pj ); p1). In other words, � keeps all parameters of the action except
the one to be con�dential which it extracts to form the secondcomponent of the
action's image under� . (Note that � maps those actions that can not be used to
extract knowledge about the parameter value to" .) Having �xed this, the only
information that is still needed is which is the parameter that we want to be con-
�dential (the messagem being sent/received, the datad being stored, the agentP
performing a speci�c action, etc.), and which are the actions that a malicious agent
can use to gain knowledge about the parameter to be con�dential, We denote the
parameter bypar and the set of actions byactionsToLearnF rom.

� The con�dentiality property will be used in building blocks that model the properties
of cryptographic algorithms. Essentially it will be neededto require e.g. secret keys
to be con�dential to all but the key owners. The mechanism building blocks will be
used to model the plain algorithms and the properties they provide. Other properties
that might be achieved by introducing additional measures (like involving a random
number to achieve redundancy in order to destroy dependencies between certain
actions) will not be considered. This has to be re
ected in the languageL that
captures all relations between actions that are allowed to be known by a malicious
agent. An appropriately speci�ed L for example allows the agents to know the
relation between encryption and decryption with the same shared secret. Hence we
will use languagesL to denote all dependencies that must be assumed to be known
between actions that have parameters relevant for con�dentiality as it is used in the
Mechanism SeBBs.
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� We keep the agents' local views and initial knowledge variable, we will identify
speci�c instances in Section 5 where the actual security engineering process for
EVITA is explained.

De�nition 14 (con�dential) Let who � P be a subset of agents,par be the parameter
whose value shall only be known by the agents inwho, and actionsToLearnF rom be
the set of actions from which a malicious agent can extract knowledge about the value of
par. Let further M = possibleV aluesdenote the possible values ofpar and L denote
the language that captures all the allowed relation knowledge between actions in the sense
explained above. Then conf(actionsToLearnFrom; par; possibleValues; L; who) holds in B
if M = possibleValues is parameter-con�dential for allP 2 P n who with respect to
(L; M ){completeness according to De�nition 6.

The following two security requirements are instantiations of enforce-behaviour. The
�rst one describes that in all sequences of actions, whenever action b happens, action
a must have happened before, the second one describes the opposite (wheneverb has
happened,a must not have happened before).

De�nition 15 (precede) Let � be a set of actions,a; b 2 � . Let B; L � � � with L
de�ned as follows:

L = � � n ((� n f ag)� f bg� � )

Then precede(a; b) holds if enforce-behaviour(L; B ) holds.

De�nition 16 (not-precede) Let � be a set of actions,a; b 2 � . Let B; L � � � with
L de�ned as follows:

L = � � n (� � f ag� � f bg� � )

Then not-precede(a; b) holds if enforce-behaviour(L; B ) holds.

De�nition 17 (precede-phase) Let � be a set of actions,a; b2 � . Let further V � � �

be a phase that starts with actions and ends with actiont. Then precede-phase(a; b; s; t)
holds in a systemS i� 8! 2 B with b 2 alph(! ) there existsx; y; z 2 � � such that
! = xyz, y 2 V, a 2 alph(y), and s 2 alph(y).

De�nition 18 (auth-phase) Let � be a set of actions,a; b2 � , and P 2 P be an agent.
Let further V � � � be a phase that starts with actions and ends with actiont. Then
auth-phase(a; b; s; t; P) holds in a systemS i� 8! 2 B with b 2 alph(! ), a is authentic
for P with respect to the phaseV.

De�nition 19 (conf-phase) Let S be a system as de�ned in De�ni-
tion 10, and V � B a phase with starting actions start (V ) :=
f s1; : : : ; skg � � and ending actions end(V) := f e1; : : : ; ej g � � . Then
conf � phase(actionsToLearnFrom; par; possibleValues; L; start (V ); end(V ); who) holds
in B if M = possibleValues is parameter-con�dential for allP 2 P n who with respect to
the phaseV and (L; M ){completeness according to De�nition 7.
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4.6 Security Building Blocks

An abstract system model and the security requirements as identi�ed in [30] are on an
abstraction level that is not �ne-grained enough to formally address any mechanisms that
could be used to achieve these properties. Further, there are various di�erent mechanisms
that can be deployed. Our notion of so-called Security Building Blocks (SeBB) allows
to re�ne the security requirements towards applicable security mechanisms. In order for
example to provide the requirement that whenever a driver ofa car is shown a warning
message based on data sensed by another car, the sensor of this other car must have
authentically sensed this data, there are principally two di�erent possibilities: end-to-
end authenticity (achieved for example by deploying a digital signature scheme) or the
re�nement of the requirement towards more concrete ones that address the various agents
involved in the sequence of actions that leads to the driver being shown the warning.
These more concrete requirements can then either be kept as assumptions that have to
hold in the system or be further re�ned towards concrete mechanisms. Our SeBBs provide
the means to choose between these possibilities and to �nally arrive at an abstraction level
that includes the formal model of the actual mechanisms chosen. Thus, the application
of SeBB constitutes a part of a security engineering process. On the other hand, due to
its formal basis, this process provides assurance that by applying the chosen mechanisms
the desired security properties are indeed achieved, provided the assumptions identi�ed
by the building blocks are valid. Hence, this security engineering process ensures that
the resulting system does not include security gaps. However, it still requires expert
knowledge in order for the re�nement to lead to the desired system architecture and not
to lead to a system that in reality can not be implemented. In the following the SeBBs
will be explained in more detail.

A SeBB takes as input a set ofinternal properties, applies a rule (themeans) to this
set, and produces a set ofexternal propertiesas implication of the internal properties.
Hence, a SeBB consists of three di�erent parts, as illustrated in Figure 22:

� The external propertiesof a Security Building Block represent the security properties
that the Security Building Block provides for the overall system.

� The meansrepresent the mechanism or instrument by which the externalproperties
can be achieved. These can be based on a proven theorem related to speci�c proper-
ties of the security requirements, or on expert knowledge related to the mechanism
the SeBB addresses.

� The internal properties are those properties that must be ful�lled in order for the
mechanism to provide the external properties.

A Security Building Block represents in itself a property ofthe system, namely the
implication that if all internal properties hold, the external properties hold as well. These
implications have to be formally proven, depending on the means that are applied. These
can be categorized into two di�erent classes:

� Implications originating from the properties of security properties themselves de�ned
within SeMF allowing to relate them, which we will denote byFormal SeBBor F-
SeBBfor short,
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externalP roperty 1 externalP roperty 2

Means

internalP roperty 1 internalP roperty 2

Figure 22 Structure of a Security Building Block

� implications originating from security mechanisms like protocols and cryptographic
functions external to SeMF, denoted byMechanism SeBBor M-SeBB.

F-SeBBs are those that originate from the de�nitions of the properties themselves.
There are simple ones, such as the con�dentiality regardingBob and Alice being included
in the con�dentiality regarding only Bob, but also more complex ones, such as the chain-
ing of trust assumptions with authenticity. The speciality with these properties is that
they can be proven within SeMF independent of any speci�c system, based only on the
assumptions that are introduced by the internal properties. Examples are given by the
Security Building Block Transitive-Precede in Figure 23 and by the distributivity of trust
in Figure 24.

precede(a; b)

T ransitive -

precede

precede(a; c) precede(c; b)

Figure 23 Example Building Block: Transitive Precede

trust (P; precede(a; b) ^ precede(c; d))

Distributive -

trust

trust (P; precede(a; b)) trust (P; precede(c; d))

Figure 24 Example Building Block: Distributive Trust

M-SeBBs in contrast cannot be proven completely internal toSeMF. They require
assumptions that originate from mathematical proofs or expert knowledge that is external
to SeMF. An example for the usage of HMAC signatures is provided in Figure 25.

In order to visualize the di�erences between means originating from within SeMF and
those that require external assumptions, the former are represented as diamonds, whilst
the latter are represented as circles (compare Figures 23 and 25).
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precede(sign (P; msg; SS; sig ); verify (Q; msg; sig; SS ))

HMAC-Signature (. . . )

conf (A (SS); SS; V(SS); L ; f P; Qg) not -precede(sign (Q; msg; SS; sig );
verify (Q; msg; sig; SS ))

Figure 25 Example Building Block: HMAC Building Block

An important special case of the applicability of SeBBs arises when aTrust prop-
erty is part of the predicate to re�ne. This case can be easilyaddressed: Recall
that a SeBB represents in itself a property for an arbitrary system, namely that the
set of the SeBB's internal properties implies the SeBB's external properties. For
example, the SeBB depicted in Figure 23 represents the implication precede(a; c) ^
precede(c; b) ! precede(a; b). Since this property holds in any system (the respective
theorem will be presented in Section 4.6.2), it holds in particular in a trusted sys-
tem SP . By De�nition 12, precede(a; c) ^ precede(c; b) ! precede(a; b) holding in SP

means that trust (P; precede(a; c) ^ precede(c; b) ! precede(a; b)) holds in S, which im-
plies trust (P; precede(a; c) ^ precede(c; b)) ! trust (P; precede(a; b)), a SeBB depicted in
Figure 26. Actually, this SeBB is equivalent to the one of Figure 26, however, having it
available in the form of Figure 26 facilitates the application of SeBBs during the security
engineering process (to be explained in Section 5).

trust (P; precede(a; c) ^ precede(c; b))

trusted trans -

precede

trust (P; precede(a; b))

double
precede

precede(a; b)

precede(x; y )precede(a; x ) precede(y; b)

Figure 26 SeBB Compositions: Trusted Transitive Precede & Double Precede

4.6.1 Composition of Building Blocks

In order to further facilitate the security engineering process, we can construct new SeBBs
by combination of SeBBs. As an example, we concatenate the SeBB depicted in Figure 26
regarding the trust in the transitivity of preceding and theone depicted in Figure 24. More
speci�cally, we identify the internal property of the SeBBTrusted Transitive Precedewith
the external property of the SeBBDistributive Trust , identifying the variables used as
actions of the respective properties by replacingb and d of the latter with c and b,
respectively. The result is a SeBB explaining thetransitivity of two trust in precede
properties, as illustrated in Figure 27.
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trust (P; precede(a; b))

T ransitive -

trust (precede)

trust (P; precede(a; c)) trust (P; precede(c; b))

Figure 27 Example Building Block: Transitive Trust in Precede

4.6.2 Relations among Security Properties

Due to the formal de�nition of each of the properties represented in SeMF, one may
investigate relations among those properties. In the following, a set of theorems describing
relations among security properties are presented that canbe used as inputs for the
construction of Formal Security Building Blocks (F-SeBBs). The proofs of these theorems
will be presented in further EVITA deliverables.

The �rst of these theorems explains the simple transitivityof the precede property
that refers to the order of occurrence of actions in a sequence of actions.

Theorem 1 (Transitivity of precede) Let S be a system as de�ned in De�nition 10.
Then precede(a; x) and precede(x; b) holding in S implies that precede(a; b) holds in S.

Theorem 2 explains that authenticity is a stronger propertythan precede. This is due
to the fact that the system behaviour is included in what an agent considers to be the
system behaviour (a set of sequences of actions that is determined on the basis of its local
view on and initial knowledge of the system behaviour).

Theorem 2 (Relation auth and precede) For all systems S as de�ned in De�ni-
tion 10, auth(a; b; R) holding in S implies that precede(a; b) holds in S.

The next theorem states the (trivial) fact that authenticity with respect to a phase
implies authenticity:

Theorem 3 (Relation of auth and auth with respect to a phase) For all sys-
tems S as de�ned in De�nition 10, auth-phase(a; b; s; t; P) holding in S implies that
auth(a; b; P) holds in S as well.

Theorem 4 explains the distributivity of trust regarding the conjunction of two prop-
erties.

Theorem 4 (Distributivity of trust) For any two propertiesprop1 and prop2 holding
in a systemS, trust (P; prop1) and trust (P; prop2) is equivalent totrust (P; prop1^ prop2).

Trust in trust reduces to simple trust:

Theorem 5 (Inherent Trust) Let S be a systemsS as de�ned in De�nition 10,
P; Q 2 P, and prop a property holding in S. Then T rust(P; T rust(Q; prop)) implies
T rust(Q; prop).
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Since an agent's initial knowledgeWP includes the system behaviourB , if pre(a; b)
holds in WP , it holds in B as well. This is re
ected in the following theorem.

Theorem 6 (Inherent precede) Let S be a systemsS as de�ned in De�nition 10,
a; b 2 Sigma actions, and P 2 P an agent. If T rust(P; precede(a; b)) holds in S, then
precede(a; b) holds in S as well.

The next theorem re
ects the fact that we have already addressed at the beginning
of this section, namely that a SeBB is in itself again a property that, if it holds in an
arbitrary system S, holds in particular in a trusted systemSP .

Theorem 7 (Transfer into trusted system) Let S be a system as de�ned in De�ni-
tion 10 for which prop1 ^ : : : ^ propi holding in S implies that propj holds in S as well.
Then trust (P; (prop1 ^ : : : ^ propi )) holding in S implies that trust (P; propj ) holds in S.

Theorem 8 is one of the most important theorems for the security property re�nement
of a distributed system of systems. Often we are confronted with the situation that we
have an authenticity requirement that links two actions butthat can not be satis�ed by
just one mechanism, e.g. when requiring that whenever action b happens, actiona must
have happened before, but digital signature or anything equivalent can not be applied.
However, we might be able to introduce a further actionx where speci�c trust and au-
thenticity relations to both a and bexist. The following Theorem shows how these speci�c
relations can be used for property re�nement.

Theorem 8 (Chaining trust in precede and auth) trust (P; precede(a; x)) holding
in S and auth(x; b; P) holding in S implies that auth(a; b; P) holds in S.

Theorem 9 reasons about the adequateness of an agent's trustin a con�dentiality
property. Recall that the basic de�nition for parameter con�dentiality (see 6) essentially
requires that for the actions that might extend an agentR's knowledge about the pa-
rameter p to be con�dential, all possible (combinations of) values for p must occur in
the set of sequences of actions thatR considers possible. The actions that might extend
R's knowledge are identi�ed using a homomorphism� , and what R considers possible is
speci�ed usingR's local view � R and initial knowledge WR . The following assumptions
specify su�cient conditions for an agent's trust in some con�dentiality property to be
adequate:

Assumption 1 8x 2 WRP : 9y 2 WR : � (x) = � (y) ^ � � 1
RP

(� RP (x)) = � R(y)� 1(� R(y))

This assumption is motivated as follows:

� � (x) = � (y) describes that the trusting agentP's idea of which are the actions that
extend R's knowledge about the parameter to be con�dential must match which
actually are these actions. P must know all actions that add to R's knowledge.
These may be zero-day-exploits, unknown \covert channels"or weak/predictable
RNGs.
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� � � 1
RP

(� RP (x)) = � R (y)� 1(� R (y)) describes, that the trusting agentP must not as-
sume that R sees less than it actually does. IfP 's conception ofR's local view
maps more actions onto" , then the set of sequences of actionsP believesR to
consider possible is bigger than it actually is, hence mightlead to the situation that
P believes this set to contain all possible combinations of parameter values while
actually it does not. This can include complex scenarios like side-channel-attacks,
but also simple ones such as console access. If these are considered possible, an
agent R's local view must re
ect that R can see the respective actions.

Theorem 9 (Trust in Con�dentiality) In any systemS that satis�es Assumption 1,
trust (P; conf (A (par); par; V(par); L ; who)) implies conf (A (par); par; V(par); L ; who).

4.6.3 List of Formal SeBBs

The following F-SeBBs model the theorems of the previous section.

Transitivity of precede
External Property:
precede(a; b)
Internal Property:
precede(a; x) ^ precede(x; b)
Rationale:
If the occurrence of actionb implies the occurrence of actionx, and the occurrence
of action x implies the occurrence of actiona, then, according to Theorem 1, by the
transitivity of the precede property, we can conclude that wheneverb has happened,
action a has happened before.

Relation of auth and precede
External Property:
precede(a; b)
Internal Property:
auth(a; b; P)
Rationale:
If it is authentic in a system S for an agent that whenb happens that a must have
happened as well, thenb is always preceded bya, according to Theorem 2.
Relation of auth and auth with respect to a phase
External Property:
auth(a; b; P)
Internal Property:
auth-phase(a; b; s; t; P)
Rationale:
If wheneverb happens, the actiona is authentic for P in a phase starting with s and
ending with t, then a is authentic for P, according to Theorem 3.
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Distributivity of trust 1
External Property:
trust (P; prop1 ^ prop2)
Internal Property:
trust (P; prop1) ^ trust (P; prop2)
Rationale:
If an agent P trusts in a property prop1 and agentP trusts in a property prop2, then
agent P trusts in both properties prop1 and prop2, according to Theorem 4.

Distributivity of trust 2
External Property:
trust (P; prop1) ^ trust (P; prop2)
Internal Property:
trust (P; prop1 ^ prop2)
Rationale:
If an agent P trusts in two properties prop1 and prop2, then P trusts in property prop1

and P trusts in property prop2, according to Theorem 4.
Inherent trust
External Property:
T rust(Q; prop)
Internal Property:
T rust(P; T rust(Q; prop))
Rationale:
If P trusts in that Q trusts in some propertyprop, then Q trusts in prop, according to
Theorem 5.

Inherent precede
External Property:
precede(a; b)
Internal Property:
T rust(P; precede(a; b))
Rationale:
If P trusts that each time action b occurs in the system, before actiona has occurred,
then this property holds in S, according to Theorem 6.

Trusted SeBB
External Property:
trust (P; propj ))
Internal Property:
(prop1 ^ : : : ^ propi ! propj ) ^ trust (P; prop1 ^ : : : ^ propi )
Rationale:
If for a systemS, prop1; : : : ; propi imply propj and agentP trusts in that this property
holds, thenP trusts in propj , according to Theorem 7.
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Chaining trust in precede and auth
External Property:
auth(a; b; P)
Internal Property:
trust (P; precede(a; x)) ^ auth(x; b; P)
Rationale:
The chaining of authenticity; If an action x is authentic for an agentP after b has
happened and the agentP trusts in the occurrence ofa before everyx, then the action
a is authentic for the agentP after b has happened, according to Theorem 8.
Chaining trust in precede and auth (special case)
External Property:
auth(a; b; P)
Internal Property:
trust (P; precede(a; b)) ^ auth(b; b; P)
Rationale:
The step between authentic and trust domain; If an agentP trusts in the occurrence
of an action a before everyb, and agent P is informed of actionb, then action a is
authentic for agentP wheneverb has happened, according to Theorem 8.

Trust in con�dentiality
External Property:
conf (actionsToLearnF rom; par; V(par); L ; who)
Internal Property:
trust (P; conf (actionsToLearnF rom; par; V(par); L ; who)) ^ Assumption 1
Rationale:
If in a system S an agentP trusts in a con�dentiality property and he does not under-
estimate unprivileged users' knowledge or local views { as captured by Assumption 1
{ then this con�dentiality property itself does hold in S, according to Theorem 9.

Idempotency
External Property:
prop
Internal Property:
prop^ prop
Rationale:
If prop holds in a system, dennprop^ prop hold as well.

4.6.4 List of SeBBs describing mechanism

In the following, a set of mechanisms and cryptographic primitives is modeled in terms of
Mechanism SeBBs. For this, the usage of speci�c actions is required that are explained
�rst. Note that for these mechanisms, in case of a symmetric cryptoalgorithm, the pa-
rameter k of the action denotes the secret key shared by two agents, while in case of
an asymmetric cryptoalgorithm, it denotes either the private key corresponding to a cer-
tain public key, or vice versa, depending on which key the algorithm in question uses.
The correspondence of private and public key is identi�ed byan index (see e.g. SeBB
RSA-Signature below).
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� sign(P; m; k; s) denotes the action performed by agentP of signing a messagem
with a key k that results in a signatures.

� verify (P; m; s; k) denotes the action performed by agentP of successful veri�cation
of a signatures regarding a messagem with a key k.

� encrypt(P; m; k; c) denotes the encryption of a messagem with a key k by agent P,
resulting in a cyphertext c.

� decrypt(P; c; k; m) denotes the decryption of a cyphertextc with a key k by agent
P resulting in the cleartext m.

� genN(P; n) denotes the generation of a noncen by agentP. This action includes the
assumptions of a perfect random number generator and unique(not only virtually
unique) nonces.

� hash(P; m; h) denotes the hashing of a messagem to a hash h by agent P. This
action includes the assumptions of a perfect secure hash-algorithm without collisions.

� verifyhash (P; m; h) denotes the successful veri�cation of a hashh regarding a mes-
sagem by agent P. This refers to the rehashinghash(P; m; h0) with h = h0.

� genSS(P; sk; pk; ss) denotes the Di�e-Hellmann key generation of an agentP with
a secret keysk and a public keypk, resulting in a shared secretss.

� genKey(P; key) denotes that agentP generates a key. This action includes the
assumption that this key is uniquely generated, i.e. that itcan only be generated
once.

� genKeyP air(P; SKP ; P K P ) denotes that agentP generates a key pair for an asym-
metric algorithm. This action includes the assumption thatthis key pair is unique
(in the sense that e.g. for the veri�cation of a signature performed with SK i , no
other data exists that could be used instead ofP K i ).

� return (P; Q; P K ) denotes that P sends the dataP K to Q.

The M-SeBBs that are explained in the following make use of the con�dentiality
predicate conf (actionsToLearnF rom; par; possibleV alues; who) (see De�nition 14).
Which concrete actions the set of actions to learn from contains and which concrete
values are possible for the parameterpar depends on the concrete speci�cation of the
system to be developed. Hence in the SeBBs we will use placeholders for these sets: If
par is the parameter whose value shall be con�dential, we denotethe set of actions to
learn from by A(par), and the set of possible values ofpar by V(par).
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Unobservable key generation
External Property:
conf-phase(f genKey(P; key)g; key;V(key); L ; �; genKey(P; key); f Pg)
Internal Property:
no internal property needed
Rationale:
When agentP generates a key, this key is con�dential forP, i.e. only known byP, until
the end of the generation process. From the key generation mechanism itself nothing
can be concluded about the subsequent con�dentiality of this key. On this abstraction
level, the system need not provide any internal property. Assumptions like a correctly
working random number generator are necessary only in the course of an cryptanalysis
expert proving this M-SeBB.

Unobservable key pair generation
External Property:
conf-phase(f genKeyP air(P; SKP ; P K P )g;

SKP ; V(SKP ); L ; �; genKeyP air (P; SKP ; P K P ); f Pg)
Internal Property:
no internal property needed
Rationale:
When agentP generates a key pair, the private key is con�dential forP, i.e. only known
by P, until the end of the generation process. From the key generation mechanism itself
nothing can be concluded about the subsequent con�dentiality of this private key. On
this abstraction level, the system need not provide any internal property. Assumptions
like a correctly working random number generator are necessary only in the course of
an cryptanalysis expert proving this M-SeBB.

RSA-Signatures
External Property:
precede(sign(P; msg; SKP ; sig(msg)); verify (Q; msg; sig(msg); P K P))
Internal Property:
conf (A (SKP ); SKP ; V(SKP ); L ; f Pg)
Rationale:
If a secret keySKP is con�dential to an agent P, i.e. only known by P, then by the
application of RSA cryptography a signature veri�cation action with the corresponding
public key P K P performed by an agentQ is always preceded by a signing action of the
same messages by the agentP. Note that R and Q may be the same agent.

ECC-Signatures
External Property:
precede(sign(P; msg; SKP ; sig(msg)); verify (Q; msg; sig(msg); P K P))
Internal Property:
conf (A (SKP ); SKP ; V(SKP ); L ; f Pg)
Rationale:
If a secret keySKP is con�dential to agent P, then by the application of ECC cryptog-
raphy a signature veri�cation action with the corresponding public keyP K P performed
by an agentQ is always preceded by a signing action of the same messages bythe agent
P. Note that R and Q may be the same agent.
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AES
External Property:
conf (A (cipher(SS; msg)) [ A (msg); msg;V(msg); L ; f P; Qg)
Internal Property:
conf (A (SS); SS;V(SS); L ; f P; Qg) ^ conf (A (msg); msg;V(msg); L ; f P; Qg)
Rationale:
If both SS and msg are con�dential to (i.e. only known by) agents P and
Q, then by encrypting (encrypt(P; msg; SS; cypher(SS; msg))) and decrypting
(decrypt(Q; cypher(SS; msg); SS; msg)) msg and by other actions using the cipher-
text generated by AES-encryptingmsg, the con�dentiality of msg is not violated.
Note that P and Q may be identical, e.g. to model single agent secure storage.
HMAC
External Property:
precede(sign(P; msg; SS; sig); verify (Q; msg; sig; SS)))
Internal Property:
conf (A (SS); SS;V(SS); L ; f P; Qg)
^ not-precede(sign(Q; msg; SS; sig); verify (Q; msg; sig; SS))
Rationale:
If SS is con�dential to agents P and Q and if when Q sucessfully veri�es a message,
Q has not signed the message himself, then by means of HMAC thatthe message was
signed byP. Note that P and Q may be the same agents, e.g. to model single agent
authentic/integer storage.

HMAC with monotonic counter
External Property:
precede-phase(sign(P; msg(text; cn ); SS; sig); verify (Q; msg(text; cn); sig; SS);

sign(P; msg(text; cn� 1); SS; sig); verify (Q; msg(text; cn); sig; SS))
Internal Property:
conf (fA (SS); SS;V(SS); L ; f P; Qg)
^ not-precede(sign(Q; msg(text; cn ); SS; sig); verify (Q; msg(text; cn); sig; SS))
^ precede(sign(P; msg(text; cn� 1); SS; sig); sign(P; msg(text; cn); SS; sig))
^ not-precede(sign(P; msg(text; cx); SS; sig); sign(P; msg(text; cn); SS; sig))
j 8cx � cn )
Rationale:
If SS is con�dential to agents P and Q, and if in caseQ sucessfully veri�es a message
containing a monotonic counter that is presumably signed byP, Q has not signed the
message himself, and if the counter used is indeed a strong monotonic counter, then
by means of HMAC with monotonic counter, the veri�cation action is preceded by the
respective sign action performed byP within the phase starting with P signing the
previous counter value and ending with the veri�cation itself. Note that P and Q may
also be the same agents, e.g. to model single agent authentic/integeric non-replayable
storage.
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HMAC with challenge-response
External Property:
precede-phase(sign(P; msg(text; n ); SS; sig(msg));

verify (Q; msg(text; n ); sig(msg); SS);
generate(Q; n); verify (Q; msg(text; n ); sig(msg); SS))

Internal Property:
conf (A (SS); SS;V(SS); L ; f P; Qg)
^ not-precede(sign(Q; msg(text; n ); SS; sig(msg));

verify (Q; msg(text; n ); sig(msg); SS))
^ not-precede(verify (Q; msg(text; n ); sig(msg); SS);

verify (Q; msg(text0; n); sig(msg); SS))
Rationale:
If SS is con�dential to agents P and Q and if, when Q sucessfully veri�es a message,
Q has not signed the message himself, and if the noncen is fresh, then by means of
HMAC the message was signed byP within the phase starting with the generation of
the nonce and ending with the veri�cation itself.
Note that P and Q may be the same or two agents.
Hash
External Property:
trust (Q; precede(hash(X; msg; h); verifyhash (Q; h; msg)))
Internal Property:
none
Rationale:
Whenever a value is compared and found to be equal to the hash message it can be
assumed that this message was used to construct this value inthe �rst place.
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5 Security Engineering Process

5.1 Introduction

Many of the security requirements as they were de�ned in [30]target a very abstract ar-
chitecture and concentrate on system border actions. Theseare actions that are triggered
by or in
uence the system (i.e. car) environment (such as an ECU of one car receiving a
message by another car's ECU, see [11] for more detailed information). Obviously for a
system as complex as the car2car scenarios in EVITA, these requirements cannot be sat-
is�ed directly by cryptographic mechanisms or protocols, in particular since the necessary
mechanisms can not be used by all instances in a car (e.g. sensors). Especially since the
requirements span over several agents, they have to be re�ned to lower level requirements
that can be satis�ed by cryptographic mechanisms or protocols.

The security requirements re�nement process that is based on Security Building Blocks
provides a security and trust model inherently. Based on thesecurity requirements, the
necessary trust relations are developed during the re�nement. Often there are di�erent
ways of re�nement of a security property, resulting in di�ering trust relations which in
turn require di�erent security mechanisms to be applied. The choice of which security
mechanisms is appropriate is a matter of the engineering process. The security and trust
model will therefore not be developed beforehand, but rather in parallel to the architecture
speci�cation (see Section 6.1).

5.2 Security Requirements Re�nement Process

5.2.1 Overview

The Security Requirements Re�nement Process can be dividedinto two di�erent tasks.
The �rst, the property re�nement, includes the analysis of a requirement that has to
be ful�lled, the evaluation of possible building blocks andtheir application, as well as
necessary system re�nements. The second task is theproperty consolidationwhich targets
the uni�cation of requirements. In the following the two tasks are explained separately
and an example is presented targeting the �rst requirement of [30].

5.2.2 Property Re�nement

The re�nement process starts from a set of requirements and aset of system instances
(based on the system component model from [30], Appendix D).In order to provide
completeness, the re�nement must be performed for every combination of requirement
and system instance. However, due to the sheer number of possible system instances, this
is not possible. Rather, a set of characteristic system instances should be used within
the re�nement process. The generalization of the derived requirements to the whole set
of system instances is as yet subject to expert rating and a topic of research. As an
example a simpli�cation of requirement Authentic1 from [30] and a system instance with
two vehicles is targeted. Figure 28 gives an overview of thisstarting state. The agents in
this example are the sensing vehicleV0, the braking vehicleV1, the driver of the braking
vehicle D, the sensing car's sensorV0-Se, the braking car's brake controllerV1-BC, and
�nally the cars' communication units CU.

56



auth (V0 -Se-Sense(info ); V1-BC -brake() ; D )

Agent abbreviations:

V0 := sensingV ehicle

D := Driver of V 1

CU := CommunicationUnit

V1 := brakingV ehicle

Se := Sensor

BC := BrakeController

Data abbreviations:

info := Sensor � Information

CAM := Car 2X � Awareness � Message

V0

Se-Sense CU-Send

V1

CU-Rec BC-Brake

Figure 28 Example Re�nement: Basis System

Starting from the security requirement of the top level, those Security Building Blocks
can be applied whose external property matches the requirement to be achieved. This
means that the requirement is ful�lled due to the means of theBuilding Block if its
internal properties are ful�lled. In our example, the top level security requirement to
be achieved isauth(V0-Se-Sense(info ); V1-BC-brake(); D). Figure 29 demonstrates a
possible �rst re�nement step. Note, that the internal property regarding the authenticity
of brake describes that the driverD is aware of braking action, e.g. because it is part of
his/her local view.

auth (V0 -Se-Sense(info ); V1 -BC -brake() ; D )

Chaining trust
in precede and

auth

trust (D; precede(
V0-Se-Sense(info ); V1 -BC -brake())

auth
�
V1-BC -brake()
V1 -BC -brake() ; D

�

Figure 29 Example Re�nement: Step One

The resulting internal properties then form the requirements for the next re�nement
step. The requirement for the authenticity of braking can beassumed to hold, as the driver
will notice an active brake action of his/her vehicle and therefore does not need further
re�nement. The \trust in precede" requirement however requires further re�nement, as it
cannot directly be enforced. Accordingly, an appropriate SeBB whose external property
matches this \trust in precede" requirement has to be found,similarly to a common
puzzle. An example for a possible second step is added to the �rst step in Figure 30.

The same process continues for the internal properties of each Security Building Block
that poses an open security requirement which can not be assumed to hold. Figure 31
demonstrates possible further re�nement steps for one of the leaf requirements of Fig-
ure 30.
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T ransitiv -

trust (precede)

trust (D; precede(
V0-Se-Sense(info ); V0 -Se-Send(info )))

trust (D; precede(
V0 -Se-Send(info ); V1-BC -Brake ()))

auth (V0 -Se-Sense(info ); V1 -BC -brake() ; D )

Chaining trust
in precede and

auth

trust (D; precede(
V0-Se-Sense(info ); V1-BC -brake()))

auth
�
V1-BC -brake()
V1 -BC -brake() ; D

�

Figure 30 Example Re�nement: Steps One and Two

An important Security Building Block is related to the inheritance of trust. Depending
on the relation between the systemS and a trusted systemSP , it can be the case that
T rust(P; prop) implies prop to hold. Similar, T rust(P; T rust(Q; prop)) holds in S, then
T rust(Q; prop) inherently holds in S. This can be applied to our example properties

� trust (D; precede(V0-Se-Send(info ); V0-CU-Rec(info )))

� trust (D; precede(V0-CU-Rec(info ); V0-CU-Send(CAM )))

The \trust in Precede" and \Trust Extraction" re�nement of t hese properties is illus-
trated in Figure 32. This is an important step especially during the design of Trusted
Computing aware systems, as it makes the relations among attested agents and especially
the properties to be attested explicit. But also during the negotiations of Trusted Third
Party (TTP) contracts, the functionalities and guaranteesof the TTP must be made
explicit and incorporated into the system model without modi�cation.

The result of the \trust in precede" and \trust extraction" r e�nement steps in Fig-
ure 32 will be used within the Requirement Consolidation later to demonstrate the full
potential of this notion of trust.

Along the course of re�nement, with every step new internal security requirements
are generated. This may be summarized as \you cannot build security out of nothing".
Therefore, in every step a decision has to be made whether

� a requirement shall be re�ned further

� a requirement is assumed to hold (e.g. due to high attack cost, attacks are considered
unlikely) or

� a requirement can be guaranteed by e.g. legal/contractual means.
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T ransitiv -

trust (precede)

T ransitiv -

trust (precede)

trust (D; precede(
V0 -CU -Send(CAM ); V1 -BC -Brake ()))

trust (D; precede(
V0 -CU -Rec(info ); V0 -CU -Send(CAM )))

trust (D; precede(
V0 -CU -Rec(info ); V1 -BC -Brake ()))

trust (D; precede(;
V0 -Se-Send(info ); V0 -CU -Rec(info )))

trust (D; precede(;
V0-Se-Send(info ); V1 -BC -Brake ()))

Figure 31 Example Re�nement: Step Three and Four

trust (D; precede(
V0 -Se-Send(info ); V0 -CU -Rec(info )))

T rust in P recede

trust
�
D; trust

�
V0 -CU; precede(

V0 -Se-Send(info ); V0 -CU -Rec(info ))
��

T rustExtraction

trust
�

D; trust
�
V1-CU; trust

�
V0-CU;

precede(V0-Se-Send(info ); V0 -CU -Rec(info ))
�� �

trust
�
D; precede(

V0 -CU -Rec(info ); V0 -CU -Send(CAM ))
�

T rust in P recede

trust
�
D; trust

�
V1 -CU; precede(

V0 -CU -Rec(info ); V0 -CU -Send(CAM ))
��

Figure 32 Example Re�nement: Step Five
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Formally, during this process an implication chain is beingconstructed in the reverse
direction, inserting additional implications to the beginning of this chain, rather than
appending them. The satisfaction of the requirements in theleafs implies the satisfaction
of the root requirement and, therefore, satisfaction of thesystem's security.

During the re�nement process, especially when applying Mechanism SeBBs (in the
above example we have only applied Formal SeBBs), a re�nement of the system model
may also be necessary. For example the application of an HMAC-signature SeBB (see
Figure 25) can only provide a property regarding signing andveri�cation actions that were
not part of the system up to that point. This emphasizes the close liaison between the
security and architecture engineering processes. The concrete application of Mechanism
SeBBs will be demonstrated in further EVITA deliverables.

5.2.3 Requirement Consolidation

In a �nal step, the requirements from every re�nement shouldbe consolidated. This in-
cludes the union of the leaf requirements and in case of clever re�nements should demon-
strate a lot of overlaps. Also a grouping of the requirement per agent might be useful or a
further re�nement of selected requirements, depending on the results from the re�nement
processes. It may also be of interest to group the trust relations among agents, as e.g. a
single remote attestation can be utilized in order to provide several trusted properties.

The target of the consolidation is the grouping of the trust requirements of the agent
V1-CU towards properties related with agentV0-CU, utilizing the distributivity of trust
regarding logical And. The resulting internal property canthen be noted as follows:

trust
�

D;

trust
�
V1-CU;

trust
�
V0-CU; precede(V0-Se-Send(info ); V0-CU-Rec(info ))

�

^ precede(V0-CU-Rec(info ); V0-CU-Send(CAM ))
�

�

This consolidated system may yet be subject to a re�nement process again. In this
case it might be assumed that the driverD 's trust into the communication unit of its own
car V1-CU is given, e.g. the driver trusts its own car. Then the authenticity requirement
regarding the data transmission ofinfo within the sensing car from the sensorV0-Se to
the communication unit CU(sV) may be re�ned using theHMAC, RSA-Sign or ECC-
Sign Building Block. The trust of the braking vehicle's communication unit V1-CU into
the veri�cation of these HMAC signatures by the other car's communication unit, as well
as the internal behavior of the other car's communication unit V0-CU (it will not send
CAM if it did not receive according sensor information), might be enforced using remote
attestation.

This circle between re�nement and consolidation can be performed as often as needed
in order to receive an appropriate security model at the right level of abstraction. It is
possible that this process can be supported by design tools,in order to ease the work.
However this is subject to future research beyond the EVITA project.
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Agent abbreviations:
V0 := sensingV ehicle

D := Driver of V 1

CU := CommunicationUnit

V1 := brakingV ehicle

Env := Environment � Sensor

HMI := Human � Machine � Interface

Data abbreviations:

EnvInfo := Environment � Information

CAM := Car 2X � Awareness � Message

V0

Env

Cha

App CU

V1

BC

HMI

AppCU

Cha := Chassis � Sensor

App := Application -ECU

BC := BrakeController

V eDy := V ehicle-Dynamics

LDW := Local -Danger -W arning -Message

W arn := Driver -W arning -Message

P os := P osition -Information

Figure 33 Assumed generic Topology

5.3 Application to EVITA-Requirements

5.3.1 Overview

The security engineering process presented in Section 5.2 with a rather simple example
will now be applied to EVITA's security requirements Authentic 1 through Authentic 9
from [30], representing Use Cases 1,2,4,5 from [17].

The functional distribution of the respective use cases represents an important factor
for the security engineering. Figure 33 illustrates a generic version of the according topol-
ogy. It is assumed that all data aggregation and computationis in each case performed
within a specialized agent called the ApplicationAgent. Whether this is a specialized
ECU or part of a di�erent ECU like the CCU is not important for t he higher level se-
curity engineering. The choice of mechanisms and protocols, however, will have to take
this into account. The other agents in the assumed topology are dedicated to very simple
tasks. The sensors and actuators do not process the data in any form, and the CCU will
only route messages between external and internal interfaces. However, as a result of the
security engineering, requirements for a more sophisticated routing including attestation
and signature checks arise.

The re�ned requirements will afterwards be categorized with respect to three cate-
gories:

� Internal Requirements that are posed on a car by its driver,

� C2C Requirements that are concerned with the car-to-car communication,

� Remote Requirements that are posed on a car by other car's drivers orRSUs.
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5.3.2 Re�nement of Requirements

Starting Point:
Authentic 1: auth(V1-Env-Sense(EnvInfo; t 0); V1-BC-Brake(); V1-Driver )
Re�nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede
Re�ned Properties:

� trust (V1-Driver;
precede(V1-Env-Sense(EnvInfo; t 0); V1-Env-Send(EnvInfo; t 1))

^ precede(V1-Env-Send(EnvInfo; t 1); V1-App-Rec(EnvInfo; t 2))
^ precede(V1-App-Rec(EnvInfo; t 2); V1-App-Send(BrakeComm; t3))
^ precede(V1-App-Send(BrakeComm; t3); V1-BC-Rec(BrakeComm; t4))
^ precede(V1-BC-Rec(BrakeComm; t4); V1-BC-Brake(t5))
)

� auth(V1-BC-Brake(t5); V1-BC-Brake(t5); V1-Driver )

Starting Point:
Authentic 2: auth(V1-Cha-Sense(V eDy; t0); V1-BC-Brake(); V1-Driver )
Re�nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede
Re�ned Properties:

� trust (V1-Driver;
precede(V1-Cha-Sense(V eDy; t0); V1-Cha-Send(V eDy; t1))

^ precede(V1-Cha-Send(V eDy; t1); V1-App-Rec(V eDy; t2))
^ precede(V1-App-Rec(V eDy; t2); V1-App-Send(BrakeComm; t3))
^ precede(V1-App-Send(BrakeComm; t3); V1-BC-Rec(BrakeComm; t4))
^ precede(V1-BC-Rec(BrakeComm; t4); V1-BC-Brake(t5))
)

� auth(V1-BC-Brake(t5); V1-BC-Brake(t5); V1-Driver )

Starting Point:
Authentic 3: auth(V1-GP S-Sense(P os1; t0); V1-BC-Brake(); V1-Driver )
Re�nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede
Re�ned Properties:

� trust (V1-Driver;
precede(V1-GP S-Sense(P os1; t0); V1-GP S-Send(P os1; t1))

^ precede(V1-GP S-Send(P os1; t1); V1-App-Rec(P os1; t2))
^ precede(V1-App-Rec(P os1; t2); V1-App-Send(BrakeComm; t3))
^ precede(V1-App-Send(BrakeComm; t3); V1-BC-Rec(BrakeComm; t4))
^ precede(V1-BC-Rec(BrakeComm; t4); V1-BC-Brake(t5))
)

� auth(V1-BC-Brake(t5); V1-BC-Brake(t5); V1-Driver )
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Starting Point:
Authentic 4: auth(V0-GP S-Sense(P os0; t0); V1-BC-Brake(); V1-Driver )
Re�nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede
Re�ned Properties:

� trust (V1-Driver;
precede(V0-GP S-Sense(P os0; t0); V0-GP S-Send(P os0; t1))

^ precede(V0-GP S-Send(P os0; t1); V0-App-Rec(P os0; t2))
^ precede(V0-App-Rec(P os0; t2); V0-App-Send(LDW; t 3))
^ precede(V0-CCU-Rec(LDW; t 3); V0-CCU-Send(LDW; t 4))
^ precede(V0-CCU-Send(LDW; t 4); V1-CCU-Rec(LDW; t 5))
^ precede(V1-CCU-Rec(LDW; t 5); V1-CCU-Send(LDW; t 6))
^ precede(V1-CCU-Send(LDW; t 6; V1-App-Rec(LDW; t 7))
^ precede(V1-App-Rec(LDW; t 7); V1-App-Send(BrakeComm; t8))
^ precede(V1-App-Send(BrakeComm; t8); V1-BC-Rec(BrakeComm; t9))
^ precede(V1-BC-Rec(BrakeComm; t9); V1-BC-Brake(t10))
)

� auth(V1-BC-Brake(t10); V1-BC-Brake(t10); V1-Driver )

Starting Point:
Authentic 5: auth(V0-Cha-Sense(V eDy; t0); V1-BC-Brake(); V1-Driver )
Re�nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede
Re�ned Properties:

� trust (V1-Driver;
precede(V0-Cha-Sense(V eDy; t0); V0-Cha-Send(V eDy; t1))

^ precede(V0-Cha-Send(V eDy; t1); V0-App-Rec(V eDy; t2))
^ precede(V0-App-Rec(V eDy; t2); V0-App-Send(LDW; t 3))
^ precede(V0-CCU-Rec(LDW; t 3); V0-CCU-Send(LDW; t 4))
^ precede(V0-CCU-Send(LDW; t 4); V1-CCU-Rec(LDW; t 5))
^ precede(V1-CCU-Rec(LDW; t 5); V1-CCU-Send(LDW; t 6))
^ precede(V1-CCU-Send(LDW; t 6; V1-App-Rec(LDW; t 7))
^ precede(V1-App-Rec(LDW; t 7); V1-App-Send(BrakeComm; t8))
^ precede(V1-App-Send(BrakeComm; t8); V1-BC-Rec(BrakeComm; t9))
^ precede(V1-BC-Rec(BrakeComm; t9); V1-BC-Brake(t10))
)

� auth(V1-BC-Brake(t10); V1-BC-Brake(t10); V1-Driver )
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Starting Point:
Authentic 7: auth(V1-GP S-Sense(P os1; t0); V1-HMI -Display (; W arn); V1-Driver )
Re�nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede
Re�ned Properties:

� trust (V1-Driver;
precede(V1-GP S-Sense(P os1; t0); V1-GP S-Send(P os1; t1))

^ precede(V1-GP S-Send(P os1; t1); V1-App-Rec(P os1; t2))
^ precede(V1-App-Rec(P os1; t2); V1-App-Send(W arn; t 3))
^ precede(V1-App-Send(W arn; t 3); V1-HMI -Rec(W arn; t 4))
^ precede(V1-HMI -Rec(W arn; t 4); V1-HMI -Display (W arn; t 5))
)

� auth(V1-HMI -Display (W arn; t 5); V1-HMI -Display (W arn; t 5); V1-Driver )

Starting Point:
Authentic 8a: auth(V0-GP S-Sense(P os0; t0); V1-HMI -Display (); V1-Driver )
Re�nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede, TODO:OneAuth
Re�ned Properties:

� trust (V1-Driver;
precede(V0-GP S-Sense(P os0; t0); V0-GP S-Send(P os0; t1))

^ precede(V0-GP S-Send(P os0; t1); V0-App-Rec(P os0; t2))
^ precede(V0-App-Rec(P os0; t2); V0-App-Send(CAM; t 3))
^ precede(V0-CCU-Rec(CAM; t 3); V0-CCU-Send(CAM; t 4))
^ precede(V0-CCU-Send(CAM; t 4); V1-CCU-Rec(CAM; t 5))
^ precede(V1-CCU-Rec(CAM; t 5); V1-CCU-Send(CAM; t 6))
^ precede(V1-CCU-Send(CAM; t 6; V1-App-Rec(CAM; t 7))
^ precede(V1-App-Rec(CAM; t 7); V1-App-Send(W arn; t 8))
^ precede(V1-App-Send(W arn; t 8); V1-HMI -Rec(W arn; t 9))
^ precede(V1-HMI -Rec(W arn; t 9); V1-HMI -Display (W arn; t 10))
)

� auth(V1-HMI -Display (W arn; t 10); V1-HMI -Display (W arn; t 10); V1-Driver )
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Starting Point:
Authentic 8b: auth(RSU-Send(CAM; t 0); V1-HMI -Display (); V1-Driver )
Re�nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede, TODO:OneAuth
Re�ned Properties:

� trust (V1-Driver;
^ precede(RSU-Send(CAM; t 0); V1-CCU-Rec(CAM; t 1))
^ precede(V1-CCU-Rec(CAM; t 1); V1-CCU-Send(CAM; t 2))
^ precede(V1-CCU-Send(CAM; t 2; V1-App-Rec(CAM; t 3))
^ precede(V1-App-Rec(CAM; t 3); V1-App-Send(W arn; t 4))
^ precede(V1-App-Send(W arn; t 4); V1-HMI -Rec(W arn; t 5))
^ precede(V1-HMI -Rec(W arn; t 5); V1-HMI -Display (W arn; t 6))
)

� auth(V1-HMI -Display (W arn; t 6); V1-HMI -Display (W arn; t 6); V1-Driver )

Starting Point:
Authentic 9a: auth(V1-Cha-Sense(V eDy; t0); V1-HMI -Display (); V1-Driver )
Re�nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede, TODO:OneAuth
Re�ned Properties:

� trust (V1-Driver;
precede(V0-Cha-Sense(V eDy; t0); V0-Cha-Send(V eDy; t1))

^ precede(V0-Cha-Send(V eDy; t1); V0-App-Rec(V eDy; t2))
^ precede(V0-App-Rec(V eDy; t2); V0-App-Send(CAM; t 3))
^ precede(V0-CCU-Rec(CAM; t 3); V0-CCU-Send(CAM; t 4))
^ precede(V0-CCU-Send(CAM; t 4); V1-CCU-Rec(CAM; t 5))
^ precede(V1-CCU-Rec(CAM; t 5); V1-CCU-Send(CAM; t 6))
^ precede(V1-CCU-Send(CAM; t 6; V1-App-Rec(CAM; t 7))
^ precede(V1-App-Rec(CAM; t 7); V1-App-Send(W arn; t 8))
^ precede(V1-App-Send(W arn; t 8); V1-HMI -Rec(W arn; t 9))
^ precede(V1-HMI -Rec(W arn; t 9); V1-HMI -Display (W arn; t 10))
)

� auth(V1-HMI -Display (W arn; t 10); V1-HMI -Display (W arn; t 10); V1-Driver )
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Starting Point:
Authentic 9b: auth(RSU-Send(CAM; t 0); V1-HMI -Display (); V1-Driver )
Re�nement Steps:
Chaining trust in precede and auth, Trust in Transitivity of precede, TODO:OneAuth
Re�ned Properties:

� trust (V1-Driver;
^ precede(RSU-Send(CAM; t 0); V1-CCU-Rec(CAM; t 1))
^ precede(V1-CCU-Rec(CAM; t 1); V1-CCU-Send(CAM; t 2))
^ precede(V1-CCU-Send(CAM; t 2; V1-App-Rec(CAM; t 3))
^ precede(V1-App-Rec(CAM; t 3); V1-App-Send(W arn; t 4))
^ precede(V1-App-Send(W arn; t 4); V1-HMI -Rec(W arn; t 5))
^ precede(V1-HMI -Rec(W arn; t 5); V1-HMI -Display (W arn; t 6))
)

� auth(V1-HMI -Display (W arn; t 6); V1-HMI -Display (W arn; t 6); V1-Driver )

5.3.3 Consolidation

The requirements resulting from the above re�nement steps can be consolidated and
categorized to the categorieslocal, communication and reporting/remote requirements.
We expect requirements of the same category to be addressable by similar, if not equal,
M-SeBBs, while requirements of di�erent categories will certainly have to be addressed
by di�erent M-SeBBs.

Each of the categories of requirements are grouped regarding behavioral and com-
munication requirements for each of the sensors, then the Communication Unit, the
Application ECU and �nally the actuators:

Local requirements:
� auth(V1-BC-Brake(t10); V1-BC-Brake(t10); V1-Driver )
� auth(V1-HMI -Display (W arn; t 10); V1-HMI -Display (W arn; t 10); V1-Driver )
� trust (V1-Driver;

precede(V1-Env-Sense(EnvInfo; t 5); V1-Env-Send(EnvInfo; t 6))
^ precede(V1-Env-Send(EnvInfo; t 6); V1-App-Rec(EnvInfo; t 7))

^ precede(V1-Cha-Sense(V eDy; t5); V1-Cha-Send(V eDy; t6))
^ precede(V1-Cha-Send(V eDy; t6); V1-App-Rec(V eDy; t7))

^ precede(V1-GP S-Sense(P os1; t5); V1-GP S-Send(P os1; t6))
^ precede(V1-GP S-Send(P os1; t6); V1-App-Rec(P os1; t7))

^ precede(V1-CCU-Rec(LDW; t 5); V1-CCU-Send(LDW; t 6))
^ precede(V1-CCU-Rec(CAM; t 5); V1-CCU-Send(CAM; t 6))

^ precede(V1-CCU-Send(LDW; t 6; V1-App-Rec(LDW; t 7))
^ precede(V1-CCU-Send(CAM; t 6; V1-App-Rec(CAM; t 7))
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^ precede(V1-App-Rec(EnvInfo; t 7); V1-App-Send(BrakeComm; t8))
^ precede(V1-App-Rec(V eDy; t7); V1-App-Send(BrakeComm; t8))
^ precede(V1-App-Rec(P os1; t7); V1-App-Send(BrakeComm; t8))
^ precede(V1-App-Rec(LDW; t 7); V1-App-Send(BrakeComm; t8))
^ precede(V1-App-Rec(P os1; t7); V1-App-Send(W arn; t 8))
^ precede(V1-App-Rec(CAM; t 7); V1-App-Send(W arn; t 8))

^ precede(V1-App-Send(BrakeComm; t8); V1-BC-Rec(BrakeComm; t9))
^ precede(V1-BC-Rec(BrakeComm; t9); V1-BC-Brake(t10))

^ precede(V1-App-Send(W arn; t 8); V1-HMI -Rec(W arn; t 9))
^ precede(V1-HMI -Rec(W arn; t 9); V1-HMI -Display (W arn; t 10))
)

Communication requirements:
� trust (V1-Driver;

precede(V0-CCU-Send(LDW; t 4); V1-CCU-Rec(LDW; t 5))
^ precede(V0-CCU-Send(CAM; t 4); V1-CCU-Rec(CAM; t 5))
^ precede(RSU-Send(CAM; t 4); V1-CCU-Rec(CAM; t 5))
)

Reporting / Remote requirements:
� trust (V1-Driver;

precede(V0-GP S-Sense(P os0; t0); V0-GP S-Send(P os0; t1))
^ precede(V0-GP S-Send(P os0; t1); V0-App-Rec(P os0; t2))

^ precede(V0-Cha-Sense(V eDy; t0); V0-Cha-Send(V eDy; t1))
^ precede(V0-Cha-Send(V eDy; t1); V0-App-Rec(V eDy; t2))

^ precede(V0-App-Rec(P os0; t2); V0-App-Send(LDW; t 3))
^ precede(V0-App-Rec(V eDy; t2); V0-App-Send(LDW; t 3))
^ precede(V0-App-Rec(P os0; t2); V0-App-Send(CAM; t 3))
^ precede(V0-App-Rec(V eDy; t2); V0-App-Send(CAM; t 3))

^ precede(V0-CCU-Rec(LDW; t 3); V0-CCU-Send(LDW; t 4))
^ precede(V0-CCU-Rec(CAM; t 3); V0-CCU-Send(CAM; t 4))
)
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6 Parallels to Model Driven Engineering

6.1 Overview

In this section we �rst give an example of how RBAC can be carried out in EVITA and
then we show the connection between the EVITA metamodel and the formal model. This
is done through the use of stereotypes. The objective here isjust to show the process and
not to be exhaustive. Complete description of all the stereotypes for RBAC and those
associated to the formal model is out of the scope of this deliverable.

6.2 Applying the RBAC model to EVITA

For RBAC we choose the use case \Local Danger Warning to otherCars" (see use case 5
of [17]). This use case is simple and does not really need a sophisticated access control like
RBAC but the idea is just to illustrate the mechanism. Figure34 shows the use case: a
sensor detects a potential danger, it sends the informationto the LWD application which
sends a local danger warning message to the other vehicles.

Figure 34 RBAC Applying to EVITA

All the functionalities that run in the car are classi�ed into roles. Their names are
speci�ed in an enumeration. The stereotype<< role>> with the value SENSOR for
its attribute \kindof" associated to the environmental sensor (SE) states that the later
belongs to the role SENSOR. In the same way, the LWD application (LWD) belongs
to the role WARNER and the communication unit (CU) belongs tothe role COM. A
stereotype<< rolepolicy>> is attached to the action<< rec>> of LWD. It speci�es that
only agent having the role SENSOR are unconditionally granted access to it. A stereotype
<< rolepolicy>> is attached to the action<< rec>> of CU. It speci�es that only agent
with the role WARNER are granted access to it under the condition that the information
passed to the CU agent is encrypted and it will be the case thanks to the stereotype
<< conf>> associated to the connection between the two agents LWD and CU. This
stereotype is the same that is shown below for the formal model.
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In Model Driven Engineering, models are saved in a repository. Transformation models
could be applied to the repository. So, the repository couldbe an entry point for security
formal languages. For this, we must have the same semantic. In order to achieve this, we
must de�ne a UML pro�le which be compatible with Security Building Blocks. Figure 35
illustrates the connection between the EVITA metamodel andthe formal model.

Figure 35 Using SeBB in UML

For that we use the example of Figure 28 without the forwarding Vehicle for simpli-
�cation. The UML component view shows three components: thesensor Vehicle (sV),
the braking Vehicle (bV) and the driver. Several stereotypes are applied on these com-
ponents, on the agents that belong to these components or on the actions of these agents
(see Figure 36). They are displayed as commentaries.

As it is not possible to apply the same stereotype on several entities, we apply
a stereotype on one entity and specify the other entities as values of its attributes.
For example the stereotype<< authentic>> applied on the driver component states
that if the action << brake(BC(bV))>> happens, the driver is sure that the action
<< sens(SE(sV))>> has already happened. On Figure 37, due to the re�nement pro-
cess, stereotypes<< precede" and << trust>> are applied. The leftmost stereotype
<< precede { action : send(SE(sV))>> is applied on the<< sens(SE(sV))>> action of
the agent SE (sensor of the sV vehicle) and states that this action precedes the action
<< send(SE(sV))>> of the same agent. The stereotype trust applied to the drivercom-
ponent is a little bit more complicated. Its attribute << predicate>> can receive multiple
values. Its �rst value states that driver trusts that the predicate mentioned above on the
action << sens(SE(sV))>> holds. The re�nement process ends with the addition of the
stereotype<< conf>> on the connection between the two agents CU(sV) and CU(bV)
(see Figure 37).

The re�nement process is done thanks to a reasoner which captures model elements and
transforms the models with inferred security concepts. Forinstance, as shown in Figure 38,
a designer needs to specifyAuth(a,c,P). Due to design restrictions, he could express
Auth(a,b,P) and Auth(b,c,P). From the model, it is possible to provide to a reasoner (the
reasoner is compliant to Security Formal Models) and verifysome requirements.
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Figure 36 First steps of the re�nement process

Figure 37 Last step of the re�nement process

70



Figure 38 Requirements Veri�cation in MDE thanks to Formal Languages

6.3 Integration into Model Driven Engineering

The Security Engineering Process of Section 5 is supposed tobe performed in parallel with
the design of the vehicles' on-board architecture. Assuming a model driven engineering
process (MDE) the example re�nement in the previous sectionstarted to work on a
platform-independent model (PIM) derived from the security requirements identi�cation.
As a �rst step, a functional distribution of the involved communication units was assumed.

Reasons for such a distribution may be, among others:

� Computation of values by di�erent entities

� Routing at a gateway in the network topology { as opposed to sheer forwarding.

� \Routing" among trust zones (e.g. di�erent PKI Infrastruct ures)

For our example described in the previous section, we have assumed that the Commu-
nication Units of the cars were considered to be routers in terms of networking, such that
for the inter-vehicle communication each vehicle is represented as a single agent, whilst
consisting of several agents internally (addressed by the second item in the above list).
At the same time, the Communication Units of cars might be part of a trust zone internal
to the car, where components can identify each other based onrelationships established
during production or maintenance. Communication Units mayat the same time be part
of a PKI that identi�es legitimate Communication Units of di �erent cars even among
di�erent vendors (the third item in the above list).

Still these decisions are to be based on the functional limitations and decisions made
within the architectural design process. Therefore, the degree of distribution of a global
function into small subfunctions performed by di�erent agents is very important for the
security engineering process. If a sensor's data is transmitted directly to a communication
unit, processed there and then sent on, a trust relation has to be established only with
the communication unit, the sensor and the communication among them. In contrary, in
case of a system with an additional ECU performing plausibility checks and forwarding
the combined data, and another ECU being a gateway among di�erent networks within

71



the vehicle, those additional ECUs and the additional threecommunication channels have
to be part of the trust chain as well.

Thus, architectural design choices in
uence the re�nementtowards a platform-speci�c
model. However, the example re�nement of the previous section is still mechanism and
protocol agnostic, i.e. mechanism independent. Only a partof the SeBB approach has
been utilized yet, namely those SeBBs that are based on formally proven properties of
security properties. As a next step, an adequate choice of mechanisms and protocols has
to be taken. This will again include the application of SeBBs{ mechanism based and
formal ones. However, the chosen mechanisms and protocols will in turn pose new security
requirements that need to be ful�lled as well. More SeBBs canbe applied to further re�ne
the model. The re�nement must, therefore, be performed up toa point at which every
remaining internal security property is considered to be provided by the system. Reasons
for assuming an internal security property to hold may be that it is considered to be
contractually enforced or too expensive to be broken for a possible attacker.

Currently, some of the most important security mechanisms (such as HMAC, digital
signature, symmetric encryption) have already been modeled. We plan to continue this
work and model for example attestation as part of the TrustedComputing functionality
and non-cryptographic mechanisms such as OS-based partitioning.
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7 Conclusions

In this document we describe the MDE approach which greatly simpli�es the development
of applications. With this approach, software is mainly described by models, not by code.
Tools can then be used to automatically generate executablecode from these models.
This ensures that the code is in conformity to the models. We show how this approach
can be used for the design and the implementation of secure applications for the EVITA
project.

We begin with a speci�cation of a UML metamodel for security which de�nes all terms
relative to security together with their semantics. This supplies all the partners with a
common understanding of the domain but more importantly this gives a syntax that is
used to specify models for secure applications. This way models are coherent with the
metamodel.

We continue with a description of some well-known access control models among which
the RBAC model (or better, the P-RBAC model when privacy is animportant concern)
is the preferred one. We specify these models in UML and integrate them into our
metamodel. When designing an application, the developer can choose the access control
model best suited to his needs.

Further, we have introduced the Fraunhofer SIT Security Modeling Framework (SeMF)
and, based on security property de�nitions of this framework, we have de�ned a set of
security property predicates relevant for EVITA. On this basis, the notion of Security
Building Blocks (SeBB) has been developed and embedded in the formal language theory
of SeMF. Two types of particular SeBBs have been introduced:Formal SeBBs that re
ect
properties of the predicates and that can be mathematicallyproven within SeMF, and
Mechanism SeBBs that re
ect properties of security mechanisms (e.g. cryptographic algo-
rithms) that are proven by cryptanalysis experts. The SeBBsare the means for security
requirements re�nement and thus their use constitutes a security engineering process that
starts with a high level security requirement as presented in [30] and ends with a number
of security mechanisms that need to be applied, accompaniedby a set of assumptions
on the system that need to hold in order for the security requirements to be satis�ed.
Usually there exist several di�erent possibilities of security requirement re�nement, the
choice of which to choose for a concrete system depends on this system's architecture and
constraints that might exist.

A set of Formal and Mechanism SeBBs relevant within EVITA hasbeen presented and
an exemplary set of security requirements of [30] has been re�ned in order to categorize
them with respect to their nature (local, communication, reporting/remote). The security
engineering process has been demonstrated for one of these requirements for a simpli�ed
system instance up to the point in which Mechanism-SeBBs need to be applied. Fur-
ther work to be conducted concerns the security engineeringof concrete system instances
within EVITA that re
ect the system architecture, i.e. the a pplication of SeBBs that
in particular model the protocols developed within EVITA. This shall ensure that both
the system engineering and the security engineering processes having been conducted in
parallel result in a system that indeed satis�es the security requirements initially speci-
�ed in [30]. Finally, the correct integration of SeBBs will be veri�ed in further EVITA
deliverables.
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